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How WebRTC works?



b WebRTC

« Signaling negotiate
« Media transport
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P> SDP negotiate
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v=0

o=- 20518 0 IN IP4 0.0.0.0

g=-

t=00

a=ice-options:trickle
a=group:BUNDLE audio video

m=audio 54609 UDP/TLS/RTP/SAVPF 109 0 8
a=mid:audio

a=sendrecv

a=rtpmap:109 opus/48000/2

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=maxptime:120

a=ice-ufrag:074c6550
a=ice-pwd:a28a397a4c3f31747d1ee34
a=fingerprint:sha-256 19:E2:1C:3B :4B:9F:81:E6:B8:5C:F4...
a=rtcp-mux

a=rtcp-fb:109 nack

a=ssrc:12345

a=candidate:0 1 UDP 2122194687 192.168.1.4 61665 typ host
a=candidate:1 1 UDP 1685987071 24.23.204.141 54609 typ
srflx raddr 192.168.1.4 rport 61665

(Hie)

[RFC4566)] -

Session Origin Information

[I-D.ietf-mmusic-trickle-ice]

[I-D.ietf-mmusic-sdp-bundle-negotiation]

[RFC4566]

[RFC3264]can send and recv audio
[I-D.ietf-payload-rtp-opus] - Opus Codec

48khz, 2 channels

[RFC5245] -
[RFC5245] -
[RFC5245] -

[RFC5761]
[RFC5104]

[RFC5245] -
[RFC5245] -

Candidate

ICE user fragment
ICE password
DTLS Fingerprint

- can perform RTP/RTCP Mux
- support NACK

ICE Host Candidate
ICE Server Reflexive


https://tools.ietf.org/html/rfc4566
https://tools.ietf.org/html/draft-ietf-rtcweb-sdp-02#ref-I-D.ietf-mmusic-trickle-ice
https://tools.ietf.org/html/rfc4566
https://tools.ietf.org/html/rfc3264
https://tools.ietf.org/html/draft-ietf-rtcweb-sdp-02#ref-I-D.ietf-payload-rtp-opus
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5761
https://tools.ietf.org/html/rfc5104
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245

P> User behind NAT
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p- STUN
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B TURN
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v=0

0o=-20518 0 IN IP4 0.0.0.0
5=-

t=00

a=ice-options:trickle |

a=group:BUNDLE audio video

m=audio 54609 UDP/TLS/RTP/SAVPF 109 0 8

a=mid:audio

a=sendrecv

a=rtpmap:109 opus/48000/2

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=maxptime:120

a=ice-ufrag:074c6550
a=ice-pwd:a28a397a4c3f31747d1ee34
a=fingerprint:sha-256 19:E2:1C:3B :4B:9F:81:E6:B8:5C:F4...
a=rtcp-mux

a=rtcp-fb:109 nack

a=ssrc:12345

a=candidate:0 1 UDP 2122194687 192.168.1.4 61665 typ host
a=candidate:1 1 UDP 1685987071 24.23.204.141 54609 typ
srflx raddr 192.168.1.4 rport 61665

)

[RFC4566)] -

Session Origin Information

[I-D.ietf-mmusic-trickle-ice]

[I-D.ietf-mmusic-sdp-bundle-negotiation]

[RFC4566]

[RFC3264]can send and recv audio
[I-D.ietf-payload-rtp-opus] - Opus Codec

48khz, 2 channels

[RFC5245] -
[RFC5245] -
[RFC5245] -

[RFC5761]
[RFC5104]

[RFC5245] -
[RFC5245] -

Candidate

ICE user fragment
ICE password
DTLS Fingerprint

- can perform RTP/RTCP Mux
- support NACK

ICE Host Candidate
ICE Server Reflexive


https://tools.ietf.org/html/rfc4566
https://tools.ietf.org/html/draft-ietf-rtcweb-sdp-02#ref-I-D.ietf-mmusic-trickle-ice
https://tools.ietf.org/html/rfc4566
https://tools.ietf.org/html/rfc3264
https://tools.ietf.org/html/draft-ietf-rtcweb-sdp-02#ref-I-D.ietf-payload-rtp-opus
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5761
https://tools.ietf.org/html/rfc5104
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245

> Default ICE

TURN STUN STUN TURN

| . req NAT addr
req relay addr;

SDP offer

e

NAT addr

req relay addr

SDP answer

EAConnectivity checks

!
[l g

vfpjr m Too slow!



D Trickle ICE

TURN STUN STUN TURN

| req NAT addr SDP offer
Ereq relay addr i

req NAT addr

| \“ req relay addr
- Connectivity checks

SDP answer

B Trickle I(;ZE collects canfdidates and executesénegotiation inéparallel.
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v=0

o=- 20518 0 IN 1P4 0.0.0.0
5=-
t=00

a=ice-options:trickle
a=group:BUNDLE audio video |

m=audio 54609 UDP/TLS/RTP/SAVPF 109 0 8
a=mid:audio

a=sendrecv

a=rtpmap:109 opus/48000/2

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=maxptime:120

a=ice-ufrag:074c6550
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a=fingerprint:sha-256 19:E2:1C:3B :4B:9F:81:E6:B8:5C:F4...
a=rtcp-mux I

a=rtcp-fb:109 nack

a=ssrc:12345

a=candidate:0 1 UDP 2122194687 192.168.1.4 61665 typ host
a=candidate:1 1 UDP 1685987071 24.23.204.141 54609 typ
srflx raddr 192.168.1.4 rport 61665

)

[RFC4566)] -

Session Origin Information

[I-D.ietf-mmusic-trickle-ice]

[I-D.ietf-mmusic-sdp-bundle-negotiation]

[RFC4566]

[RFC3264]can send and recv audio
[I-D.ietf-payload-rtp-opus] - Opus Codec

48khz, 2 channels

[RFC5245] -
[RFC5245] -
[RFC5245] -

[RFC5761]
[RFC5104]

[RFC5245] -
[RFC5245] -

Candidate

ICE user fragment
ICE password
DTLS Fingerprint

- can perform RTP/RTCP Mux
- support NACK

ICE Host Candidate
ICE Server Reflexive


https://tools.ietf.org/html/rfc4566
https://tools.ietf.org/html/draft-ietf-rtcweb-sdp-02#ref-I-D.ietf-mmusic-trickle-ice
https://tools.ietf.org/html/rfc4566
https://tools.ietf.org/html/rfc3264
https://tools.ietf.org/html/draft-ietf-rtcweb-sdp-02#ref-I-D.ietf-payload-rtp-opus
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5761
https://tools.ietf.org/html/rfc5104
https://tools.ietf.org/html/rfc5245
https://tools.ietf.org/html/rfc5245

P> Bundle & rtcp-mux

kel idemStackCon

Default Bundle

4 connections 2 connections

a=group:BUNDLE audio video

e Reduce ICE setup time
* Optimize resources

vipjr

rtcp-mux

2 connections

a=rtep-mux

Both

1 connection




b P2P

e Pros:
- TERSZmRE
e COns:
« APERENTZS | T

o FUEALRIserver
» NATHAIBERIK

vipjr

it

|

VAP



Peer-Server-Peer



- P2P vs P-Server-P

P2P P-Server-P
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D Peer-Server-Peer
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B MCU vs SFU

MCU (Multipoint Conferencing Unit) SFU (Selective Forwarding Unit)

- MEEHIEX o BEWSEREINR
- SLHIEZES - (BESLHE:
o YBREARIE v AUDIO
o IEANZERT o ROZ ABRRTRIE
. VAD&DTX
v VIDEO

+ ERINES NIRRT
5 "B R HERAY
o 2= e — = N 4
vip)r %u:,%llﬂ\’lj{%bg%CPUﬁ%%FF



P> SFU challenges

 RTCP termination

e Adaptive bitrate

e Transport robustness
* Various networks
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D RTCP termination

* SR/RR (Sender Report/Receiver Report) [RFC3550]
e NACK (Negative Acknowledgments) [RFC4585]

e FIR(Full Intra Request) [RFC5104]

e PLI(Picture Loss Indication) [RFC4585]

e REMB(Receiver Estimated Maximum Bitrate) [draft-
alvestrand-rmcat-remb-03]

e TMMBR(Temporary Maximum Media Stream Bit
Rate Request) [RFC5104]

vipjr



> RTCP termination : -StackCon

SR z g SR ;
SR/RR |
g RR RR =
NACK i E NACK
NACK & | i
RTX ‘ C RTX )
FIR
FIR < oo -
Refresh frame g \
REMB REMB
S R )




> simulcast

a=rid:1 send pt=98;max-width=1280;max-height=720;
a=rid:2 send pt=100;max-width=640;max-height=360;
a=simulcast: send 1,2

vipjr



- SVC

a=rtpmap:96 H264/90000

a=fmtp:96 profile-level-id=4d0028; packetization-mode=1;max-fr=30;max-fs=8040
a=rtpmap:97 H264/90000

a=fmtp:97 profile-level-id=4d0028;packetization-mode=1; max-fr=15;max-fs=1200
a=rtpmap:100 H264-SVC/90000

a=fmtp:100 profile-level-id=4d0028;packetization-mode=1; max-fr=30;max-
fs=8040

a=depend:100 lay m1:96,97;

vipjr



P> Transport Robustness

e Retransmission (NACK)
v'suitable if RTT low

e Forward Error Correction (FEC)

v'payload-format specific FEC
(suitable for audio)

v'Block-based FEC
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Open source WebRTC servers



P> Open source : »StackCon

e Kurento
e https://www.kurento.org/

e Janus JANVS

e https://janus.conf.meetecho.com/ WEBRTC CATEWAY

e http://lynckia.com/licode/

e Licode I_che

£

* Jitsi
e https://jitsi.org/

vipjr


https://www.kurento.org/
https://janus.conf.meetecho.com/
http://lynckia.com/licode/
https://jitsi.org/

P> Kurento Media Server
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P> Kurento Media Server
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P> Kurento Media Server

e Pros
« THEESR K
- IEHGEW. MISES

e Cons
o MBEEK ( GStreamer)

- £ @Z%g'xE RAFRS
» FIRAEERIUTZRNR , FHIRARASEFTA A EER
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P> Janus
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P> Janus

e Pros

« core5pluginsE , L5 5hMT
E—-plugln_IxE%MJCF-E

e Cons
« core/pluginsZ[AIINAR B IHEZE
 S5IRMRBENBFIIL

s WHINKREZ , HIROWSET S . 3ZB0freefrEmedia
resources
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P> Licode

Nuve: Manages services, rooms, users, tokens and balances.

MongoDB: Stores rooms and tokens.

Erizo Controler: Manages Control, signalling and data streams.

MCU: Erizo Agent+ErizoJS

RabbitMQ: Handles all the messages among the components of Licode.
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P> Licode

* Pros
- IMBRER M , BTN T E

e Cons
« WA ZE., HEFANE , fRDRA)
s IRIRIFDIREZ , BmBAAZIEMR
o« ANz #Data Channel
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TMS



b TMS
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b TMS

« OVERVIEW ____)
e Golang & C++ dcer

 Docker
 Consul & registrator G::: CONSUL

« KERNEL MODULES
« WebRTC protocol
e SFU = tsfu + tgates
« WebRTC->RTMP
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> Various networks

;ZD{E.P{_:%M/T\EJ
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P> TURN as edge
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p- Cons

m MediaServer->TURNBSHRERS
B FEAHZRE ( BRETETSHFHIWebRTCGERESR )
B kR, WSSEE, EREREEiEFE—5IRS L
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P> WebRTC-Gateway
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B WebRTC->RTMP

M Jitter buffer: reorder, jitter
B Timestamp: lip-sync
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> Dashboard
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P> TMS features

e Distributed SFU

e High performance (CPU reduced up to 60-70%
compared to KMS)

e Supports deployment under public cloud, private
cloud or hybrid cloud.

e Covering varying networks of users.
e Supports bypass live using RTMP/HLS.

e P2P for 1vl/small class, SFU for middle/big class,
RTMP/HLS for super big class.
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