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1.1 HR R

. I HIBAPPTENIIAE AT MR SR RS RS 1l S AT L5 E IR —

o E55MIME PR AIBERY A R F EAIEK

« EEZFZTHINEIME FEE ZAYBEER
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1.2 HTTPS 1Z%7F|o) &

« HTTPS (1.1 &2.0) Over TCP with TLS

 TERIEFNEIRK (EFTLS1.2)

s MMXIEFEFE - 2-RTT

[T
[
i

« 53 IfLE, TCP Head-of-Line blocking + TLS Record HOF = XXE

« EXLMEBEIEZKER

. TOPRIMARAARE, BRMEREEL,
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1.3QUIC, BOF RN F—RIEBMERHN

— —

AHTTP/2 inside QUIC
ya

/
. /
Application HTTP/2 HTTP/2 shim -
QUIC
Security TLS
handshake
flow control
congestion control
security crypto lost recovery
Transport TCP UDP
Network IP
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1.4 QUIC, EFnr=E

4578

Client [Sewer] [Client] [Sewer] [Client] [Sewer
TCP TCP QUIC
handshake handshake handshake
TLS Data transfer
TLS handshake
handshake Data transfer

Data transfer

(a)
TCP
handshake

TLS
handshake

Data transfer

(b)
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TCP+TLS 1.2
3RTT
TCP
handshake
Data transfer
TCP+TLSI.2
2RTT

TCP+TLSI.3

2RTT

Data transfer

TCP+TLSI.3
IRTT

QUIC
IRTT

QUIC
ORTT
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1.5QUIC, BEIEFl=

HTTPI. |
TCP | - I ]
TCP 2 B e I
TCP 3 Il I

*, Stream |

Streal.'x; 2

~"‘Stream 3

(b) TCP connection Head-of-line blocking
QUIC
“ytream | = = - .
..... Stream .2 - Q/
"’.Stream 3 e |
(c) UDP connection
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1.6 QUICHELFH

o DSOHAY. PIIEAYIAZEIS BN

e Client: BBR, Server: Cubic

e BIMETLRZUE
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2.1 BRSBumiz /N %k In

* gO-quic
o NJEEX
* google quic server demo

e TveDemofEiE

o TRV EA T RIF IS

e Caddy + Quic
o EHA—UHTUNREILARSS
» [EERNFN

s FRHERS, BTINE
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2.2 BiE ST

nginx/ nginx/ nginx/
tomcat tomcat tomcat
A A A
Caddy Caddy Caddy
A A A
LVS DR
A
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2.3 LVS DRETXUDPX 354 0%

e 172 LVSDRIER

e« TCP Z!WIF. Ebad: *:8080, LVS DR @fTIE=

o XNHEFA IPLEASIFTCP 8080, MNEFIFIFEINE& AR

« UDPSZUAN, tbén: *:8443, LVSDR R EBGITIES

o UDP Server[Bl8IHY, IPEIEEAFRISreRHBi N ARMIP

s INMEFPImRBERE, BWAZIZIEE
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23.1 UDPELVS-DRTFEEZ LA T

e RIZVIP: 8.8.8.8, WIMRSIP: 10.10.10.10

o CaddyEZEEEINHE: VIP:Port

e Q- 38.8.8.8:443

—

o XIFEFYE 115 7
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2.3.2 LVS&F

Heartbeat Check /

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE

s 22 DpE Dl

o LVSEEMNIF

e Caddy

_;z;BA

JEfRSEHE B FiE

» ZEIEAMIP: Port

=VIP: Port, egQ:

8.8.8.8:443

» [@—"1"Caddy=(flix/MNEEZE 4 E
10.10.10.10:443

o SLFREALIRIE ?
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2 3.3 Ny XLVS/UMEkAG T

o« FILA—TME

o tbalr]BAfEB)Fnetcat

e eg: ncat-u-110.10.10.10 443 -k -c 'echo "hello™

-
~ —~
'Y A

o H[M): supervisor + ncat

""""""""""""""""""""
; r

-~ ~
S rm

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE Qcon 201816524



2.3.4 LVS-DR UDPIE 48 E /&

e Caddy bind: VIP:Port (eg: 8.8.8.8:443)

e ncat bind: RS_IP:Port (eg:10.10.10.10:443)
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2 4 nginx & caddyRytHfE
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2.4.1 QUIC Discovery

Client Caddy + QUIC
I GET httpe- I
- PS://3 bC'COm/api |
| h
I
| _~£92000; |
| . quic="443> m?”259 |
| A\t—-SVC- 9 V= “38,37 a36 T
I __Response™ I
I I
| < I
| —uDp tps://a bC.COlh/aDIZ |
I I
I I
I I
I = |
I _ I
| _-Response |
| |
I I
I I
I I
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2.4.2 Nginx & Caddy1ME

Client
I GET hitpe.
e PS.//abc COm/api1
| T
,=2592000:

Respanse

Response

I
I
I
I
I
I
I
I
I
- GET httpe.
: Rs://a bc.com/apiZ
I
I
I
I
I
I
I
I

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE

I HTTPS:443,

/ = FREHTTPSISR

| / R4MBQUICIER
Caddy + QUIC

s 5 F
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2.4.3 Nginx & Caddyim AN/ R

. Caddy'&lf 444 5], UDP: 444, TCP: 444

o NQiNXUSIFTLS 443iF

e add_header Alt-Svc 'quic=":444", ma=2592000; v="38,37,36";

e OpenRestyaIFTLS 443iF

e« ngx.header["Alt-Svc'] = 'quic=":444"; ma=2592000; v="38,37,36"
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2.4.4 Nginx + Caddy;2e &l Ir443im [

e SCPRIBENL: Nginx TCP 443 + Caddy UDP 443

o Caddy’s TCPE#aR—"TIE S #im

o udpAddr, err := net.ResolveUDPAddr("udp’, strings.Replace(s.Server. Addr, ":45678", ":443", 1))
 Caddy TCP 45678, UDP 443

* OpenResty
* ngx.header["Alt-Svc'] = ‘quic="443"; ma=2592000; v="38,37,36"
* NQIiNX

* add_header Alt-Svc 'quic="444", ma=2592000; v="38,37,36";
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2.4.5 Nginx & Caddy/\25

e NgiNXTATIHTTPS, caddyfzzQUIC, HEEWNHME

e FEFSH443IxIBR

e nginx & caddy NEGE M

* nginx & caddy FaHHEIZE, LVSIEERSAE]

TR GV = A=k SIES

W

¢ O
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2.5 QUICIEFiits, IISCAIIEREZERE

No. Time

OO JOOWUL & WN@=

N N = e e e e e
H ® O O NOWULEAE WNR®

N
N

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

:40.826608
:40.827571
:40.827668
:40.827896
:40.828562
:40.828917
:40.832438
:40.832659
:40.832727
:40.859380
:40.860443
:40.868048
:40.869204
:40.869563
:40.870079
:40.870207
:40.870644
:40.877862
:40.877889
:40.877908
:40.878531
:40.896887

Source
R W

10.222.68.73
10.222.68.73
172.17.0.2
172.17.0.2
10.222.68.73
10.222.68.73
172.17.0.2
10.222.68.73
172.17.0.2
10.222.68.73
172.17.0.2
10.222.68.73
172.17.0.2
172.17.0.2
172.17.0.2
10.222.68.73
10.222.68.73
10.222.68.73
10.222.68.73
172.17.0.2
10.222.68.73

Protoct Destination

QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC
QUIC

10.222.68.73
172.17.0.2
172.17.0.2
10.222.68.73
10.222.68.73
172.17.0.2
172.17.0.2
10.222.68.73
172.17.0.2
10.222.68.73
172.17.0.2
10.222.68.73
172.17.0.2
10.222.68.73
10.222.68.73
10.222.68.73
172.17.0.2
172.17.0.2
172.17.0.2
172.17.0.2
10.222.68.73
172.17.0.2

Length

1113
73
298
80
1115
73
1344
80
668
77
76
1115
267
80
122
69
68
166
77
80
76
68

Info
Client Hello, PKN: 1, CID: 14610013736658355872

PKN:

Payload

Rejection

Pay load

(Encrypted),
PKN: 2, CID: 14610013736658355872
PKN:

(Encrypted)

1, CID: 14610013736658355872

2, CID: 14610013736658355872

Client Hello, PKN: 3, CID: 14610013736658355872

Pay load

(Encrypted),

PKN:

3, CID: 14610013736658355872

Rejection,

Payload
Pay load
Pay load

(Encrypted),
(Encrypted),
(Encrypted),

Payload (Encrypted)

Pay load
Pay load
Pay load
Payload
Pay load
Payload
Payload
Pay load
Payload
Pay load

(Encrypted),
(Encrypted),
(Encrypted),
(Encrypted),
(Encrypted),
(Encrypted),
(Encrypted),
(Encrypted),
(Encrypted),
(Encrypted),

PKN: 4, CID: 14610013736658355872

PKN: 4, CID: 14610013736658355872

PKN:
PKN:

5, CID: 14610013736658355872
5, CID: 14610013736658355872

PKN: 6, CID: 14610013736658355872

Client Hello, PKN: 6, CID: 14610013736658355872

PKN:
PKN:
PKN:
PKN:
PKN:
PKN:
PKN:
PKN:
PKN:
PKN:

7

7, CID: 14610013736658355872
8, CID: 14610013736658355872
9, CID: 14610013736658355872
8

9

10

11

10, CID: 14610013736658355872
12
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251 BFMAt 2-RTT -> 1-RTT

Client

Inchoate CHLo

Initial 2-RTT Handshake

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE

Server

Client

Server

Initial 1-RTT Handshake
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& —EERARS EHNZFEEFR

252 IBEFMMICEILLER 7%

EarENCEM L,

PUESS
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X HERERF

WEFimEFRK

>t
><T

Client

Server

lnchoate CHLo

Rejectio” RE//////‘
=

SHLO /////////

T pnerypred SRS

later 1-RTT Handshake

QCon 2018- L ik



2.5.31-RIT->0-RI'T

Client

Nchoate cpyy

later 1-RTT Handshake
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Server

Client

Server

later O-RTT Handshake
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254 0-RTT, RKIEFEF

o FIXNHE/XERERF

HandShake Cache

. BPE—NEEEIRIERRTE caddy server Vemcached.
FIMCH

LVS DR

o AP NREEEEIB—TYEES
O-RTTiEF itz
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2.5.5 /\¥LI—'4|—|\
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Quic Server

E BT R TR A1

sdve

tH1 L

BELRIE)

Quic Server

Quic Server

BHRTEH, SIS

Quic Server
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2.5.6 O-RTT# E#U3EE1

7= RE=RFP EERKEEE

« % I 33.09% AFEFIEE:

« BN TE 6ms-11ms IEFMT[E]

o fHEEUICRI2-RTTIESF, EEEREIRF200%

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE

O-RTT

nginx/tomcat

A
dddddddddd

HandShake Cache

LVS DR
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2.5.7 QUICIEF L1t/

XIHA JHYE P w2 1 T il

“HT

» FEFIm#)iaE %, 2-RTT -> 1-RTT

o E{FIEFFER, 1-RTT -> O-RTT

INTERNATIC INAL SO ; ~C ENC e
AL SOFTWARE DEVEL( YPMENT (¢ ~ONFERENCE Qcon 2018t RUf



2.6 QUIC Bench

e QUIC Servera=iFf{g
e Support: Q035-Q038

e https://github.com/yongboy/quicbench

e quicbench -u https://abc.com/api -¢c 100 -r 10

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE Q‘ :on 20181k =i


https://github.com/yongboy/quicbench

2.7 I F ARG 1EBEXT O

e G0 19.2 + Caddy v0.10.10

155 VR AT R
100, SAF101BX 5076.79 hits/sec 5255.15 hits/sec
SO0, BHEF101EK 3021.46 hits/sec 4563.99 hits/sec

2645.09 hits/sec

1000 F, SAF1015XK (2 FHBINEZ[AN &)

5709.52 hits/sec
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e google chrome cronet

e |OS & AndroidIt=
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i
At
IR

s 5 LD RAGIEHQUICIEBIEE

» LQUICEE

o« EURZ TCP/HTTPS/HTTP
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3.3 BEFimEEE Al =E11

o idleiEiEe

= INBT|]

. E R TRAPIE R EE R

. H—DiEKE

3] 30F) -> 60F)
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fE30FD 1E%5

3

\I/A_l_/—\
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[IR3S
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3.4 BN %j?ﬂﬂr_%}cﬁj

Fcaddyig HavhttpsFlquicAR 11T M5,

e quic_client -t https://www.example.com/api

e HTTPs: 199.8ms

o MMABIQUIC: 225.6ms

e MM EQUIC: 188.2ms

o« INZ:

e MBQUICVSHTTPS, 5.81% MRIEH

« QUIC ifb/E VS 1fifkaEl : 16.58% ERIRFt
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3.5 QUICTFim 93 =3I

1Kb2E L1 FER 3 B (R %)

0% 1% 5% 10% 20% 30% 50%
167. 3 160. 5 169. 5 213. 5 223, 8 382, 4 1373. 1
39. 6 62. 7 59, 5 114. 8 985, G 871. 1 5862. 4
10KbEE L1 FER X b (. 2&%P)
« HBEAXRIZESFI20% A A
B 0% 1% 5% 10% 20% 30% 50%
e HTTPIERFE Y M ASLEMEYE R QUIC | 198, 4| 194. 1 270. 4 390. 3 275. 6 485, 8| 977. 7
HTTPS 50. 84, 2 128, 7 392. 3 1529. 5 980. 9 15381, 3
o L SZZ M = T70N% > . : : -
QUICHIRRINHN —EFRFFEI0% AL ‘  I00KbRELIFER AT E (Rl TE8)
i 0% 1% 5% 10% 20% 30% 50%
QUIC 332| 320. 6 397. 9 506. 2 650. 1 717. 1| 5350. 1
HTTPS 153. 4 165. 3 510. 3 1573. 8 4586. 5 27674
IMbEE L1 REI X3 b (B 2E#D)
0% 1% 5% 10% 20% 30% 50%
1107. 8 1546. 5 2975, 2 2178. 9 2684 6085. 5 10592. 3
INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE 306. 8 601. i 3,1,;,1. 8 180,‘!3. 5 650:'59. 3




3.6 5 L= QUICHINER

Variation PV uv R IHEE (% HEEOriginal (%)
Original 2968178 1024432 97.19 -
quic 054685 180981 98.19 1.00

s BINEREHR 1%

« BEARIRE!
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3.7 1\

/

FON

\}-L H
T vt ) VA & & Ry

chrome cronetfzE

o0
2

» QUICTESIMIMIE FRINIFTTCP
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ISR AN S

ot

. BitEs

* {IR

|I |
)

S =— 1 RI{ERYIE

—\

o NMhNIMEEETNIE P

L
[ 1)

o« JEEER I%U/:\H HH?UE

. BEREEE AN T

o FEEREFEIE AT Wireshark + HE& H

i RE] AMCEE + UE ?

——
® [ m—
IEII
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4.2 AME =8 AQUICHIZ RIS R

» BEBTTNUDPBESF A E, RKIMWANMRE

« UDPH ZABBMELETCPIREAE

» UDP jiiZ P gE =R QoSIRIRAIEH & E

« BE/NSP=EZEFIKUDP

 UDPERNEZEHRARMTCPA BEIEEE I, eg: kcptun, udp2raw-tunnel ...

» NATEEIMESH . RN XSS R IEUDP 443817

o 8] H ORI ENANTTILUDP 443

o BHAXIFHERSRIATCP

s IRNFEHRIEEINRZZREZ, FEZG!

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE Q‘ :on 20181k =i



4.3 EFAHUDPA—E=ELLTCPIR

L]

» W2 EHUDPA—ESRLETCPIR, PlRE=EEIE!

e ZFIRPEI{ERTCPHIQUICTEIR, MMIMIEIEE AR
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4.4 A== REEQUIC

* 15K Z[B] EAEHKEING 7

e BENZ[EIRER TCP & QUIC 57

INTERNATIONAL SOFTWARE DEVEL( YPMENT ¢ “ONFERENCE Q‘ :on 20181k =i



4.5 By EEA]

» Draft -> RFC, BI&E2

o IVORTEFFEZMH

 Google QUIC VS IETF QUIC 7

* FMEIBHITIN

* WAEAZERS

o TR/NVEFTRATSE

o EINT B ATE
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o FANRIEFEIERENINIFE ...

» QUICTEREENIMZSIME N —ERLETCPEXX

s EIWNARBAIFINEAAES=MNBEEMN

-
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