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EnvoyZ 5#SHi B

admin:

access_log_path: /tmp/admin_access.log
address:

socket_address: { address: 127.0.0.1, port_value: 9901 }

static_resources:
listeners:
- name: listener 0O

address: ’  LiStener

socket_address: { address: 127.0.0.1, port_value: 10000 }
filter_chains:

- filters:
- name: envoy.http_connection_manager R t
config: O u es
stat_prefix: ingress_http
codec_type: AUTO
route_config:
name: local_route
virtual_hosts:
- name: local_service
domains: ["*"]
routes:
- match: { prefix: "/" }

route: { cluster: some_service }
http_filters:

- hame: envoy.router
clusters:
- name: some_service

connect_timeout: 0.25s

type: STATIC

lb_policy: ROUND_ROBIN

hosts: [{ socket_address: { address: 127.0.0.2, port_value: 1234 }}]

Clusters

ndpoints

www.163yun.com




EnvoyZ @) SECE

admin:
access_log_path: /tmp/admin_access.log
address:
socket_address: { address: 127.0.0.1, port_value: 9901 }

dynamic_resources:
Ids_config:
api_config_source:
api_type: GRPC
cluster_names: [xds_cluster]
cds_config:
api_config_source:
api_type: GRPC
cluster_names: [xds_cluster]

static_resources:

clusters:

- name: xds_cluster
connect_timeout: 0.25s
type: STATIC

b_policy: ROUND_ROBIN
nttp2_protocol_options: {}

nosts: [{ socket_address: { address: 127.0.0.3, port_value: 5678 }}]

www.163yun.com




MAESIEPilot

Kubernetes

)

Mesos
CloudFoundry

o)

: Platform Adapter

o0
)

: Abstract Model

r

\

[ Rules API

f

Envoy API
™

” ~
s I NN
y A Y

Service discovery -~

& traffic rules .-~ 7

// /

/, /
7’ /
7’

Envoy Envoy

www.163yun.com

\| Pilot

3O

|



| PilotiZHRES

o0
@ T
)
Rules API serviceB.example.com
Pilot
- =i
E Traffic routing
' rules
: 99%
ﬁod : )
: m
Envoy < S
>
1% o

-

xample.com

http://serviceB.¢
SVCA
Service A

www.163yun.com




| Pilotgyfa

R

Kubernetes

‘ Pilot |

ﬁod

W —— . —————

Envoy

SVCA

-

| http://serviceB.¢

\

Service discovery
by Envoy

Load balance

Service registration by

the platform

serviceB.example.com

traffic S
/// Poa

e xample.com

/

Service A

Periodic health
checks

www.163yun.com

> Envoy
svcB
A\ -
Service B

3D

|



! B=

. MDockerz|K8s%l/|Service Mesh

. Service Mesh I %¢
. = NfiEMT Service Mesh
. W5 2o

www.163yun.com

HMET



| RN AR FERRENSER

llllllllllllllllllllllllllllllllll
. .

Reviews-v 1J

@ python 5 )
/ \ e \ i

Requests

‘L'[Reviews-VZ}

Ratings |

/

f

TDetails]
\_

www.163yun.com

|

3D




ProductpageE—1 1 pythoniz=

@app.route('/api/v1/products’)
def productsRoute():
return json.dumps(getProducts()), 200, {'Content-Type': '‘application/json'}

@app.route('/api/vl/products/<product_id>")
def productRoute(product_id):
headers = getForwardHeaders(request)
status, details = getProductDetails(product_id, headers)
return json.dumps(details), status, {'Content-Type': 'application/json'}

@app.route('/api/vl/products/<product_id>/reviews')
def reviewsRoute(product_id):
headers = getForwardHeaders(request)
status, reviews = getProductReviews(product_id, headers)
return json.dumps(reviews), status, {'Content-Type': ‘application/json'}

@app.route('/api/vl/products/<product_id>/ratings’)
def ratingsRoute(product_id):
headers = getForwardHeaders(request)
status, ratings = getProductRatings(product_id, headers)
return json.dumps(ratings), status, {'Content-Type': 'application/json'}

www.163yun.com

details = {
"name"” : "http://details:9080",
"endpoint” : "details”,
“children” : []

}

ratings = {
"name” : "http://ratings:9080",
"endpoint” : "ratings”,
‘children” : []

}

reviews = {
"name" : "http://reviews:9080",
"endpoint” : "reviews",
"children” : [ratings]

}




(R KubernetesggHiproductpage

apiVersion: v1 apiVersion: extensions/vibeta
Kind: Service kind: Deployment
metadata: metadata:
name: productpage nhame: productpage-v
labels: SPeEC:
app: productpage replicas: 1
SPEC: template:
ports: metadata:
- port: 9080 labels:
name: http app: productpage
selector: version: v
app: productpage SPec:
- containers:

- name: productpage
image: istio/examples-bookinfo-productpage-
v1:1.5.0
imagePullPolicy: [fNotPresent
ports:
- containerPort: 9080

www.163yun.com




apiVersion: extensions/vibeta1
kind: Deployment

{FFHKubernetesggHEreviews

apiVersion: vi
kind: Service
metadata:
name: reviews
labels:
app: reviews
Spec:
ports:
- port: 9080
name: http
selector:
app: reviews

apiVersion: extensions/vibeta1
kind: Deployment

apiVersion: extensions/vibeta1
kind: Deployment

metadata: metadata: metadata:
name: reviews-vi name: reviews-v2 name: reviews-v3
spec: spec: spec:
replicas: 1 replicas: 1 replicas: 1
template: template: template:
metadata: metadata: metadata:
labels: labels: labels:
app: reviews app: reviews app: reviews
version: v version: v2 version: v3
spec: spec: Spec:
containers: containers: containers:
- name: reviews - name: reviews - name: reviews
image: istio/examples-bookinfo-reviews-v1:1.5.0 image: istio/examples-bookinfo-reviews-v2:1.5.0 image: istio/examples-bookinfo-reviews-v3:1.5.0
imagePullPolicy: IfNotPresent imagePullPolicy: [fNotPresent imagePullPolicy: IfNotPresent
ports: ports: ports:
- containerPort: 9080 - containerPort: 9080 - containerPort: 9080

www.163yun.com



gr A proxy_initfEgInitContainer

Init Containers:

Istio-Init:

Image:  docker.io/istio/proxy_init:0.7.1
Port: <none>
Host Port: <none>
Args:

P

15001

-u

1337

Environment: <none>
Mounts: <none>

enable-core-dump:
mage: alpine
Port: <none>
Host Port: <none>
Command:

/bin/sh
Args:

-C

sysctl -w kernel.core_pattern=/etc/istio/proxy/core.%e.%p.%t && ulimit -c unlimited
Environment: <none>
Mounts: <none>

www.163yun.com
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proxy_initig&Hiptablesfill

/usr/local/bin/prepare_proxy.sh -p PORT -u UID

/

iptableg -t nat -A IS

OUTPUT -m owner --

15004 'stio-proxy

| envoy |

iptables -t nat -A ISTI
uid-owner ${ENVOY _UI

- RETURN

REDIRECT -p tcp -j REDIR

--to-port ${ENVOY_PORT}

reviews,

gogooroductoaae

— PREROUTING [ productpaae.py ]

iptables -t nat -A PREROUTING

details/\

OUTPUT

-j ISTIO_REDIRECT  productpage pod iptables -t nat -A OUTPUT/-p tcp -j ISTIO_OUTPUT
iptables - = ~“OUTPUT o lo! -d

www.163yun.com

127.0.0.1/32 -] ISTIO_REDIRECT



gr A proxya=s{Edsidecar

IStio-proxy:

Image:  docker.io/istio/proxy_debug:0.7.1
Port: <none>

Host Port: <none>

Args:

Proxy

sidecar

--configPath
/etc/istio/proxy
--binaryPath
/usr/local/bin/envoy
--serviceCluster
productpage
--drainDuration

45s
--parentShutdownDuration
1mOs

--discoveryAddress
Istio-pilot.istio-system:8080
--discoveryRefreshDelay
1s

www.163yun.com




SideCarAIREIHNETE

USER PID %CPU %MEM VSZ RSSTTY  STAT START TIME COMMAND

istio-p+ 1 0.0 0.2 32656 19108 ? Ssl 08:55 0:00 /usr/local/bin/pilot-agent proxy sidecar --configPath
/etc/istio/proxy --binaryPath /usr/local/bin/envoy --serviceCluster productpage --drainDuration 45s --
parentShutdownDuration 1mO0Os --discoveryAddress istio-pilot.istio-system:8080 --discoveryRefreshDelay 1s --

zipkinAddress zipkin.istio-system:9411 --connectlimeout 10s --statsdUdpAddress istio-mixer.istio-system:9125 --
proxyAdminPort 15000 --controlPlaneAuthPolicy NONE

istio-p+ 11 3.9 0.5 127352 41068 ? S| 08:55 13:19 /usr/local/bin/envoy -c /etc/istio/proxy/envoy-rev0.json
--restart-epoch 0 --drain-time-s 45 --parent-shutdown-time-s 60 --service-cluster productpage --service-node

sidecar~192.168.1.114~productpage-v1-8666ffbd/c-mssSp.default~default.svc.cluster.local --max-obj-name-len
189 -l info --v2-config-only

www.163yun.com




Envoy#iZREc &

"admin": { "dynamic_resources": {
"access_log_path": "/dev/stdout"”, "lds_config": {
"address”: { "api_config_source": {
"socket_address”: { "api_type": "REST_LEGACY",
"address": "127.0.0.1", "refresh_delay": {"seconds": 1,
"port_value": 15000 "nanos”: 0},
} "cluster_names": |
} "rds”
} ]
}
}

"cds_config": {
"api_config_source": {

"api_type": "REST_LEGACY",
"refresh_delay": {"seconds": 1,

"nanos”: 0},
"cluster_names": |
] rdS"
]
Y T imy p=n BT — My <IN

www.163yun.com

XX
"static_resources": {
"clusters”: |
{
"name": "rds",
"type": "STRICT_DNS",
"connect_timeout": {"seconds": 10,
"nanos”: 0},
"Ib_policy": "ROUND_ROBIN",
"hosts": |
{
"socket_address": {"address": "istio-

pilot.istio-system"”, "port_value": 8080}

}
]

SRR



Pilot AgentBU{EFS

Wrapper of envoy

HenvoyIFHSECE AR R |, XJenvoyii]

Stats

Locks

Shared memory

Stats

o Logs

UDS

Stats

Logs

Hot restarter [

Primary process

> Hot restarter

Secondary process

THRERBEERBIROTLS)

Primary

www.163yun.com

Secondary

(1) shutdown admin

(2) get listen sockets

(3) start drain

(4) fetch stats

(5) terminate parent




o IVersion: fig.istio.io/vialpha2
| PilotA9T{EHNHI i FouteRule

metadata:
name: reviews-default v [ serviceregistry
namespace: default > B8 aggregate
. » Bl cloudfoundry
SPeEC.
- —i model p . . . » . consul
- destination: e e
> test .
/* authentication.go name. reviews » BB external
/* authentication_test.go precedence: 1 v g kube
/* config.go route: » BB testdata
/* config_test.go - labels: /% cache.go
; : conzexz'iot version: vi /% cache_test.go
B : . /% clientgo
/* controller.go Welght' 50 —
] - proxy /* controller.go
/% conversion.go - |abe|S. -
: Y \a§ envoy /% controller_test.go
/* conversion_test.go version: v3 :
/* egress_rules.go ' h-t 50 > V] At
s weight: o
/* egress_rules_test.go g A i conve.rS|on_te.,tgo
e /% cds.go /* deregister.go

/* gateway_test.go Pilot /% discovery.go /* deregister_test.go

/* service.go /% eds.go /% queue.go

/% service_testgo Istio Config e /% queue_test.go
S Service Discovery /% eds_test.go
/* validation.go l /%

o /% Ids.go register.go

/* validation_test.go /% reqgister_test.go

Model 7% 3800

‘ ‘ ‘ /% agent.go

Discove Discove Discove /% net.go

/% platform.go

/% resolve.go

www.163yun.com
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{Epilot LEcHroute O

apiVersion: config.istio.io/vialpha?2
kind: RouteRule
metadata:

name: reviews-default
Spec:

destination:

name: reviews

precedence: 1

route:

- labels:

version: v

www.163yun.com




BEenvoylIEix
curl http://127.0.0.1:15000/clusters

www.163yun.com

{ istio-proxy@productpage-v1-8666ffbd7c-mss5p:/$ curl http://127.0.0.1:15000/clusters | grep reviews
"name": "reviews.default.svc.cluster.locallhttp”, % Total % Received % Xferd Average Speed Time Time Time Current
"domains”: | Dload Upload Total Spent Left Speed
"reviews:9080", out.reviews.default.svc.cluster.locallhttp|version=v1::default_priority::max_connections::1024
"reviews", 10052770 052770 0 O 16.1M 0 --i--i-- --i1--i1-- —-1--:1-- 25.1M
"reviews.default:9080", out.reviews.default.svc.cluster.local|http|version=v1::default_priority::max_pending_requests::1024
"reviews.default", out.reviews.default.svc.cluster.local|http|version=v1::default_priority::max_requests::1024
"reviews.default.svc:9080", out.reviews.default.svc.cluster.local|http|version=v1::default_priority::max_retries::3
"reviews.default.svc”, out.reviews.default.svc.cluster.local|http|version=v1::high_priority::max_connections:: 1024
"reviews.default.svc.cluster:9080", out.reviews.default.svc.cluster.local|http|version=v1::high_priority::max_pending_requests::1024
"reviews.default.svc.cluster”, out.reviews.default.svc.cluster.local|http|version=v1::high_priority::max_requests::1024
"reviews.default.svc.cluster.local:9080", out.reviews.default.svc.cluster.local|http|version=v1::high_priority::max_retries::3
"reviews.default.svc.cluster.local”, out.reviews.default.svc.cluster.local|http|version=v1::added_via_api::true
"10.104.14.93:9080", out.reviews.default.svc.cluster.locallhttp|version=v1::192.168.2.23:9080::cx_active::0
"10.104.14.93" out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::cx_connect_fail::0
], out.reviews.default.svc.cluster.locallhttp|version=v1::192.168.2.23:9080::cx_total::0
"routes”: [ out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::rg_active::0
{ out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::rqg_error::0
"match"; { out.reviews.default.svc.cluster.locallhttp|version=v1::192.168.2.23:9080::rg_success::0
"prefix": "/" out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::rg_timeout::0
}, out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::rq_total::0
"route”: { out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::health_flags::healthy
"cluster": "out.reviews.default.svc.cluster.local|http|version=v1", out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::weight::1
"timeout”: "0s" out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::region::
1 out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::zone::
"decorator": { out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::sub_zone::
"operation”: "reviews-default” out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::canary::false
} out.reviews.default.svc.cluster.local|http|version=v1::192.168.2.23:9080::success_rate::-1
}
]
}



ZpilotAdroute

root@ip-172-31-15-9:~# cat ./istio-0.7.1/samples/bookinfo/kube/route-rule-reviews-50-v3.yaml
apiVersion: config.istio.io/v1alpha?2
kind: RouteRule
metadata;
name: reviews-default
Spec:
destination:
name: reviews
precedence: 1
route:
- |abels:
version: v
weight: 50
- |abels:
version: v3
weight: 50

www.163yun.com




Envoy RESFR NI #EH{Z e

{ istio-proxy@productpage-v1-8666ffod7c-mss5p:/$ curl http://127.0.0.1:15000/clusters | grep reviews

"name": "reviews.default.svc.cluster.local|http", Oout.reviews.default.svc.cluster.locallhttp|version=v3::default_priority::max_connections::1024

"domains": [ out.reviews.default.svc.cluster.locallhttp|version=v3::default_priority::max_pending_requests::1024
"reviews:9080", out.reviews.default.svc.cluster.locallhttp|version=v3::default_priority::max_requests::1024
"reviews", out.reviews.default.svc.cluster.locallhttp|version=v3::default_priority::max_retries::3
"reviews.default:9080", out.reviews.default.svc.cluster.locallhttp|version=v3::high_priority::max_connections::1024
"reviews.default", out.reviews.default.svc.cluster.locallhttp|version=v3::high_priority::max_pending_requests::1024
"reviews.default.svc:9080", out.reviews.default.svc.cluster.locallhttp|version=v3::high_priority::max_requests::1024
"reviews.default.svc”, out.reviews.default.svc.cluster.locallhttp|version=v3::high_priority::max_retries::3
"reviews.default.svc.cluster:9080", out.reviews.default.svc.cluster.locallhttp|version=v3::added_via_api::true
"reviews.default.svc.cluster”, out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::cx_active::0
"reviews.default.svc.cluster.local:9080", out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::cx_connect_fail::0
"reviews.default.svc.cluster.local”, out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::cx_total::0
"10.104.14.93:9080", out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::rg_active::0
"10.104.14.93" out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::rqg_error::0

], out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::rg_success::0

"routes”: | out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::rqg_timeout::0
{ out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::rg_total::0

"match": { out.reviews.default.svc.cluster.local|http|version=v3::192.168.2.24:9080::health_flags::healthy
"prefix": "/" out.reviews.default.svc.cluster.local|http|version=v3::192.168.2.24:9080:: weight::1
|3 out.reviews.default.svc.cluster.local|http|version=v3::192.168.2.24:9080::region::
"route”: { out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::zone::
"weighted_clusters”: { out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::sub_zone::
"clusters”: [ out.reviews.default.svc.cluster.local|http|version=v3::192.168.2.24:9080::canary::false
{ out.reviews.default.svc.cluster.locallhttp|version=v3::192.168.2.24:9080::success_rate::-1
"name": "out.reviews.default.svc.cluster.local|http|version=v1", out.reviews.default.svc.cluster.local|http|version=v1::default_priority::max_connections::1024
"weight": 50 out.reviews.default.svc.cluster.local|http|version=v1::default_priority::max_pending_requests::1024
}, out.reviews.default.svc.cluster.locallhttp|version=v1::default_priority::max_requests::1024
{ out.reviews.default.svc.cluster.locallhttp|version=v1::default_priority::max_retries::3
"name": "out.reviews.default.svc.cluster.local|http|version=v3", out.reviews.default.svc.cluster.locallhttp|version=v1::high_priority::max_connections::1024
"weight": 50 out.reviews.default.svc.cluster.local|http|version=v1::high_priority::max_pending_requests::1024
} out.reviews.default.svc.cluster.locallhttp|version=v1::high_priority::max_requests::1024
] out.reviews.default.svc.cluster.local|http|version=v1::high_priority::max_retries::3
}, out.reviews.default.svc.cluster.locallhttp|version=v1::added_via_api::true
"timeout": "0s" out.reviews.default.svc.cluster.locallhttp|version=v1::192.168.2.23:9080::cx_active::0
}, out.reviews.default.svc.cluster.locallhttp|version=v1::192.168.2.23:9080::cx_connect_fail::0
"decorator”: { out.reviewa@g{ﬁﬁég?al*ﬁs@.ﬁcal http|version=v1::192.168.2.23:9080::cx_total::0
"operation”: "reviews-default” out.reviews.default.sve.cluster.locallhttp|version=v1::192.168.2.23:9080::rq_active::0
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