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Agenda

. Why start from Ethereum
. Challenage to achieve consortium blockchain

. Real world consortium blockchain
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cethereum
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Fthereumf A4 F =

. It 1s (a) blockchain!
. Permissionless P2P Networking

. PoW based consensus

. All-In-one implementation
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Block 5624

Time: 135762214

Block 5625

Block 5626

Time: 135762858

Time: 135763321

Nonce: 581512551

Nonce: 653312362

Nonce: 2092352335

—

Prevhash: 0fc8125b6ed4

Prevhash: 85cb1976c¢c171

Prevhash: 8ef2752b7bc3

< Transactions >

< Transactions >

< Transactions >

https://github.com/ethereum/wiki/wiki/\WWhite-Paper#mining
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It 1s (@) blockchain!

Permissionless P2P Networking

PoW based consensus

All-in-one implementation
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J { R
Parity Console e—j Parity ‘ Geth }<—>
o) o4
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. Your Geth Node
1S /‘ I
| \\( {
Geth Geth > Geth Console
. / \

: _ , v _

| |

< 1 Pari Parity Geth

|4—> Mist Browser

Ethereum Blockchain Network

https://medium.com/blockchannel/tools-and-technologies-in-the-ethereum-

ecosystem-ebb7e5060eb9
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Fthereumf A4 F =

. It 1s (a) blockchain!
. Permissionless P2P Networking

. PoW based consensus

. All-In-one implementation

https://www.searchenginegenie.com/101-articles/Sybil-attack.htm|
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Fthereumf A 4F =

. It i1s (a) blockchain!

. Permissionless P2P Networking

Ethereum

Node

. PoW based consensus

. All-In-one implementation
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Challenage to achieve
consortium blockchain
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Requirement for
consortium blockchain

. Permissioned Network

. Data Privacy

. Flexible Consensus

—Rvi
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Permissioned Network

. Participant should be mapped
to realworld identity

. Participant require permission
to the network

. Exiting mechanism for retired
participant
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Permissioned Network

However in Ethereum

Account Address

g 0x48D3Fb65eAB374d5AT3FOFEBE
1915655aaD742fF

. Identity iIs anonymous and
decentralized generated

Account Balance

- Node is decoupled from Identity 0.68527327 ETH
and both of them could jOiﬂ Transaction History .
network freely ™

. No retirement mechanism
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Permissioned Network: approach

ldentity Node

Registry Registry

. Manage Identity in a registry

Participant Mgmt

- Binding node with an Identity

. Permissioned-nodes list to Ethereum Ethereum Ethereum
. ¢ d d
determine whom to connect party A o JNode

with
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Permissioned Network: approach

2

uport

ldentity Registry

(Smart Contract)

. Manage Identity in a registry

- Binding node with an Identity

. Permissioned-nodes list to Ethereum Ethereum Ethereum
. ¢ d d
determine whom to connect party A o JNode

with

Permissioned —node Permissioned —node Permissioned —node
listin DHT listin DHT listin DHT
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Data privacy

. Confidential ledger data should
be visible by limited participants

. Transaction should be sent
through limited participant
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Data privacy

However in Ethereum

. Ledger data I1s open and
transparant to all

. Transactions are sent to global
network for consensus
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Data privacy: approach

BB eeia parts Partc
. Have multiple chains mom Part A, Part C

HEEN

Part B, Part C
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Flexible Consensus

- No more PoW/PoS needed
. Higher performance and lower cost

. Alternative Consensus Mechanisms In
different trust environment
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How does consensus work,
exactly?

. Consensus on transaction order

. Consensus on transaction validataion
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How does consensus work,
exactly?

. Packing the transaction into block
. Compete for the proposer
. Choose the proposer

- Validate transaction and accept the block
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Flexible Consensus: approach

Tx Tx
Packer Packer
Node 1 Node 2

. Designate dedicated node
as transaction packer

Ethereum Ethereum Ethereum
Node Node Node
Party A Party B Party C
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Real world
consortium blockchain
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Hyperledger Fabric

MSP: Fabric CA

membership R
Client
No SPoF App

O No SPoT I =
< ! N
Q [
' |
application pest orderar
SDK 1 Proposal | Endorser . .
Order TXsina Client
E keys j Committer batch according App
to consensus |
Ledger 4 Batch ‘—’
Events

Chaincode

E state j

Blockchain Network

" HYPERLEDGER

https://vitalflux.com/quick-glance-at-hyperledger-fabric-architecture/
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- Root CA
CertRole for 7/',_ > nNull
Raoot CA it
is set to null ssues\
Network Map
INTERMEDIATE CA NETWORK MAP
lssues ssues
/" nopbeE \‘
; Node CA /  Service Identity
Only one is NODE CA \ SERVICE IDENTITY
Loeesoy A SR e Vs
Network Map
" lssues lsues

Well-Known ldentity TLS Cert
LEGAL_TDENTITY TLS

B i WY
v dl e
! Confidential Identity \ K
\  CONFIDENTIAL_LEGAL_IDENTITY '
\ l

.
e -
.

NOTATION

Certificate Description
CertRole

Cemﬁcate Descuptlon '
CertRole ;

Corda

Required by
> all types of nodes
(regular, notary, oracle)

3 Only required by
some types of nodes

-~
..................

Well known
(publicly visible)
identity of a
clustered service
(such as a notary).

Only applies to
transacting parties.
Notaries do not use
confidential keys.

https://docs.corda.net/permissioning.htm!
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https://docs.corda.net/key-concepts-ledger.html

1

7

11

ALICE

“Much consensus”
“So bilateral”

“Wow ledger”

el |

[ —

BOB

"Much consensus
6 “Very fact”
7 “So bilateral”

5 “"amaze network”
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Quorum

Party A 9. TxPayloadRequest
H ,” i/ % 3&10.En/decryption = _ = :
Quorum Node A | 2 TxPayloadStore }\ ! V'ot"'g Period n Vot|ng Period n+1
Da 1.Private Tx AB; [ Private E : Transaction ' it A
it : L |  Manager A § voting period n (configurable duration) ” voting period n+1 (configurable duration)
i |~ 6.Tx Hash | O
g ! i °= N { 4&11.Tx Response < -
Block 123 ! ' ! ' =
| | ! I
| 8Blockw TxAB | 3 | 12.TxPayloadResp ! o | Block 2 Block 3
x b
: Eh-g- : {Lx.Eayload) : é : M Txlist! Vote List M Tx List!Vote List
] | I © | 4 ! g
- : < 3 . :
Party B 8|3 | i 5 | Tx3 |{Votel Blki Tx6 |Votel Bik2
V| 2 | i e Tx4 |Vote2 Biki Tx7 |Votez Bik2
'~ |iD ! 9 TxPayloadRequest i | !
el A ot MRY e G Tx5 |Vote3 Blki Tx8 |Vote3 Bik2
| | | \l/ | 10.En/decryption :
i Quorum Node B E i | request
i Public Private E i Transaction Enclave B
: State State : : Manager ] nciav
| | !
: | i 6% ' 11.Tx Response
! ] I 1
Block123 i L 1\ ! : E
I > o T H
TXAB 8 Block w/ Tx AB gl [ ! 12.TxPayloadResp| |
= 2 i (Tx Payload) i 1
HC— | s
Party C (Not Party to Tx AB) i = ; | |
E E 9.TxPay|oadRequesti E
| s | s
' Quorum Node C |} i i
: Privat : i Transaction E
E State [ ! Kemaoar ' Enclave C - '
! g E i - ; > Transaction — Transaction
g 3 : |
Bfock 123
Tl S Block w/ Tx AB 10.TxPayloadResp
(Tx Not Found)
{ Ethereump2p 1 1 Constellsion
| Network j | Network i
https://github.com/jpmorganchase/quorum/wiki/Transaction-Processing https://github.com/jpmorganchase/quorum/wiki/QuorumChain-Consensus
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Patterns/Budilding Block for
consortium blockchain

. Participant Mgmt Service
. Multiple chains/Ledger Segregation

. Designate dedicated node as transaction
packer
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