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20124 , Gartner/Y*87
DevSecOpsEIHES: ( &x¥){ER

“DevOpsSec” ) RSAConference201/
Moscone Center | San Francisco
2017FRSAFEESIN b February 13 - 17, 2017

DevSecOpspk/3#v Jidil.

&8 . gartner.com,
rsaconference.com
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« Making security a part of everyone’ s job

- ERERAEAN ATIERN—E8S E— —, it

. . . [ ll R RER. PR USSR MEER USRes
- Integrating preventative controls into our I\ $ ENSLERE)\AADSF. SHTESERTEAR
shared source code repository

. SSTRRE S E R R SR ARG e . L
- Integrating security with our deployment = " PROMEEREETE. WEMHLRKEEIE

pipeline ‘
F RRESHRRAR =, BESARESER
AI "R GAEEENEC SR

& : DevOps HandBook
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Protecting our deployment pipeline
FIPFREEE

Integrating our deployment activities
with our change approval processes
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tHERK

Reducing reliance on separation of
duty
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k& : DevOps HandBook
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Create Configure Detect

Continuous
Configuration

Continuous
Improvement

Continuous Mor;'rit.::jﬁng ﬁ Mon;i;cc)’ring Continuous
Integration Analytics Qg: Analytics Monitoring

Continuous
Learning

Continuous
Deployment

Preprod

Respond

Continuous Delivery

© 2017 Gartner, Inc.
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1 . AZEE_t)J HI‘JEEIEH o Ensure that security is o Help with development of

not a blocker on active CI (Continuous Integration)
development or reviews environments
2. FTHNE
o Be empowered to make o Keep track of and stay up
decisions to date on modern security

3. 1)l

attacks and defences
Q Work with AppSec team on

mitigations strategies o Introduce body of
knowledge from
organisations such
as OWASP (Top 10,
Application Security
Verification Standard,
Testing Guide etc.)

o Help with QA and Testing

€ Write Tests (from Unit
Tests to Integration tests)
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1. Banfk Get Rugged -- DevSecOps
. TE
« API

2. IEEGISE -

EE « Red Team/Blue Team
° 3 2 * Inline Enforcement
%\ z[d O 5, %

L) o

b, « Analytics & Insights
N ) () z
Jex — >N R\ ¢ £ % A + Detect & Contain
- ER=HHLE
N - \A g « Investigations
: + Forensics
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2) IDE Security
Plug-Ins

1) Address Technical
Security Debt, DevSec
Metrics, Threat Modeling,
Security Tool Training

10) Security Technical
Debt, Madify Incident
Response, Modify DND

1. PREEA
- APP
« WEB Site

2. BRSNS
- FEmEXTS

Security
Champs

Monitoring
and ;
Analytics

° = 1/\ 3) SAST/DAST/ 4) Chaos Monkey, 5) Software Signing
ﬁ X vl IAST, SCA Input Fuzzing,
Integration Test

TR
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9) Dev Consumable,
Correlated Vulnerability
Analysis, loC/TI STIX TAXII
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6) Signature Verify,
Integrity Checks, Network Monitoring,
Defense In-Depth Penetration Test

Measures /

7) RASP, UEBA/

Detect

Log and Perimeter
Monitoring
RASP Feedback

LUENE AP Gateway
Security and

Performance Logs

Respond

/ \

8) Security Orchestration,
RASP/WAF Shielding,
Obfuscation

© 2017 Gartner, Inc.
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1 =
. D eVS e C O p S % 2) IDE Security 1) Address Technical 10) Security Technical 6) Signature Verify, 7) RASP, UEBA/
Plug-Ins Security Debt, DevSec Debt, Madify Incident Integrity Checks, Network Monitoring,
Metrics, Threat Modeling, Response, Modify DND Defense In-Depth Penetration Test

Security Tool Training Measures /

2. FERFERBLZIR
3. BERI

Configure Detect

Log and Perimeter
Monitoring

Security mg’;“;""g :
Champs -

Analytics LGEIN B AP| Gateway
Security and

Performance Logs

Preprod Respond

3) SAST/DAST/ 4) Chaos Monkey, 5) Software Signing 9) Dev Consumable, 8) Security Orchestration,
IAST, SCA Input Fuzzing, Correlated Vulnerability RASP/MWAF Shielding,
Integration Test Analysis, loCiTI STIX TAXII Obfuscation

© 2017 Gartner, Inc
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- SAST, DAST
- IAST, RASP

Create Detect

Monitoring
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—— N S ¢t C:\WINDO¥S\system32\cad. exe
4\ ?é;}n\ulﬂ Syntax:

N ~—ls peach —a channel
E%DIQ%‘I}'\U'LK peach —c peach_xml_file [test_namel
1 _
peach —g
peach [——skipto #1 peach_xml_flie [test_namel
peach —p 10,2 [——skipto #] peach_xml_file [test_namel

\|—| \ >
b FUZZ;)\U-LK peach ——range 100,200 peach_xml_file [test_namel

peach -t peach_xml_file

-1 Perform a single iteration
° Chaos Monkey a,——agent Launch Peach Agent

—c,——count Count test cases
—t,——test xml_file Test parse a Peach XML file
1‘tﬁq 4 -p.——parallel M.N Parallel fuzzing. Total of M machines., this

is machine N.

——debuyg Enable debug messages. Usefull when debugging
your Peach XML file. Warning: Messages are very
cryptic sometimes.

——skipto N Skip to a specific test #. This replaced —»
for restarting a Peach run.

——range N.M Provide a range of test #’s to be run.
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RERM Jenkins is the Hub of CD/DevOps Ecosystem
[ J ﬁ == ver n ration rcnestration na-to-£n
NRGEES e ) e FOmgN  owwmn ) S
Plugins DevOps Tools 7 E @ a Toolchain Management
- —E(4 . XBW 'r«,,, y

Wk, EMEE

Code & Commit I

I Scan & Test I Release
amazon Pivotal

Q}gxt maven ,* gerit_ [\ -
G docker

) $g i . g sonar BlazeMeter © SERENA
tash {}‘cuzp N

= i © serENA SOASTA e @stling Cola u&% vmware e

- Subind wk ANSIBLE .nmnmg e @ @

PERFORCE StarTeam v o | Miav
adiiaciony 5 VisualStudio MidVision
Y meurl 1 Nexus TEM amazon m @FitNesse
og Visualsudio @ eclipse G sawrsmex Dt cucimbn? XL) RELEASE B . =

<|ou(‘{:,ees ©2018 CloudBess, Inc. All Rights Reserved, 57
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BlazeMeter © SERENA

GitHub
@ A o

- T EES
- MZERHF

Build & Config

vmware

@Stash -
N © senania iﬂ . Apomgs | SOASTA £ Ositico Collabr &7 e
PERFORCE ::n.:rrnm :'NSIBLE o 3¢ mLﬁw P, @
“ 1+ MidVision
8 mewral § Nexus oV I amazon m @FitNesse
04 Visual Studio oed»pse - @ saursmace JUhit cucumber® XL) RELEASE —— . ==
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A quick response
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9. Fmm

CVA ( Correlated Vulnerability The STIX FOI‘ItS Prolect
Ana|ySIS$E9€,)F='ﬁ,|j \$ﬁ) Brought to you by:

IoC ( Indicators of

Compromise )
<(‘:) i Solutions Services Partners Suppo
STIX © FireEye

—m

Downloads: Last Update:

( StructuredThreatInformation
eXpressionZEHHLELIME B RIA
)

TAXII

( TrustedAutomatedeXchange

ofIndicatorinformation , I8tx~S

ISENEIN St as: )

|OC tools (Indicator of Compromise)
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