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— 2% Apache Access H i

180.150.189.243 - - [15/Apr/2015:00:27:19 +0800] “POST /report HTTP/1.1”
200 21 “https://rizhiyi.com/search/” “Mozilla/5.0 (Windows NT 6.1; WOW64;
rv:37.0) Gecko/20100101 Firefox/37.0” “10.10.33.174” 0.005 0.001
T

— Client IP: 180.150.189.243

— Timestamp: 15/Apr/2015:00:27:19 +0800

— Method: POST

— URI: /report

— Version: HTTP/1.1

— Status: 200

— Bytes: 21

— Referrer: https://rizhiyi.com/search/

— User Agent: Mozilla/5.0 (Windows NT 6.1; WOW®64; rv:37.0) Gecko/20100101
Firefox/37.0

— X-Forward: 10.10.33.174
— Request_time: 0.005
— Upstream_request_time:0.001

I 7168 () ChinaUnix ”WB


https://rizhiyi.com/search/
https://rizhiyi.com/search/

& . BB 5 EUE

T RFEER

. BERSR

- [RIFRER

IFER

- BPTA

SZHMEREHMER
SR BREY R ELEUE

o IREEAENTLinkedIn KEHE 4 (http://www.csdn.net/article/2014-

07-23/2820811/1)

I F168... O ChinaUnix

I, PuB


http://www.csdn.net/article/2014-07-23/2820811/1
http://www.csdn.net/article/2014-07-23/2820811/1
http://www.csdn.net/article/2014-07-23/2820811/1
http://www.csdn.net/article/2014-07-23/2820811/1
http://www.csdn.net/article/2014-07-23/2820811/1
http://www.csdn.net/article/2014-07-23/2820811/1

N 35

B
H}

I=4En] !
Rz AR
«  Application Performance Monitoring (APM)
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«  Security Information Event Management (SIEM)
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Hadoop

AL |, 2R AY

aifig

EEFHENRBFPEUEELZSHE | ToiA OLAP (On Line Analytic Processing)
Storm

REA , FIEFA

ESREEE
Spark

DataBricks & J32#5
Storm vs. Spark Streaming

Storm 2EIFAYRINALE , Spark Streaming & mini-batch

Exactly Once vs. At Least Once
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* Search

Processing Language

- ELinux 5%, SFEBE , FEIIFNEE
* Gartner report (2014/7/18)
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Splunk 5 =8|

Go 816 snowden splunk “
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HP|Z 283,000 F4ER (R 0.20 )

Download splunk - splunk.com ®
www.splunk.com/ ~
Get Operational Intelligence from your IT data with Splunk. More info
Free Download Company
Product Solutions

Snowden leaks: GCHQ "spied on Facebook and YouTube ...
www.bbc.com/news/technology-25927844 - BIiFitt 7

20145%1H28H - The latest Snowden leaks suggest cyber-spies monitor trending videos
on ... The papers refer to the use of Splunk Dashboard to provide ...

Snowden's Squeaky Dolphin leak: Brits spy on YouTube ...
www.zdnet.com/.../snowdens-squeaky-dolphin-leak-brits-spy-o... - EBIFItk R
201451 H27H - The latest documents from Edward Snowden highlight how the ... Like

many enterprises, the British government was using Splunk to mine a ...

GCHQ 'snooped on YouTube and Facebook' and analysed ...
www.computing.co.uk » News » Security » Privacy - BIiEIHH TR

20145 1H290 - 'Without Splunk we might be taken out of the market,' says Barclays ...
House's go-to security expert (who's never seen a Snowden document) ...

Snowden docs reveal British spies snooped on YouTube and
investigations.nbcnews.com/_.../22469304-snowden-docs-reve... - BBI¥I TR

201451H27H - NBC News has obtained documents Edward Snowden leaked before
he ... a version of commercially available analytic software called Splunk, ...

UK spy agency using Splunk for Facebook, YouTube data ..
www.itnews.com.au/.../370720,uk-spy-agency-using-splunk-fo... - BiEit ﬁ
20145 1H28H - Britain's spy agencies are using Splunk big data software to monitor ...
according to documents leaked by whistieblower Edward Snowden.

Splunk and the Squeaky Dolphin: when Big Data goes ...
www.pcpro.co.uk » Computing ~ BiFIH T

201441 H29H - (Indeed, Splunk advertises on its site that the US Department of ...
According to one of the Snowden leaks of the day - you can read more about ...
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timcheng X chsi X

FiERS & -

4B158 33,6571 84, 519
400

4/15,17.47

jol

overview

apache
+ dlientip

» geo

method

« referer

referer_domain

request_path

« request_query

resp_len
- status
» ua

= version

2% o o o

DATAB.

new_sa.. X attack

@ s
x chs2 % chs3 %

@ | t-1n

~ [ now

17:55
i
Pl
timestamp
v 201504-15
18:46:38.000
» 20150415
18:46:39.000
» 201504415
18:46:38.000
b 2015-04-15
18:46:38.000
» 20150415
18:46:38.000
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18:00 18:05 18:10 18:15 18:20 18:25 18:30 18:35 18:40 18:45
it 'y
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B

appname:alltest-default  hostname:centos6-7@-alltest  tag:alltest

hostname: centos6-70-alltest

appname:  glltest-default

tag: alltest

logtype: apache

» apache:

timestamp: 1429094799000

raw_message: 192.168.1.157 - - [15/Apr/2015:18:46:39 +0800] "GET h/fields/ ?field=apach yestring&filters=tag:’ Ly der=d: page=1&.query=*&size=100&sourcegroup=allds
ourcegroupCl %ES#BQWSO%EEWQC%EQ%EE%Q'F%AS%ES%EWQT&tlmE _range=-1d, nnw&type fields HTTP/1.1" 200 36 *http://alltest.rizhiyi.com/search/2query=*&time._range=-1d%2CnowBorde

8. t=1429094771 ith =3" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_3) AppleWebKit

r-desclusize=20&page=1 it
/600.5.17 (KHTML, like Gecko) Verslmv‘ﬁ 0.5 Safari/6005.17" "-*

appname : alltest-access hostname: centos6é-7@-alltest tag:alltest

192.168.1.157 - - [15/Apr/2@15:18:46:39 +0800] "GET /api/v@/search/statis/fieldcategory/?filters=tag:%2Zatt%2Z&method-top&order=d 1&query=*&si 04
egroup=al 1&sourcegroupCn=%EGXBIXEAKEGHI CHBIXEGXI7HASKE SHBFXI7&t ime_range=-1d, nowktopn=S&trend=Falsektype=timeline HTTP/1.1" 20@ 36 “http://alltest.rizhiyi. com/se
arch/?query=*&time_range=-1d¥2C = &si p & cegroup=al 1&type=timeline&filters=tagk3A%22at %228 _t=1429034771868&t1t1e=attack&index=3" "Mozill

a/5.8 (Macintosh; Intel Mac 05 X 10_10_3) AppleWehK\t/GM 5.17 (KHTML, like Gecko) Version/8.0.5 Safari/660.5.17"

appname:alltest-combind  hostname:centos6-7@-alltest  tag:alltest

192.168.1.179 - - [15/Apr/2015:18:46:39 +0800] "GET /api/v@/sources/upload_volum_info/ HTTP/1.1" 20@ 211 “"http://alltest.rizhiyi.com/sources/input/" "Mozilla/5.@
(Macintosh; Intel Mac 0S X 10_9_2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/41.8.2272.118 Safari/537.36"
hostname : centos6-7@-alltest

appname : alltest-access tag:alltest

192.168.1.157 - - [15/Apr/2015:18:46:39 +0800] "GET /api/v@/search/fields/?field=apache.geo.country:string&filters=tag:¥22attaz28order=deschpage=18query="asize=1
@B&sourcegroup=al l&sourcegroupC SHES¥BFX97&time_range=-1d,now&type=fields HTTP/1.1" 200 36 "http://alltest.rizhiyi.com/search/7query=*
&time_range=-1d%20 =deschsi 204 egroup=all&type=timeline&filters=tagk3A%22att¥22&_t=1429094771868&t 1 tle-attack&index=3" "Mozilla/5.8 (Macint
osh; Intel Mac 05 X 10_10_3) AppleWebKit/608.5.17 (KHTML, like Gecko) Version/8.9.5 Safari/6@.5.17"

appname:alltest-combind  hostname:centos6-7@-alltest  tag:alltest

192.168.1.157 - - [15/Apr/2@15:18:46:39 +0880] "POST /api/v@/search/action/ HTTP/1.1" 20@ 25 "http://alltest.rizhiyi.com/search/?query="&time_range=-1d¥2Cnow&ord
er=deschsize=20&page=1&sourcegroup=all&type=timeline&filters-tag¥3AX2ZattX22& t=1429094771868&t1tle=attack&index=3" "Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_16
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timestamp =k

- 2015-04-16 alltest-combind centos6-7@-alltest alltest
13:50:01.000

hostname: centos6-7@-alltest
appname:  alltest-combind
tag: alltest
logtype: apache
- apache:
clientip: 192.168.1.179
} geo:
method: GET
referer: http://alltest.rizhiyi.com/sources/input/
referer_domain: alltest.rizhiyi.com
request_path: /api/v@/sources/upload_volum_info/
resp_len: 214
status: 2p0
~ua:
browser: Chrome
browser_v: Chrome 41.0.2272
device: Other
05! Mac 05 X
O5_V: Mac 05 X 1@0.9.2
version: 1.1

timestamp: 1429163401000
raw_message: 192.168.1179 - - [16/Apr/2015:13:50:01 +0800] "GET /api/v0/sources/upload_volum_infe/ HTTP/1.1" 200 214 "httpy//alltest.rizhiyi.com/sources/input/” "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_9_2) AppleWebKit/537.36 (KHTML, like Gecka) Chro
me/41.0.2272.118 Safari/537.36"
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A rizhiyi.cam

A alltest v @ 88y

timcheng X chs1 x| new.sa. X aftack X X chs3  x x| Mestedit.. x| 127.00.1 x
FERE ” ’ - n
RE v HE
4A9A ~ 4B 160 $6,387,197 1%, &5)3/\8¢
4M
) . l
o | — -— S
4/9,21:00 08:00 16:00 4/11,00:00 08:00 16:00 4/12,00:00 08:00 16:00 4/13,00:00 08:00 16:00 4/14,00:00 08:00 16:00 4/15,00:00 08:00 16:00 4/16,00:00 08:00 16:00 4/17,00:0C
= it g
overview apache.status. @ < 2 3 4 5 oow T
apache EI6TE B
« clientip 200 4993743 Lnd centos6-70-alltest alltest
» geo 403 276474 5/Apr/2015:13:50:@1 +080@] "GET /api/w@/sources/upload_volum_info/ HTTR/1.1" 28@ 214 "http://alltest.rizhiyi.com/sources/input/" *Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_9_2)
. method 102 28317 CHTML, like Gecko) Chrome/41.0.2272.118 Safari/537.36
. referer 400 18676 55 centos6-7@-alltest alltest
. referer_domain 304 16400 5/Apr/2015:13:50:01 +2800] "GET /api/vd/sources/upload_volum_info/ HTTP/1.1" 200 214 "http://alltest.rizhiyi.com/sources/input/" *Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.9.2)
- 04 9921 CHTML, like Gecko) Chrome/41.0.2272.118 Safari/S37.36"
« request_path '
408 7196 ult centos6-70-alltest alltest
= request_guery
499 5282 5/Apr/2015:13:50:01 +080@] "GET /api/v@/sources/upload_volum_info/ HTTP/1.1" 200 214 "http://alltest.rizhiyi.com/sources/input/" *Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_9_2)
* resp_len KHTML, like Gecko) Chrome/41.8.2272.118 Safari/537.36" "-"
301 1778
403 1474 alt centosb-70-alltest alltest
»oua
502 296 5/Apr/2015:13:49:57 +080@] "GET /api/ve/sources/upload_volum_info/ HTTP/1.1" 200 214 "http://alltest.rizhiyi.com/sources/input/" *Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.9_2)
- user KHTML, like Gecko) Chrome/41.0.2272.118 Safari/S37.36" "-"
500 167
= version
206 33 Lnd centos6-70-alltest alltest
+ x_forward 106 15 5/Apr/2015:13:49:57 +0800] "GET /api/vd/sources/upload_volum_info/ HTTP/1.1" 200 214 "http://alltest.rizhiyi.com/sources/input/" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_9_2)
CHTML, like Gecko) Chrome/41.8.2272.118 Safari/537.36"
java
501 16
5s centos6-70-alltest alltest
json 417 8
5/Apr/2015:13:49:57 +080@] "GET /api/v@/sources/upload_volum_info/ HTTP/1.1" 200 214 "http://alltest.rizhiyi.com/sources/input/" *Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.9_2)
CHTML, like Gecko) Chrome/41.0.2272.118 Safari/S37.36"
Lnd centos6-70-alltest alltest
3/Apr/2015:13:49:54 +080@] "GET /api/v@/sources/upload_volum_info/ HTTP/1.1" 20@ 214 “http://alltest.rizhiyi.com/sources/input/" "Mozilla/5.@ (Macintosh; Intel Mac 05 X 10.9_2)
CHTML, like Gecko) Chrome/41.0.2272.118 Safari/s37.36"
5s centos6-70-alltest alltest
5/Apr/2015:13:49:54 +080@] "GET /api/v@/sources/upload_volum_info/ HTTP/1.1" 200 214 "http://alltest.rizhiyi.com/sources/input/" *Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_9_2)
(HTMI . Tike Gecka) Chrome/41.0.2272 118 Safari /537 36"
. (© Chinaunix
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2 | BR

~
e

AR ~ apache.status:>200 - m

R
23T hello world
4R9H ~ 4B 16H #6,38 GEHM: "hello world"
am MBS %, ?
EIEMER: AND, OR, NOT, ()
FR{EFLE: apache.method:"get”
™ FER{EBBIIUR: apache.status:*
FERMEEE: apache.status:[400 TO 500]skapache.status:>400
om fij s IERIFE=L: /frontend[0-9](2}/ -
4/9,21:00 oo worew e o e mre————orew R vorve SN eroues S e «8:00 16:00 4/16,00:00 08:00 16:00  4/17,00:0
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A yottabyte ~ XN R#t @ W

chsi X BE x| Apache.. Xx " X | boostrap X WEE  x
e . : i ﬂ
RE v =1 4
= #it A
B FRUAS ST
MRS FH | opecresaws T | BT e - ([
BB REBBE
BBl B
HEE
416: #0.01%
PRS2 499: $0.02 %
5000 #0.04 % — /4
FEMM 206: £0.04% —
501: #0.06 %
RitEats 301: £0.12 %
400: £0.28 %
BRI a04; #90.38% 7
401: £90.46% 7
405: #0.47 %
302: #2.64 %
304: #5.02 %
200: #90.46 %
B £l L5
[} 200 7,527
o 304 418
[} 302 220
[u} 405 39
o 401 38
[u] 404 32
[} 400 23
o 301 10
[} 501 5
[u} 206 3
o 500 3
[u} 499 2
[} 416 1
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A\ rizhiyi.cam

RREEQ)

BR
[C4
0
[C4
[C4
[C4
[C4
[C4

£l

apache >= 400
alert_error
alert_attack
apache status i
st

tester01

alert_errorl

weE

yottabyte
demo

yottabyte
yottabyte
yottabyte
yottabyte

yottabyte

CC LTt =

ERiEiTitiE

2015-04-16 20:01:18
2015-03-06 19:03:54
2015-04-16 17:13:18
2015-04-16 20:01:18
2015-04-16 20:01:19
2015-04-16 20:01:19

2015-04-16 20:01:19

24/BHEER

R yottabyte ~

s

X X X X X X X
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A alltest

EMWAITH: 657,06211 EIERTA: 51,4601

T AT

SQLEA: 301,070 % JfrEE: 289,992 & Ps4iER: 283,930 % AREEA: 65,952 &%

RABE: 51,460 % TIREEIT: 30 & B¥iiT: 18%&

Rt

/DZ/static/image/diy/: 6 & Jtestedit/assets/rools/ant/binfant.cmd: 6 % Jtestedit/assets/tools/ant/bin/antenv.cmd: 6 F Jtestedit/assets/tools/ant/binfenvset.cmd: 6 #¢
Jtestedit/assets/tools/ant/binfrunrc.emd: 6 # other: 0%

SQL AT

/DZ/forum.php: 48,498 & Jtestedit/form/advalid.html: 40,520 % Jrestedit/form/example.ntml: 35,364 5% Jdz/forum.php: 32,378 %
Jtest/form_validation.html: 30,860 % /74cms/plus/ajax_search_location.php: 22,308 #¢ /74cms/jobs/jobs-list.php: 13,532 % Jtest/form_wizard.html: 9,534 %
/DZ/search.php: 8,988 & /DZ{member.php: 8,874 % Jdz[search.php: 7,390 % /74cms/jobs/jobtag-search.php: 6,972 #
/DZ[home.php: 6,566 % /74cms fresume/resume-search.php: 4,710 & Jdz/home.php: 3,650 & Jdz/member.php: 3,366 &
Jdz/uc_serverfadmin.php: 3,322 & /74cmsfjobs/street-search.php: 2,218 % Jtestedit/form /basicValid.html: 1,872 % J74cms/resume/resume-list.php: 1,732 &
BRIPHT

127.0.0.1: 992,452 %
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BE5 A yottabyte ~ R R @ H®E

A\ rizhiyi com

kX EH: 2015/ f85%E: 15 min | Smin

BT x tester x
. & e [
FuriFNa R B C & X LS BEIE #83690WE C 2 X
75 800
5
600
25
400
0
200
25 41152100 4/16,00:00 4/16,03:00 4/16,06:00 4/16,09:00 4/16,12:00 4/16,15:00 4/16,18:00 I I II
Japi/v0/sourcesfupload_volum_info/ -+ /saas_status_ucloud fapi/v0/search/action/ o II mil . I EER——— | . I I-
/api/v0/search/statis/eventscount/ -/ 4/15,21:00 4/16,00:00 4/16,03:00 4/16,06:00 4/16,08:00 4/16,12:00 4/16,15:00 4/16,18:00
APEE C & X LB (G
750
HM NOTE 1LTETD: £
HM NOTE 1LTE: £0.05 % — 500
LG DB02: £0.05 % —
Motorola : £90.06 %
Lenavo: #10.06 % 250
HS-EG0G: £10.07 %
Hisense 1631M: £90.07 %
Opera: #]0.10% 7 o
iPad: #90.18 %
iPhone: #10.87 %
Spider: #9231 % -250
pioer: 5 Other: £95.82 % 4/15,21:00 4/16,00:00 4/16,03:00 4/16,06:00 4/16,09:00 4/16,12:00 4/16,15:00 4/16,18:00
apache.clientip
browser C .~ X
Chrome
Firefox
Maxthon
Other
Opera.

QQ Browser Mobile
Mobile Safari

CFNetwork
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