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ANDROID 2017 SECURITY
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THE MOST DIFFICULT OWASP SECURITY RISKS:

UNINTENDED DATA LEAKAGE

WEAK SERVER SIDE CONTROLS

CLIENT SIDE INTECTIONS

PoOR AUTHORIZATION AND AUTHENTICATION

INSUFFICIENT TRANSPORT LAYER PROTECTION
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RusH 1O ACCIDENTAL | ACK OF POLICIES
RELEASE CODING ERRORS REQUIREMENTS
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SOFTWARE ARCHITECTURE
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ANDROID APPLICATION PERIMETER
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SECURITY ENHANCED ARCHITECTURE
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ANDROID APPLICATION PERIMETER

THREAT PREVENTION, AUTHENTICATION, AUTHORISATION, SLA

PRESENTATION
INFORMATION, DISPLAY

DOMAIN
BUSINESS LOGIC, CALCULATIONS

DATA
DATABASE, MESSAGING SYSTEMS
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DEVELOPER API

VENDOR INTERFACE
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REVERSE ENGINEERING

EXTRACTING KNOWLEDGE OR DESIGN INFORMATION
FROM ANYTHING MAN—MADE.

e DowNLOAD APK FROM BLACK MARKETS APK MIRROR

e |USE REVERSE ENGINEERING TOOLS APK TOOL

o KNOWLEDGE TAKING:

o CONSUMER BASIS: ANALYSING AND UNDERSTANDING BEHAVIOUR
O  WHITE HAT: SECURITY ANALYSIS, PENETRATION TESTS, BUG DETECTION, REPORTING
o BLACK HAT: UPDATING FEATURES, MALWARE, EXPLOITS, VIRUS



REVERTING TESTAPP.APK
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DECODE RESOURCES TO NEARLY ORIGINAL FORM
REBUILD THEM AFTER MAKING SOME MODIFICATIONS

APKTOOL

e UNZIP APKS ARE NOTHING MORE THAN A ZIP FILE CONTAINING RESOURCES AND

ASSEMBLED JAVA CODE. CLASSES.DEX AND RESOURCES.ARSC.

e DECODING:

o BEHAVIOURAL MODIFICATION. CHECK BYPASS

e BUILDING:



((© WhatsApp+ v5.50 D

FAQ

Have you read our FAQ yet?

et o htons ayaea WHATSAPP PLUS BECAME ONE OF THE BEST
Updates AND MOST USED UNOFF'C'AL MODES FOR
Check if your version is up-to-date
WHATSAPP, ALLOWING USERS TO CUSTOMIZE
Download MANY ASPECTS OF THE pOpULAR |NSTANT
Download themes create WhatsApp+ users

: e MESSAGING SERVICE WITH FEATURES THAT
More
Enter to see more Themes options THE OFFICIAL CLIENT DOESN'T INCLUDE BY
APPEARANCE DEF AULT
1 Conversation Screen
Enter here to mod Conversation screen
2 Main/Chats Screen WHATSAPP PLUS HAS BEEN FORCED TO SHUT

Enter here to mod Main/Chats screen

DOWN BY WHATSAPP IN JaNuaRrY 2015 buE
TO A CEASE AND DESIST ORDER.




ProcuAarRD & DEXGUARD
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SMALLER SIZED .APK FILE THAT IS MORE DIFFICULT TO
REVERSE ENGINEER

e BUILD.GRADLE MINIFYENABLED TRUE
® PROGUARD—RULESTXT CREATE PROGUARD—RULE

—KEEPATTRIBUTES *ANNOTATION*

—KEEP PUBLIC CLASS * EXTENDS JAVA.LANG.EXCEPTION
—DONTWARN COM.CRASHLYTICS **

—PRINTMAPPING MAPPING.TXT

o O O O



NEW IN ANDROID O

BETTER APP MANAGEMENT AND CONTROLS — MALWARE

LOT OF VERIFICATION AT PLAY STORE TO ENSURE NO MALWARE IS PRESENT, BUT

USERS CAN SIDE—LOAD AN APPLICATION FROM A THIRD—PARTY APP STORE.

SETTING PERMISSIONS ON A PER—APP BASIS, INSTEAD OF GLOBALLY ALLOWING ALL
APPLICATIONS TO INSTALL IF THE CHECKBOX IS ENABLED, WILL FORCED TO DECIDE

WHETHER THEY WANT TO DOWNLOAD IT AND WHAT IT'S PERMISSIONS SHOULD BE.
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CRYPTOGRAPHY
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TECHNIQUES FOR SECURE DATA IN THE PRESENCE OF
THIRD PARTIES CALLED INTRUDERS

KevcHAIN OR ANDROID KEYSTORE PROVIDER?

o KEeYCHAIN API, SYSTEM—WIDE CREDENTIALS
) ANDROlD KEYSTORE PROVIDER, INDIVIDUAL APP STORE ITS OWN CREDENTIALS. ONLY THE
APP ITSELF CAN ACCESS

COMMON USAGES

e ANDROID LOCK UP SCREEN METHODS. PATTERN, PIN, FINGERPRINT
e ANDROID PAY



CRYPTOGRAPHY
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KEYSTORE AND FINGERPRINT

e APIs

o  JAvax.CcRYPTO CIPHERS
o0  JAVA.SECURITY (AVAILABLE SINCE ANDROID API 1)

o ALGORITHMS

o  SYMMETRIC: SAME KEY (SECRET), TO ENCRYPT AND DECRYPT. AES, DES, BLowFISH
o  ASYMMETRIC: DIFFERENT KEYS. PusLIC AND PRIVATE. RSA, SHA-512

® PASSPHRASE & SEEDS

0 PREPROCESSED HASHED (GRADLE SCRIPTS)
o  App spPECIFIC OS INFORMATION

o \WHERE TO STORE THE KEYS
o  KevCHaIN, KEYSTORE (API 18 4.3 JeLLY BREAN)

o SP, DB (BEING KEYS ENCRYPTED SYMMETRIC)



RECOMMENDED
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DO NOT SAVE DATA ON THE DEVICE %

e ANDROID EXTERNAL DATA STORAGE
o USE A BINARY SERIALIZED FORMAT
O SECURE SENSITIVE DATA THAT DOES NOT NEED TO BE DISPLAYED (SUCH AS
PASSWORDS) AS A HASH. A HASH IS ONE—WAY, IT CANNOT BE UN—HASHED OR

DECRYPTED.
O  ENCRYPT ALL SENSITIVE INFORMATION. FACEBOOK CONCEAL LIBRARY.

e ANDROID INTERNAL DATA STORAGE
O SECURE BECAUSE OF ANDROID SAND BOXING ITS aPPs. UID LEVEL

CONTROL ON THE FILES.
o UNPROTECTED AGAINST ROOTING AND ADB ALLOWING DEVELOPERS TO
COPY DATA OFF DEVICES,



NEW IN ANDROID O
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SANDBOXING STRATEGY

SEPARATING GENERAL ANDROID FUNCTIONALITY FROM MANUFACTURER—SPECIFIC
CODE HAS TANGIBLE SECURITY BENEFITS.

UPDATABILITY IS A BIG PART OF IT, BUT TREBLE IS ALSO REALLY GOOD FOR HELPING
US SANDBOX DIFFERENT PARTS OF THE OPERATING SYSTEM

THERE'S NOW THIS CONTRAST BETWEEN THE [PURE ANDROID] PIECES AND THE
DEVICE—DEPENDENT PIECES. IF YOU HAVE AN EXPLOIT IN ONE SIDE, IT IS NOW MUCH
HARDER FOR THAT TO THEN EXPLOIT THE OTHER
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MAN-IN-THE-MIDDLE
eSS T RS S e

MIDDLE BETWEEN CLIENT AND SERVER.
EAVESDROPPING OR CHANGING THE DATA.

o \WIFI ANALYZER: HELPS YOU FIND A GOOD SPOT
o WIRELESS TETHER: CREATE ‘FREE_WIFI” HOTSPOT
o CONNECTBOT: FIGURE OUT WHAT THE WIFI INTERFACE IS ACTUALLY CALLED

® SHARK FOR ROOT: LOGGING PACKETS

A STEP FURTHER

o DATA SIPHON: REDIRECTS ALL TRAFFIC FROM HIS ROGUE AP TO A NETWORK WHICH HOUSED
MACHINES. (REAL TIME)



CERTIFICATE PINNING
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STORING THE INFORMATION FOR DIGITAL
CERTIFICATES/PUBLIC KEYS

® STORE SERVER CERTIFICATE WITHIN APP.
0  WHAT IF SERVER CERTIFICATE GETS UPDATED/RENEWED?
e REPLACING THE SYSTEM'S TRUSTSTORE
O WITH ONE THAT ONLY CONTAINS SPECIFIC WHITE—LISTED CERTIFICATES.

® PING AGAINST PUBLIC CERTIFICATE HASH



CERTIFICATE PINNING
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public OkHttpClient.Builder getHttpClientBuilder(boolean addSessionld) {
CertificatePinner certificatePinner = new CertificatePinner.Builder()
.add(getPassengerAPIHost(), BuildConfigHelper.CA_CERT)
.build();

OkHttpClient.Builder builder = new OkHttpClient.Builder()
.connectTimeout(CONNECTION_TIMEOUT, TimeUnit. MILLISECONDS)
.addInterceptor(mLogginglnterceptor)
.addInterceptor(HttpHeaderUtils.createRequestinterceptor(addSessionld));

if (getCertPinSwitch().isCertPinOn()) {
builder.certificatePinner(certificatePinner);

}

return builder;

}




RECOMMENDED

1. ALwAYS USE SSL CONNECTIONS IF THERE IS ANYTHING SENSITIVE — APPS DATA.
2. NEVER USE SELF SIGNED CERTIFICATES IN PRODUCTION.

3. DisaABLE HTTP REDIRECTS IN YOUR NETWORKING LIBRARY/CODE. SOME LIBRARIES

DISABLE THIS BY DEFAULT. HAVING THESE ENABLED CAN MAKE MITM ATTACKS A
LOT EASIER.

4. IF THE USER IS INPUTTING DATA, ALWAYS ESCAPE IT USING URLENCODER.ENCODE
(UserRINPUT, “UTF—-8"); IF THE DATA WILL BE USED AS PART OF A URL, DB QUERIES
AS WELL AS IF YOU'RE SAVING THE INPUT TO A JSON or XML FILE.

5.  SET A MAXIMUM LENGTH ON EVERY FIELD THAT REQUIRES USER INPUT.

VALIDATE THE INPUT.

M



NEW IN ANDROID O

BETTER, MORE SECURE PROTOCOLS

OREQ’S ATTENTION TO DEPRECATING OLDER INSECURE PROTOCOLS FOR NETWORK
CONNECTIONS. “THE USE OF SSLV3 FOR SECURE HTTPS CONNECTIONS IS BEING
DISCONTINUED, THIS PREVENTS THE DEVICE AND ITS APPS FROM USING A KNOWN

INSECURE PROTOCOL THAT COULD LEAK SENSITIVE DATA,”

GOOGLE HAS ALSO HARDENED CERTAIN NETWORK CONNECTION APIs FROM NOT

FALLING BACK TO OLDER TLS VERSIONS THAT CAN LEAK SENSITIVE DATA.
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ROOTING DEVICES
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UNLOCKING THE OPERATING SYSTEM

e CustoM ROM FLASHING FrLAsH A ROM WITH A MODIFIED OPERATING SYSTEM
0 ADVANTAGES: ROOT ACCESS IS PERMANENT
o DISADVANTAGES: UPDATES MUST BE SHIPPED BY THE ROM PROVIDER
o Risks: TRUST THE ROM PROVIDER

o SOFT FLASHING KEEP THE FACTORY ROM PROVIDED BY THE MANUFACTURER, MODIFYING IT
o How: CUSTOM RECOVERY IMAGE TO THE SMARTPHONE

e EXpPLOITING
o ADVANTAGES: NORMALLY GAINED THROUGH A SPECIAL ONE CLICK APPLICATION.
UNROOT THE DEVICE BY SIMPLY UPDATE
o DISADVANTAGES: ROOT ACCESS IS JUST GAINED TEMPORARY



ROOT DETECTION
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SPECIFIC PACKAGES AND FILES, DIRECTORY PERMISSIONS,
RUNNING CERTAIN COMMANDS.

o CHECKING THE BUILD TAG FOR TEST—KEYS.

o By pEFAULT, sTock ANDROID ROMS FROM GOOGLE ARE BUILT WITH RELEASE—KEYS TAGS

e CHECKING FOR OVER THE AIR (OTA) CERTS.

® EXISTENCE OF SU IN THE PATH AND SOME OTHER HARD—CODED DIRECTORIES
0 MULTIPLE LIBRARIES AVAILABLE IN GITHUB, MOST COMMON RoOTTOOLS

® INSTALLED FILES AND PACKAGES
0  SUPERUSER.APK
o COM.NOSHUFOU.ANDROID.SU / COM.THIRDPARTY.SUPERUSER/  EU.CHAINFIRE.SUPERSU



NEW IN ANDROID O

VERIFIED BOOT SYSTEM

VERIFIED BOOT GOES A STEP FURTHER AND PREVENTS USERS OR HACKERS FROM
BOOTING TO OLDER MORE VULNERABLE VERSIONS OF THE OS AN ADVERSARY MAY

HAVE ROLLED THE SYSTEM BACK TO.

THE FEATURE ALSO SUPPORTS THE ABILITY FOR APPS AND MOBILE DEVICE
MANAGEMENT FIRMS TO SECURE HARDWARE AREAS OF AN ANDROID DEVICE UPON

BOOT.
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