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Activity,

Contentimpl Activity

\/

startActivity(intent)

Instrumentation.
execStartActivity

ActivityManagerProxy.
startActivityAsUser

intent appThread activity

Binder. Transact
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Sys Process App Process

check permission — attachApplication <

IKEER

ActivityRecord ProcessRecord

Activity Manager Service ActivityManagerNative Instrumentation

entf’yP )int:AcitivyTﬁr%gwltyThread
! EREHE }:—___ -Progess.start(...) main
: ' startViaZygote(...) A newApplication
!~ attachApplication } callApplicationOnCreate

ApplicationThread

applicationThread  ———— e / newActivity
[BzhActivity scheduleLaunchActivity callActivityOnCreate
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Instrumentation ActivityManagerNative |
Singleton<> gDefault
ActivityManagerProxy Intent
execStartActivity() startActivity(intent)
ActivityThread |
Handler Binder  IApplicationThread i
newApplication /T \/ ;
callApplicationOnCreate H AppIicationTh read IntlEnt
newActivity handleBindApplication <——— scheduleBindApplication :
<~ a
callActivityOnCreate handleLaunchActivity <——— scheduleLaunchActivity i
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Activity A

Start . ActivityA

Activity A
ActivityA:

onCreate
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ActivityA

L StubActivityl

Jj StubActivityl

ActivityA
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Instrumentation ActivityManagerNative

Singleton<> gDefault

ActivityManagerProxy int’ent
execStartActivity() > startActivity(intent) :
ActivityThread |
Handler Binder IApplicationThread E
newApplication /l\ ]
callApplicationOnCreate H ApplicationThread . o
N PP Intent
newActivity handleBindApplication <———— scheduleBindApplication ;
< a
callActivityOnCreate handleLaunchActivity <——— scheduleLaunchActivity < ;
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private static final glefault = new Sin

("activity”);
SI ngleton g ActivityNanager”, “default service binder = ”

er am = aslnterfacelb);

(“"ActivityNanager”, “default service = ”

Handler.mCallback

} else {
if (mCallback != null) {
if (mCallback. handleN
return;
I

handl eNes
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standardizz\, E—RJtaskAffinity

<{activity android:name="% {applicationId}] stub. ActivityProzy$P0” android:exported="false”
android:process=":Plugin0” android:taskAffinity="% {applicationld}. activity. stack0”

android:configChanges="keyboard |keyboardHidden |navigation|orientation|screenSize” android:hardwareAccelerated="true” /»
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t&#1SingleTop

ol

Activity B

FLAG_ACTIVITY_SINGLE_TOP SingleTop

________________________________

Activity B
SingleTop

Activity A

standard
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t&#1SingleTask APP : AMS
e ActivityB |
\T:n = I
*‘L')‘ME SingleTask :
igbRActivity C Activity C E StubActivity
: Activity C
FLAG_ACTIVITY_SINGLE _TOP standard | ! _
Activity B I StubActivity
SingleTask : Activity B
Activity A ': StubActivity
standard E Activity A
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Service — KIBES A
Broadcast Receiver ————— EBSKNEES

Content Provider ———— ZAiZdE RESA
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Sandbox App

|

Binder Hook Layer

AM Hook PM Hook Account Hook  AppOps Hook
PowerMgr Hook Session Hook REENARO.  (—
Hook

|

Binder Proxy

Sys Process
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hookR&2Y

—> addrl 5<a
5<b
<« 15 c

B

"% 59X

addr2

origeRy
841
542

BEEFE<S3

S BCTEIFRRI2SZIES - orig
IEXURREFI2ZIES | BkEZEIhookREL
H{TorigrRZx
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JREREL origeREy
addr0 kRS pc- +8  addp2 <
~addrl 5o
553 HEREES
544
F5<n

SPCHEXRIIES R ELLF
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addr0 addrl
LDR, PC, PC+1 e51ff004
addrl REEEHRRREIFI2NMES

ma2s I as Lmgs

I Single Data Transfer¥{g§$ ! Rn=PC

2017.thegiac.com



EIXKBEEXMRIG A=

GLOBAL INTERNET ARCHITECTURE CONFERENCE

GIAC

IR

___________________________________________________________________

___________________________________________________________________________________________________________________________________

(EdzEl N EEERES

2017.thegiac.com



EIXBEEAM R

GLOBAL INTERNET ARCHITECTURE CONFERENCE

GIAC

Inline Hook

S EorigZ|a)

ForighREIRINF=S(E]

JREREL origRy
gﬁﬂtu }E/T\/\ ($§i§) E)Eif% addr2 E'/v\
I o addrl 182
:{%’0 rg Eﬁjﬂ E.H:}-l/f T 155 BKEHES
1524
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2 ForighREIEIAF=S 8]

uint32 t *bufferlre1nterpret cast<uint32 t *>(mmap/(
NULL, PROT_READ | PROT WRITE, MAP ANON | MAP_PRIVATE,

))):

mmap El[EAANYE)

* length ASE 12 THEHRAIAR N

« PROT_READ | PROT_WRITE T3 EHUR

« MAP_ANON, fd = -1 ERZRNEFMET, BEToE—RNF , FHIRSEINFZE
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3 SHlE<

JREFEL OrigEREy
RIS A
1) S\EE< addro| 881 addr2| 188
592 ) 1592
SEE) Sm———— LDR PC, -4
1554 addr0 + 2
fg<n

2017.thegiac.com



EIXKBEEXMRIG A=

GLOBAL INTERNET ARCHITECTURE CONFERENCE

GIAC

Inline Hook

3 SHE<S

2) LDR Rd, [PC, #imm] LDR Rd, [PC, Rm " S
) [ ] [ ] EFE origRiZy

- ddro mea
S50 IR0, [ B> e
B
PC : addr0 + 8 593 242
1§54 LDR PC, -4
{§<a : LDRRS5, [PC,#81 L L. addr0 + 2
Een addioss

§<b : LDR R5, [R5, imm]

FURTR{ER & EizERPC
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3 SHlEE<

3) LDR Rd, [PC, Rd]

JREREL OrigEREy
§<1 : LDRRS5, [PC, R5] addr0 * addr2
B2 _
= e
Rd=Rm, A8ERRdIImEIFEPC =
5<4 _
...... B
HEdiEE G
HEdE52)EH 1250 LDR PC, -4
addr0 + 2

52)iHR , (ERFHE TR , #{FRIPUSH , $#{E/FPOP
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4 Forige e #i1T

if (mprotect(buffer, length, PROT_READ | PROT_EXEC) == -1) {

LOGE ("MS:Error:mprotect():%d", errno);
goto fail;

}

mprotect BEREBIRTHAT

5 BIRREBINTS

S¥M - PROT_WRITE
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7o 5L S addroZladdr2a9BkEE

FAARMIE<SCILBkAS

AFTRISF

BifR6-7518< , LM IRMESHIEER
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App : com.demol

Hook

EIXKBEEXMRIG A=

GLOBAL INTERNET ARCHITECTURE CONFERENCE

Write file : /data/data/com.demol/files/test.txt

void *func = dlsym(lib, “_open” ); fopen_hook(file)

IRIZER

}
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