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LLD-Low Level Discovery

Discovery rule Filters

Parent discovery rules Template Linux

Name | Mounted filesystem discovery
Type Zabbix agent
Kay vfs.fs.discovery
Host interface | 127.0.0.1: 10050 $
Update interval (in sec) 3600
Flexible intervals

No flexible intervals defined.

New flexible interval Interval (in sec) 50 | Period | 1-7,00:00-24:00
binfmt_m

Keep lost resources period (in days) | 30

Description | Discovery of file systems of different types as defined

SEVERITY NAME a

Warning

Ix: Free disk space on {#FSNAME}

ix: Free disk space on {#FSNAME} (percentage)

: Free inodes on {#FSNAME} (percentage)

. Total disk space on {#FSNAME}

nux: Used disk space on {#FSNAME}

Discovery list / Mounted filesystem discovery

0S5 Linux: Free disk space is less than 20% on volume {#FSNAME}

KEY
vfs.fs.size[{#FSNAME}, free]
vfs.fs.size[{#FSNAME},pfree]
vfs.fs.inode[{#FSNAME},pfree]
vfs.fs.size[{(#FSNAME},total]

vis.fs.size[{(#FSNAME},used]

Item prototypes £

H Free

Zabbix server: Disk space usage / (1h)

Zabbix server: Disk space usage /boot (1h)




In Zabbix, six types of discovery items are supported out of the box:

discovery of file systems;

discovery of network interfaces;
discovery of CPUs and CPU cores;
discovery of SNMP OIDs;

discovery using ODBC SQL queries;
discovery of Windows services.

Multi OID SNMP Discovery Discover Windows services ros  Hostinventory

service.discovery

discovery[ {#MACROL}, oidl, {#MACRO2}, o0id2, ..] : Inherited and host macros ‘
+ Return multiple macros —

Example: Discover ifDescr & ifAlias MACRO VALUE
. {#SERVICE.NAME} " )
- Filter results {#SERVICE DISPLAYNAME} [(sLow_SPACE_LIMIT) | = ] 10

"data’[ o - - {#SERVICE.DESCRIPTION}
{"{#SNMPINDEX}":1,"{#IFDESCR}":"Interface #1","{#IFALIAS {#SERVICE STATE}

{"{#SNMPINDEX(}":2,"{(#IFDESCRY}"-"Interface #2","{(#IFALIAS {#SERVICE.STATENAME} \'(SLOWQSPACE_LIMIT:/} | = |20
{#SERVICE.PATH} ‘

{#SERVICE.USER} ' :
{#SERVICE STARTUP} {SLOW_SPACE_LIMIT:/BOOT} ‘ = ’ 5
; 1 {#SERVICE.STARTUPNAME}

Bzh&IMAStriggerF{EES:
Set the free disk space trigger prototype for a host to:
{host:vfs fs.size [{#FSNAME}, pfree].last()} <{$LOW_SPACE_LIMIT:{#FSNAME}}
And add macros:
{$LOW_SPACE_LIMIT} 10
{$LOW_SPACE_LIMIT:/home} 20
{$LOW_SPACE_LIMIT:/tmp} 50




Zabbix API

JSON-RPC API gives access to nearly any functionality

POST http://company.com/zabbix/api_jsonrpc.php HTTP/1.1
Content-Type: application/json-rpc

{"jsonrpc”:"2.0","method”:"apiinfo.version”,"id":1,"auth" :null,"params":{}}

Example “host.get”

“jsonrpc”: “2.0",

“isonrpc®: “2.0", ; rpc
3 » resu
"method": "host.get .
“params" 1 LR &
- “ hostid 10084
output ST .
A — host Zabbix server”,
"hostid”, => s 263 i
ek interfaces
host
“ “interfaceid”: "1,
"selectInterfaces i 3
ip 127.90.2.1

"interfaceid"”

“$p"

{4
<0

"auth”: "9424bd59b807674191e7d77572075¢33"

Request Response



Zabbix API

#EFIRE pyzabbix
https://github.com/lukecyca/pyzabbix

pyzabbix ZabbixAPI pyzabbix ZabbixAPI, ZabbixAPIException

sys
group-"'WEB'
template='APP_WEB_NGINX' zapi = ZabbixAPI('http://192.168.142.99')

zapi = ZabbixAPI('http://127.0.0.1/zabbix") zapi. login(‘api’, 'api123456')

5 host_name = 'Zabbix server'
zapi.login('Admin', 'zabbix')
hosts = zapi.host.get(filter={"host": host_name},selectInterfaces=["interfaceid"])
group_id - zapi.hostgroup.getobjects(name-group) [@]['groupid'] hosts: .
template_id = zapi.template.getobjects(name-template) [0]['templateid’] host_id = hosts]e] [“hostid"] ;
zapi.host.create ( ("Found host id {@}".format(host_id))

{ .
"host": 'web-01', item-zapi.item.create(|
"interfaces": [{ hostid=host_id,
"type":1, name="'Used disk space on $1 in %',
"dns": ", key_='vfs.fs.size[/,pused]’,
WY e type=0,
main":1, AN .,
e - value_type=3,
ip": '10.0.1.2°, interfaceid=hosts[@] ["interfaces"][@] ["interfaceid"],
"port": 10050, delay=30
"useip": 1, )
H, ZabbixAPIException
“"groups": [{ "groupid": group_id }1, (e)
"templates": [{ "templateid": template_id sys-exit()
) P : P s P - ("Added item with itemid {0} to host: {1}".format(item["itemids"][@],host_name))

('Host Added') B ("No hosts found")
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B+ system.cpu.load
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1.TriggeriF&fiforecast() HE—ERAVERN , ZARIAE
{ }<100M

2.Triggeri#ftimeleft() X%
{ }<1h

Allhosts / Zabbix server  Enabled P42 QISR Applications 14 Items 81  Triggers 60,ryer  Enabled it sl L @ 1] Applications 14  Items 81

Trigger ~ Dependencies

encies
Name | free space < 100M | Name |/ free space is 100M < 6h base on one hour one day a
Expression | {Zabbix server:vfs.fs.size[/ free].forecast(7d, 7d)} | Add | ) _
<100M — Expression | {Zabbix
server:vfs.fs.size[/,free].timeleft(1h, 1d,104857600)}
<6h

Expression constructor 4
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