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Non Blocking, event-driven processing engine

Auxiliary threads for blocking operations

(e.g. disk 1/0)
Static Content Access and Error
and disk cache log to disk and syslog

HTTP, Mail and
Stream (TCP) proxy

FastCGI, uWSGI. SCGI,
memcached gateway




1 SR A

bl

IR

events{use epoll;}

EHETH
- R @EALTCP P e
F IR T R
o RESEE A
#
TCPZEH AT 12
WAIT FOR EVENTS $ﬁ:
ON CONNECTIONS
EHA
'?%%Fni]

KERNEL TCPE 4% 5 14]
Hf

BRI F
RECEIVE A QUEUE ‘ . (iRER2E<)
OF NEW EVENTS TCPHEHT

gifF

SV A
FrERE

b A
PeIE s

PROCESS THE EVENTS
QUEUE IN CYCLE

AL 3P 5 4% 21 2




TRADITIONAL SERVER
PROCESS1 PROCESS2 PROCESS 3

I —>

¢ —.
= >

%.

-

% !

L]

NGINX WORKER

PROCESS

I=F4:3
Ops World

AT XS HE S
I AL -

RADH) B R

IR




THE EVENTS QUEUE PROCESSING CYCLE

BLOCKING
OPERATION

CI:i&

World

AT IREIAEZRHY
B :

PH ZE R fE ] DA%
o WG A RE T




ZEMEEHIRFIELN LS © e

sendfile() on purpose only works on things that use the page cache. ---Linus Torvalds

THREAD POOL
thread_pool default threads 32 max_queue=65536; -

NEW TASK . TASKS QUEUE l Q O
WORKER PROCESS )
EVENT CYCLE v

COMPLETED TASKS
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Shared memory is used for cache, session persistence, rate limits, session log

CM CL w w w w

Cache Manager Cache Loader Worker processes handle HTTP
and other network traffic
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Load new configuration with no downtime T EE
1S ZE LS
Master starts new Ops World [.

worker processes with
new configurations

AR 011 SO

NGINX keeps on running

Master —_— Master with new configuration, and
no interruption in service
[ i 111 :
- 5 o g ot b nginx -s reload

Old worker processes complete

Update configuration on disk existing transactions and then
SIGHUP master or nginx —s reload exit gracefully
Load new NGINX binary with no downtime
SIGQUIT the old
Update NGINX Master process and
binary on disk it will terminate
w w SIGUSR2 master w w gracefully w w Q& o
. By o o4 . || JF#Nginx
Master — ' Master (New) —_ Master (New)
w w w w w w

New and old instances of NGINX run in
parallel and both will handle connections
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reuseport:ge L

Benchmarking reuseport
requests/sec —@— latency (ms) —@— latency stdev (ms)
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default accept_mutex off reuseport

http {

listen 80

Linux3.9N#% A b reuseport;}
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ngx_mail_core_module

NGX_MAIL_MODULE

ngx_conf_module

NGX_CONF_MODULE

=

event_core

NGX_EVENT_MODULE NGX HTTR MODULE NGX_STREAM_MODULE

ﬁ

nox_core mooute I (thread pool  openssl
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NGINX
Source
NGINX
Build System NGINX
Executable
Module
Source

load_module modules/ngx_mail_module.so

N NGINX
Scﬁm:)t(e Executable
NGINX
Build System
Module Module
Source Shared Object
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Dynamic modules are compiled into a separate binary module sh,



)

Identify
ion Block
Request matching and rewriting

Apply Rate Limits

Perform Authentication
Internal and external
access control

Concurrency Control Load Balancing
Keepalive Management Session Persistence
Response Caching Health Checks and Retries
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NGX_HTTP_POST_READ_PHASE
NGX_HTTP_SERVER_REWRITE_PHASE

NGX_HTTP_FIND_CONFIG_PHASE

NGX_HTTP_REWRITE_PHASE
NGX_HTTP_POST_REWRITE_PHASE
NGX_HTTP_PREACCESS_PHASE

NGX_HTTP_ACCESS_PHASE

NGX_HTTP_POST ACCESS_PHASE
NGX_HTTP_TRY_FILES_PHASE
NGX_HTTP_CONTENT_PHASE

NGX_HTTP_LOG_PHASE

real_ip_header

If. return

[F]server

limit_conn

auth_basic_use
r_file

try_files
index

access_log
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server {

}

Server {

MR

server{} YRl "location{}

RYE e
TopJ Hitib249m 1 host

listen localhost:80; listen 8000;
server_name zlddata.com zlddata.cn;
location /static{...} location/{...}

listen 80;
server_name fuzhong.pub;



httptEi TR R C oo

masteri3f £ workeri#E £
F‘ zfjworkeriFE - -




HTTPER[E B | A

limit_req zone=req_one
satisfy any;

- http N A 14 ‘-I http PN 2155 . allow 192..168.1.0/.32;
auth_basic_user_file

dCCess.pass,;

image_filter gzip

gzip on;
image_filter resize 80 80;

image_filter gzip

i
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log_format main 'Sremote_addr

Sremote_user Srequest" Sstatus '
'Shost Sbody _bytes_sent

Sgzip_ratio "Shttp_referer"
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RRFHIPITIS ngx_http_rewrite_module ngx_ht p_fastcgi_module
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try files $uri $uri/ /index. php?$args;
return 401 “Access denied because token is expired”;
if ($scheme !'= "https”) {

rewrite  https://www. mydomain. com$uri permanent;

uwsgi store /data/www$original uri;
uwsgi pass localhost:9000;

}
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# the filter order is important
ngx_http_write_+filter
ngx_http_header_filter
ngx_http_chunked_+filter
ngx_http_v2_+Ffilter
ngx_http_range_header_+filter
ngx_http_gzip_filter
ngx_http_postpone_filter
ngx_http_ssi_filter
ngx_http_charset_filter

module order is important
ngx_http_static_module
ngx_http_gzip_static_module
ngx_http_dav_module
ngx_http_autoindex_module
ngx_http_index_module
ngx_http_random_index_module

ngx_http_access_module
ngx_http_realip_module
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