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TargetDockerv2iBRIIEESR TargetDocker:v2iEEiiEE R \
HRSAAIE] 1 2017.11.14 20:32:21 BRI 1 2017.11.14 20:32:21 TargetDockervZiRRITEER
RN ¢ 2017.11.14 20:32:21

P =scomn Vo imers | commn | awzemn | omses - e ‘ ] ‘ omsEe | o« swEm ‘ o mzEs ‘

— - = wisaET ‘ *ﬁ%ﬂiﬁ‘ nmﬁjﬁﬁ‘ o =mEE | eﬁgﬁg‘
= ¥ g rERE FRAREA
ExposedPorts:20
b374k-2.8.php webshell varhwww/html/news.php =E BEMESE
PATH:/usr/local/sbin:fusr/local/bin:fusr/sbin:/usr/bin:/sbin:/bin y S F . R .
silic.php webshell Avariawwrhtmi/news_index.php SiieA mediaType: application/vnd.docker.image.rootfs.diff.tar.gzip digest:
NGINK_VERSION: : 1.13.6-1-stretch 5ha256:f2937339¢18230d6f834538d1200955000e227d495767cad4d 1890090 92428¢3
ObfuscatedPhp webshell fvariavew/html/cmd.php =iE B
DodgyPhp webehel nvarrwarihtrlimanager php . NJS_VERSION : 1.13.6.0.1.14-1-stretch mediaType: application/vnd.docker.image.rootfs.diff tar.gzip digest:
. sha256:fa937330c1 8230d6f834538d120b955900e227d495767 cad4d1880d9d9a428c3
HiddenInAFile webshell fvariwvew/html/upload.php = Cmd : "nginx. "-g", "daemon off;
mediaType: application/vnd.docker.image.rootfs.diff tar.gzip digest:
sha256:fa937330c1 8230d6f834538d120b955900e227d495767 cad4d1880d9d9a428c3
iR
o created:2017-11-04T05:26:48.027090974Z created_by:/bin/sh -c #(nop) ADD
=i file:45233d6b5c9b91e9437065d3e7c332d 1 cdebdbre8e1079a4c1af342c4503be67 in / created:2017-11-
04T05:26:48.324169027Z created_by:/bin/sh -c #(nop) CMD [\'bashv'] created:2017-11-04T18:40:48.797395609Z
created_by:/bin/sh -c #(nop) LABEL maintainer=NGINX Docker Maintainers created:2017-11-04T18:40:48.9571382457
created_by:/bin/sh -c #(nop) ENV NGINX_VERSION=1.13.6-1-stretch created:2017-11-04T18:40:49.130229564Z
created_by:/bin/sh -c #(nop) ENV NJS_VERSION=1.13.6.0.1.14-1-stretch created:2017-11-04T18:41:07.1630803232
TargetDocke rv2iERIELEE created_by:/bin/sh -c set -x \t&& apt-get update \t&& apt-get install -no-install-recommends --no-install-suggests -y
ENUPET M&& INGINX_GPGKEY=573BFD6B3DSFBCE41079A6ABABF5BDS827BD9BF62; \tfound="; \tfor server in
REESA] : 2017.11.14 20:32:21

titha.pool.sks-keyservers.net \t\thkp:/fkeyserver.ubuntu.com:80 \t\thkp://p20.pool.sks-keyservers.net:80 \t\tpgp. mit.edu
i do \titecho V' Fetching GPG key SNGINX_GPGKEY from Sserven’; \D\tapt-key adv —keyserver \"$server\” —-keyserver-
options timeout=10 --recy-keys \'SNGINX_GPGKEY\" && found=yes && break; \tdone; \ttest -z \"$found\” && echo =&2
- = REaREE ‘ e EERS Y o wEiEE ‘ o E5EA ‘ 0 REES ‘ “error: failed to fetch GPG key SNGINX_GPGKEY\" && exit 1; \tapt-get remove --purge —-auto-remove -y gnupg1 && rm -rf
ar/lib/apt/lists/* V&8 dpkgArch=\"$(dpkg --print-architecture)\" \t&& nginxPackages=\" \t\nginx=3{NGINX_VERSION}
titnginx-module-xslt=3{NGINX_VERSION} \t\tnginx-module-geoip=${NGINX_VERSION} \t\tnginx-module-image-
filter=§{NGINX_VERSION} ‘t\tnginx-module-njs=${N]S_VERSION} \t\" \t&& case \"SdpkgArch\" in \t\tamds4 |i386)
tit\techo \"deb http://nginx.org/packages/mainline/debian/ stretch nginx\" > /etc/apt/sources.list \t\t\t&& apt-get
update WO \OWF) \tititecho \"deb-src http://nginx.org/packages/mainline/debian/ stretch nginx\" ==
Jems/admin/lagin.php weak password = etc/apt/sources.list \&E& tempDir=\"$(mktemp -d)\" Wii\t&& chmed 777 V'StempDint” AVTE&8
savedAptMark=\"${zpt-mark showmanual)\" \Bit\t\ it 8.8 apt-get update \t\t\t&.& apt-get build-dep -y $nginxPackages
fcms/msg/vote.php Stared - type XS5 =iE PVERE [ Mtitiecd V' StempDiny' \\t\ivi&& DEB_BUILD_OPTIONS=\"nocheck parallel=5(nproc\" \t\\t\t\tapt-get source —
compile $nginxPackages \\T\) \OWMAIE&& apt-mark showmanual | xargs apt-mark auto > /dev/null \MAO&E { [ -2
“$savedAptMarky” 1| | apt-mark manual $savedAptMark; 3 BOERE: |5 -[AFh V' $tempDint” Wi\t &8 ( cd \"$tempDin\”
2.8 dpkg-scanpackages . » Packages ) \t\t\t&&: grep ““Package: ' \"StempDir/Packages\” \t\t\t&& echo \"deb [ trusted=yes ]
file://$tempDir A" = fetc/apt/sources.list.d/temp.list \B\t\t&8. apt-get -0 AcquirerGzipindexes=false update VAL \tesac
t\t&& apt-get install --ne-install-recommends —-no-install-suggests -y \thi\tsnginxPackages WWt\t\t\t\tgettext-base
188 rm -rf fvar/lib/apt/lists/* \t\t&&, if [ -n \"$tempDir\" ]; then \t\tapt-get purge -y --auto-remove \f\t&& rm -rf
"$tempDir\” /etc/apt/sources.list.d/temp.list \ifi

URL EmEE EISREE

Jems/news_listphp?id=14 Boolean-based blind SQL injection =

Jems/news/list.php HTML form without CSRF protection &=

ESzi]



NAIRELEAA R ERIFHENE T

Docker Content Trust
Docker 1.8 (i 5% #F

NEGRENEERBREERAERBAKRE
B, BXERERAREENREN, £
E—NEAE. BIREHRUTERLER:
EAEGIREN B E IR 2R
“CERRGEERIRENEH

AR 55 =5 BT 1B B



NEEENRER

Br LR G hiE B IE ER BT

BIIERMAE R



MAfERABEE

#export DOCKER_CONTENT_TRUST=1—/2 FHH N &5 (T

# export DOCKER_CONTENT_TRUST_ SERVER=https://notaryserver:4443—35 £ 35 E AR 55 28 ih 11k

$ docker push <username>/trusttest:testing

The push refers to a repository [docker.io/<username>/trusttest] (len: 1) 9a61b6b1315e: Image already exists 902b87aaaec9:
Image already exists latest: digest: sha256:d02adaceeOac7a5be140adb94faldae64f4e71a68696e7f8e7cbfOdb8dd49418
size: 3220

Signing and pushing trust metadata You are about to create a new root signing key passphrase. This passphrase will be
used to protect the most sensitive key in your signing system. Please choose a long, complex passphrase and be careful to
keep the password and the key file itself secure and backed up. It is highly recommended that you use a password manager
to generate the passphrase and keep it safe. There will be no way to recover this key. You can find the key in your config
directory.

Enter passphrase for new root key with id a1d96fb: B RHERE HE RR BYAR 25 4A

Repeat passphrase for new root key with id a1d96fb:

Enter passphrase for new repository key with id docker.io/<username>/trusttest (3a932f1):

Repeat passphrase for new repository key with id docker.io/<username>/trusttest (3a932f1):

Finished initializing "docker.io/<username>/trusttest”

Notaryredocker— 1MNE A HAANERSEZIME, FATUFSEIXN AR R{SIEIE

GIT:https://github.com/theupdateframework/notary
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ca.pem CAIE$

Server-cert.pem AR & imiE P
Server-key.pem Bk S5 umFASH
Clinet-cert.pem = FigiER
Clinet-key.pem B Fumfh$A

AR 55 um LB B Al {5 E R im O

$ dockerd --tlsverify --tlscacert=ca.pem --tlscert=server-cert.pem --tiskey=server-key.pem \ -H=0.0.0.0:2376

B E BRI

$ docker --tIsverify --tlscacert=ca.pem --tlscert=cert.pem --tlskey=key.pem \ -H=dosec.i0:2376 version

S e s LRV VRN
EOTUERIAD
$ curl https://dosec.i0:2376/images/json \
--cert ~/.docker/cert.pem \

--key ~/.docker/key.pem\
--cacert ~/.docker/ca.pem
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Docker 5| 2B PERE = FFMHE R B Docker Ihat. Docker FUIGHRBI S HULT =R A2

*Network plugins P4& 4 AT LU {4t 25 25 18] B BX P 4R 4R R,

Volume plugins H1EE AT LUE Docker BIIEEEZ N EH.

«Authorization plugins 3G iE$RHAF A] LURHEE TIRAVIFE)IESH], WA EEZHNEHE, EBRE2NFEE

Twistlock AuthZ Broker .



Twistlock AuthZZ & KBt &

REHY https://github.com/twistlock/authz
Twistlock AuthZ Broker I LATE R 28 P EIEZR X WA LAFEDockers Y EH P & K

$ docker run -d --restart=always -v /var/lib/authz-broker/policy.json:/var/lib/authz-broker/policy.json -v
/run/docker/plugins/:/run/docker/plugins twistlock/authz-broker

&2 Docker BT E

sudo systemctl edit --full docker.service

# add plugin flag ExecStart=/usr/bin/dockerd --authorization-plugin=authz-broker

: # cat fvarflibfauthz-Erakerﬁpﬂlicy.jSﬂp
B 1Z Ivar/lib/authz-broker/policy.json TECERINAIZE e S e Bt L e S L S
{"name":"loglolo3","users":["namel"],"actions":["container_list"]}

{"name":"every","users":[""],"actions":["containner"”]}

{"name":"policy 1", "users":["alice'] "actions”:["]}
Ltk AMAE B 45RA 75 = policy 1 BYFE  alice ATAITEO @S actions AFIBE® S
{"name":"policy 3","users":["alice”,"bob"],"actions".["docker creat"[}

73 % policy 3 F ~ alice #1 bob AJ U ITHIH S RBCIERS,


http://note.youdao.com/md/preview/preview.html?file=/yws/api/personal/file/WEB2179215c5a4185a23200d4be55c3f8e1?method=download&read=true&shareKey=4aa6851aaa1b74acc86edb054329c621

1T docker version 454

HRBR 5245 45 R PUIRIBALIR
docker version Client: Version: 17.03.1-ce
Client: Version: 1.12.1 APl version: 1.27
APl version: 1.24 Go version: gol.7.5
Go version: gol.6.3 Git commit: c6d412e
Git commit: 23cf638 Built: Built: Mon Mar 27 17:14:09 2017
OS/Arch: linux/amd64 O0S/Arch: linux/amd64

Error response from daemon: authorization denied by

Server: Version: 1.12.1 plugin authz-broker: no policy applied (user: "" action:
APl version: 1.24 ‘docker_version')
Go version: gol.6.3
. HATERWIES, BTOREERMNAR, BURKIEHIEE.

#HEHH : Sep 04 15:08:29 mj authz-broker[28646]:

{"allow":true,"err":"","fields.msg":"action
"docker_version*
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Docker AR5 E£EBEBEMZ 2y (CIS) &1E,§IE TdockertimiER 4Lk, HPEETENMEZLEE . docker
TFIPHIEACE . dockersTIFIERFELE . R BEGENBE. RBF/EITRE . dockerRE#BIE/N KD, 99NMTHIS.
JLFEBZE TdockerZ £ EXREN A HE, FAFANEINEFITTEIEFMEBIE, HESE BT K.
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docker-bench-security

https://github.com/docker/docker-bench-security
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OClair- R aRSH=R

https://github.com/coreos/clair
Odocker-bench-security-&#i#ET
https://github.com/docker/docker-bench-security
Odocker_auth-docker€EEIAMERRSS
https://github.com/cesanta/docker auth
ODockerscan-dockeri&iZ T A
https://github.com/crOhn/dockerscan

OWeave Scope-dockeriZfTisiE T H
https://github.com/weaveworks/scope

ODosec-dockerBeEHHXx LT EFEFE
https://github.com/docsec



https://github.com/coreos/clair
https://github.com/docker/docker-bench-security
https://github.com/cesanta/docker_auth
https://github.com/cr0hn/dockerscan
https://github.com/weaveworks/scope
https://github.com/docsec
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