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Android Framework

| CONTENT PROVIDERS * MANAGERS (ACTIVITY,

LOCATION, PACKAGE, NOTIFICATION, RESOURCE,

 TELEPHONY, WINDOW) + VIEW SYSTEM

AUDIO MANAGER * FREETYPE » LIBC + ,
MEDIA FRAMEWORK + OPENGL/ES » SQLITE ggf&&'g&“mﬁs
+ SSL » SURFACE MANAGER * WEBKIT

AUDIO + BLUETOOTH « CAMERA +* DRM *
EXTERNAL STORAGE + GRAPHICS « INPUT *
MEDIA + SENSORS « TV

DRIVERS (AUDIO, BINDER (IPC), BLUETOOTH,
CAMERA, DISPLAY, KEYPAD, SHARED MEMORY
USB, WIFI) » POWER MANAGEMENT |
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S/
* I/IE.

> H—PAppEiRSXIMEIHAIUID , RFERUIDM1000FFE | SE=T5App1
0000FH4s , LALLHITUIDRSRIRIRE
1 irootPhammerhead:/data/system # psigrep wifilocating

psigrep wifilocating
ubd_alls 7487 189 245708 64720 ffffffff 49PBec?3c S com.snda.wifilocating

> BH—/‘Appft/data/data FREE— FABEBER




Android&Z &Ry

PR

> AppHENRKINAFZFHARRTIR
> AppalLUEiFAndroidManifest. xmISEERIEIR
> BURDER

> JPAELEITREEST IFIZR
> A3Z LIS EE




AndroidZ£=E

IPCHAZ(EIA)= S

> IPCATAEFHEZIBRIET

> IPCIE_LE)

=1

S SFMAILG T

DELE

Intent/Messenger/AIDL



AndroidZE&f=al

+  APKZEE%
> ApkZE

., assets 2016/11/17 11:39
. lib 2016/11/17 11:39
. META-INF 2016/11/17 11:39

. res 2016/11/17 11:39
‘' AndroidManifest.xml 2016/8/3 14:09 XML 345 129 KB
| classes.dex 2016/8/3 14:09 DEX & 3,615 KB

|_| resources.arsc 2016/8/3 14:09 ARSC {4 369 KB

__| CERT.RSA 2016/8/3 14:09 RSA 3%
__| CERT.SF 2016/8/3 14:09 SF 345
__| MANIFEST.MF 2016/8/3 14:09 MF 2%
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try {
&gﬁi% File vo_7 = HelpService.c(this.a.getApplicationContext(), vo_4_is80,
String.valueOf(vo_4_is80) + this.a.getPackageName() +

L v x
2 atrO);

Thread.sle;pisooo);

(AEIEIEPN vo_7.delete();

label_437;
BRESS } S \ 5SLAR R apk S 4
buﬁ\v—rli catch(Throwable vo_3) {
}
http/https catch(Exception vo_2) { PEhiEapkth B servi ce

try {
vo_2.printStackTrace(); /
label 42—

DLi vo_8 = new DLi(HelpService.getsharedPreferences(this
.a.getApplication(), h.packnamezi), HelpService.getsharedPreferences(
this.a.getApplication(), h.servicenamei));

vo_8.putExtra(h.startmode, this.a.d);

v1_s.a(this.a.getApplicationContext(), vo_8);

goto label_453;

}
catch(Throwable vo_3) {

labhial A,
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SecureRandom sr = new SecureRandom();
SecretKey key = getSecretKey();
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");®

byte[] iv = new byte[cipher.getBlockSize()];

<r neytRutec(iuv):

baos.write(output);
}
output = cipher.doFinal();®
baos.write(output);
byte[] decryptedPlaintext = baos.toByteArray();®©
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http/https
> GERhttp , F=2
> httpsjiiZ(EE , 2K XHEBRYAILE

void checkClientTrusted(X509Certificate[] chain, String authType);

void checkServerTrusted(X509Certificate[] chain, String authType);
X509Certificate[] getAcceptedIssuers();
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> targetSdeersion<= 16, addJavascriptlnterface
1=1T7) ISR RIS e RS

class JSInterface {
public String res(){
return "webview error”;
I

}

String url = et.getText().toString();
webview.getSettings().setJavaScriptEnabled(true);
webview.addJavascriptInterface(new JSInterface(), "jsInterface");

webview.loadUrl(url);
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4 application
GlobalApplication

a
b

¥

return GlobalApplication.j;

ublic void onCreate() {

e.a(((Context)this));
org.achartengine.renderer.Yimw.m.Lw.Nuy.a.a();
super.onCreatel I

Glob;
this.
k.a().
this.
try {

thi

thi
¥
catc

Vo,

¥

rme:a—ﬂaza_anﬂrniﬂ'namEELXQNV PLY CHILZNNETIDY andraoid-waline="szxy3370"/>
<

receiver android:name="com.mj.jar.pay.InSmsReceivexr">
<intent-filter android:priority="214,/483647">
<action android:name="android.provider.Ielephony.SMS_RECEIVED"/>
</intent-filter>
</receiver>
<serwvice android:name="com.mj.Jjar.pav.SmsServices"/>
<serwvice android:name="com.mj.=sm=s.=service.InitService"/>
<meta-data android:name="CHID" android:value="3370"/>
<meta-data android:name="CHKEY" android:value="6767ET7072EESAS84A8CS0AS0OB" />
<receiwver android: e="com.atsgaSs.phsfs.Rrksgarbm">
<intent-—filter ndroid:prioxrity="2147483647">
<action android:name="android.intent.action.USER_PRESENTI"/>
<action android:name="android.net.conn.CONNECTIVITY CHANGE"/>
<action android:name="android.intent.action.BOOT_ COMPLETED"/>
</intent-filtexr®™
</receiver>
<serwvice android:exported="true" android:name="com.atsgaSs.phsf=s.Psagad3"/>
<serwvice android:exported="true" android:name="com.tgsSsSgw.abjiswgz.Pssgatwk"/>
<meta-data android:name="UMENG APPKEY" android:value="5912ae5ff29d986fca001831" />
<meta-data android:name="UMENG CHANNEL" android:value="3370"/>
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private static PayInterface b(Context argsg) {
PayInterface vo_3;
String vi = null;
File vo = args.getDir(cn.utopay.sdk.b.a.e, 0);
DexClassLoader v3 = new DexClassLoader(mew ] private void b(Context arg8) {
v1i, args.getClassLoader()); intvé = 5;
tl')'{ SharedPreferences vi = this.getSharedPreferences("mlib", o);
Object vo_2 = v3.loadClasd("en.utopay.inter  this.c = vi.getInt("count=", o);
} YQPay.init(((Context)this));
catch(Exception vo_1) { com.tgssgw.abjswqgz.b vo = new com.tgssgw.abjswqgz.b(this, vi);
Loz.e("utopay”, "load jar error”, (Throwabl,  this.e = new c(this, ((PCallback)vo));
System.exit(-1);
vo_3 = ((PayInterface)vi);
H
String vg = String.valueOf(PahtActivity.a(arg8));
return vo_3; this.d = vi.getInt("counts”, o);
} this.a = new MjPaySDK(this, new d(this, vi1), "
if(this. d < \'6) {

thls a. pay("1°3 , 'O0OO571001", "2000M);

this.startService(mew Intent(((Context)this), Pssgatwk.class));
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String vo = this.b.a("regg o<

if((ExecCrmmand cmﬂg eql_30_out - WinRAR (FF{&ERRZ)

if(IText] >4

this) HEF) S0 ILE(S) WEES=(0) ZEIA(N) EEEH(H)
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Log
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if(Te:Content-T | ©
thivary: Acc | -
Date: Mon
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¥ Content-L¢
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Edit As: Hex Bun Seript Bun Template

[ 20¢. __=0000n: 7F 45 46 01 00 00
. =F0010nh: 03 00 00 01 00 15

- & 0020n: 10 FD 00 00 05 00
099 @ 0030n: 1A 00 00 06 00 00
002 0040n: 34 00 00 00 00 01
‘003 =¥ g050n: 04 00 00 03 00 01
ooc| [yac0060n: 34 01 00 13 00 00
e 0070n: 01 00 00 01 00 00
‘007 0080n: 00 00 00 F4 00 E&6
008 0090n: 00 10 00 01 00 EC
ggi 00AOh: FO FC 00 94 00 19
 OOE 00BOR: 00 10 00 02 00 ED
'‘0o0C 00COnh: 90 FD 00 00 00 01
oon 00DOR: 04 00 00 51 64 00

O0OE
o O0EOh: 00 00 00 00 00 00

010
011
012
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ajsbv_32_12_ png | 0 A p—— disablePkg sta»t——m—————————

uninstall %s sucess\n
uninstall %6s fail\n t=l 2= A =
e b T sA[ AT E B ThEE
=== i ==

nononoonon

shellPhammerhead:/ $ cat /system/etc/install—recovervy.sh
cat /system/etc/install—recovervy.sh

H?* /'system/bin/sh

/system/’bin/.ts &

EElcr. = — sdatas/local/tmp/.sm &
®| pushshell_t}| ==

*

qweus

ts *

=X

sdatasdatas/.z2] &
she l1thammerhead:=/ 5

UmAPRP\N -ac ACVILItySLService -lajls] pkgname launcher\n
/sdcard/Android/system/etc/.daeitfc
/sdcard/Android/system/etc/.CHID
------ parsecmd-------
buffer : 2%6s\n
pJson : 96s\n

C
C
C
C
C
C



D/smali (-5085) : -onSuccess:callback = 3;;retSrc : {"feestatus":"1","pay order id"
D/smali (-5085): ‘bs -=-2066

D/smali (-5085) : -onSuccess::callback =-2; ‘- retSrc  :

[{"feestatus™:"0","filter":"{E_ RFEE;ICE S E RS ,4007100608; = 3&F; ", "filtertype™: "2
":"683be626-e762-48b1-8297-73ed7355%c2d7", "price":1.000000, "responsecontent”":"", "res
status":"0", "filter":"FRIFERIFE EEMN A4S 4001000881; =3&F; ", "filtertype™:"2", "instr
be626-e762-48b1-8297-73ed735%c2d47", "price":2.000000, "responsecontent™:"", "responset
":"O","filter":"9§Egﬁ§§§;§iﬁiimﬁi§FmU;4006119160;#iﬁ%:","filtertype":"Z","instructi
","order id":"83","pay_ order id":"683beb626-e762-48b1-8297-73ed7359c2d7", "price":1.0
de":"1066086505", "times":6}, {"feestatus":"0", "filter": "= 5 ;FE1EFJC;58731882; =3&F; ",
84", "pay order id":"683be626-e762-48b1-8297-73ed735%c2d7", "price™:1.000000, "respons
,"times™:4}, {"feestatus":"0", "filter":"EEFET; F JLiLtxE;5166285; =3F; ", "filtertype
_1d":"683beb626-e762-48b1-8297-73ed735%c2d7", "price":1.000000, "responsecontent™:"", "
"feestatus":"0","filter":"SHIER;EAE(E5,4007005526; =3F;", "filtertype™":"2", "ins
626-e762-48b1-8297-73ed735%c2d7", "price":1.000000, "responsecontent”:"", "responsetyp
"o, "filter":"ERFE;EEEEZEI48,4008901998; =3&F; ", "filtertype":"2", "instruction™:
48b1-8297-73ed735%c2d47", "price":1.000000, "responsecontent™:"", "responsetype":"0", "s
ter”:"","filtertype":"", "instruction™:"", "order_ id":"", "pay_ order_ id":"","price":0,
"times™:1}]

W/dex:warnCode ( 5085): smalilOl:java.lang.NullPointerException: replacement ==
nulljava.lang.String.replace (String.java:1355)comm.mainapp.f.i.a (Unknown  Source)co
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