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Safe	Harbor	Statement	
The	following	is	intended	to	outline	our	general	product	direcCon.	It	is	intended	for	
informaCon	purposes	only,	and	may	not	be	incorporated	into	any	contract.	It	is	not	a	
commitment	to	deliver	any	material,	code,	or	funcConality,	and	should	not	be	relied	upon	
in	making	purchasing	decisions.	The	development,	release,	and	Cming	of	any	features	or	
funcConality	described	for	Oracle’s	products	remains	at	the	sole	discreCon	of	Oracle.	
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Crypto	Toolkit	for	
ApplicaCons	

Row	Level	Security																																										Key	Management	

Data	EncrypCon	

EVALUATE	 PREVENT	 DETECT	 DATA	DRIVEN	SECURITY	

Security	ConfiguraCon																															

SensiCve		
Data	Discovery													

Privilege	Analysis																																														
		

DBA	&	OperaCon	Controls	
	

Database	AudiCng	

	Database	/	SQL	Firewall	

Real	ApplicaCon	Security	

Label	based	Security	

Centralized	Monitoring	

Security	Assessment																					 AlerCng	
	&	ReporCng	

Data	RedacCon	

Data	Masking	and	
SubseZng	

Defense-in-Depth	Security	for	Databases	
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Typical	ApplicaCon	Architecture	
LDAP	

User	

ApplicaCon		
Servers	
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Problems	with	Typical	ImplementaCons	
• All	data	is	treated	the	same	

– Regardless	of	sensiCvity	or	importance	

• ApplicaCon	always	runs	with	all	the	privileges	it	will	ever	need	
– Independent	of	end-user	or	operaCon	being	performed	

• Database	security	protecCons	don’t	match	the	applicaCon	
– Need	richer,	applicaCon-specific	policies	

•  Insufficient	audiCng	
– To	monitor	applicaCon	users	and	those	who	bypass	it	
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Five	Areas	to	Consider	

SensiCve	Data	

Least	Privilege	

Basic	Access	Control	

ApplicaCon-Specific	ProtecCon	

AudiCng	
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Dealing	with	SensiCve	Data	
•  Examples	of	sensiCve	data	

– Personally	idenCfiable	informaCon	(e.g.	name,	phone,	naConal	id)	
– Private	records	(e.g.	medical,	academic)	
– High-value	informaCon	(e.g.	corporate	financials,	intellectual	property)	

• Key	issues	
– Discovering	which	informaCon	in	the	database	is	sensiCve	
– Exposing	sensiCve	data	only	in	controlled	ways	
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Discovering	SensiCve	Data	

•  IdenCfy	and	catalog	sensiCve	data	
– Enterprise	Manager	
– DB	Security	Assessment	Tool	(DBSAT)		

•  ApplicaCon	Data	Model	describes	sensiCve	types	and	relaConships	
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Real-Cme	redacCon	of	sensiCve	data	
based	on	context	

Transparent	to	applicaCons.	No	code	
changes	required	

Consistent	enforcement	within	the	
database	

No	changes	in	regular	database	
operaCons	
	

Oracle	Data	RedacCon	

Call	Center	

Credit	Card	
Processing	

Credit	Card	Numbers	
4451-2172-9841-4368	
5106-8395-2095-5938	
7830-0032-0294-1827	

4451-2172-9841-4368	

xxxx-xxxx-xxxx-4368	
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052-51-2147	 XXX-XX-2147	

Supported	TransformaCons	
Stored	Data	 Redacted	Results	

10/09/1992	

Cm.lee@acme.com	 [hidden]@acme.com	

4451-2172-9841-4368	 4943-6344-0547-0110	

Full	

ParIal	

Reg	Exp	

Random	

01/01/2001	
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SensiCve	Data	

Least	Privilege	

Basic	Access	Control	

ApplicaCon-Specific	ProtecCon	

AudiCng	

1	

2	

3	

4	

5	

13	



Copyright	©	2017,	Oracle	and/or	its	affiliates.	All	rights	reserved.			

Principle	of	Least	Privilege	
• Run	each	program	with	the	minimum	privileges	needed	to	perform	its	
intended	funcCon	

•  Limits	possible	damage	if	
– The	program	contains	a	bug	
– A	vulnerability	is	exploited	by	an	aDacker	

•  Sounds	obvious,	but	this	principle	is	violated	all	the	Cme	
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Review	of	Database	Privileges	and	Roles	
•  The	Oracle	database	supports	two	types	of	privilege	
• Object	privileges	allow	an	operaCon	on	a	specific	object	

– grant	SELECT	on	HR.EMPLOYEES	to	SCOTT	

•  System	privileges	apply	to	any	object	or	to	the	database	as	a	whole	
– grant	DROP	ANY	TABLE	to	SCOTT	
– grant	ALTER	DATABASE	to	SCOTT	

• Can	assign	privileges	directly	to	users	or	indirectly	via	roles	
• PL/SQL	code	can	use	either	owner’s	or	caller’s	privileges	

– Definer’s	vs.	invoker’s	rights	
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Schema	SeparaCon	
•  Less powerful runtime account 

– No system privileges or DDL 

•  Sensitive tables protected from 
runtime user 
–  VPD, Label Security, RAS 

•  PL/SQL packages called by 
RUNTIME 
–  Invoker’s rights 

•  Administrative packages run with 
HR privileges 
– Definer’s rights 

 
 

User 

HR Admin 

 App 
Server 

RUNTIME 

HR 

DBA 

Update 
Employee 

Query 
Employee 

Proxy	

EMP Table 
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Code-Based	Access	Control	
•  StarCng	with	Oracle	12c,	a	way	to	associate	privileges	with	code	instead	of	
users	

• Grant	roles	to	a	PL/SQL	procedure	or	funcCon	
– Privileges	are	acCve	only	while	execuCng	this	block	of	code	

•  Similar	in	effect	to	definer’s	rights,	except	
– Normal	DR	procedure	uses	only	privileges	directly	granted	to	owner,	not	roles	
– Different	procedures	with	the	same	owner	can	have	different	roles	
– Works	with	both	definer’s	and	invoker’s	rights	procedures	

17	



Copyright	©	2017,	Oracle	and/or	its	affiliates.	All	rights	reserved.			

Which	Privileges	Do	I	Need?	
• We	want	to	grant	specific	privileges	to	each	user	or	schema	
• But	how	do	we	know	which	privileges	to	grant?	
•  Start	with	analysis	of	the	program,	but	…	

– Want	to	confirm	that	analysis	empirically	
– What	about	exisCng	programs?	
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Database	Vault	Privilege	Analysis	
• Capture	and	report	on	database	privilege	usage	at	runCme	

– For	users,	sessions,	and	roles	(incl.	PUBLIC)	
– Show	used	System,	Object,	and	Public	privileges	
– Show	how	the	user	got	the	privilege	

•  Show	unused	system	and	object	privileges	
• Administrator	can	modify	privilege	grants	based	on	results	
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Unused	Privileges	Report	
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Used	Privileges	Report	
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Five	Areas	to	Consider	

SensiCve	Data	

Least	Privilege	

Basic	Access	Control	

ApplicaCon-Specific	ProtecCon	

AudiCng	
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Virtual	Private	Database	

•  Restrict	access	to	subset	of	data	
–  Row	filtering	
–  Column	masking	

•  Customizable	policies	
–  ApplicaCon	context	value	
–  Current	system	state	
–  Current	and	foreign	tables	

Database	Enforced	Row	Level	Security	

VPD	
Policy	Select	*	from	Orders		

	
	
	
Where	Region	=	'EU'	

Where	Region=	'US'	

Select	*	from	Orders	

ORDER
S	Sales	Rep	

US	Region	

EU	Region	
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Oracle	Label	Security	

•  Classify	data	based	on	applicaCon	
•  Level,	Compartment,	Group	

•  AuthorizaCons	to	applicaCon	or	database	
users	

•  AuthorizaCons	can	be	managed	in	
directory	

Label	Based	Access	Control	

Oracle	Label	
Security	Policy	Select	*	from	Orders		

Select	*	from	Orders	

ORDERS
	 Label	Sales	Rep	

US	Region	

EU	Region	

CA	

CA	

US	
EU	

EU	

EU	
US	

24	



Copyright	©	2017,	Oracle	and/or	its	affiliates.	All	rights	reserved.			

Who	Is	Trying	to	Access	Data?	

•  End	user	idenCty	must	be	known	to	the	database	
– Database	can	manage	users	for	client-server	applicaCons	
– Three-Cer	applicaCon	must	propagate	user	idenCty	to	database	

• Allows	database	to	enforce	access	control	based	on	user	idenCty	
• Allows	audiCng	to	track	who	actually	performed	the	operaCon	

Access	Control	Requires	AuthenIcaIon	
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ApplicaCon	Context	

•  InformaCon	about	current	session	
• Most	predefined	aDributes	cannot	be	modified	

USERENV	Fixed	
ADributes	

• Set	by	DBMS_APPLICATION_INFO,	JDBC,	OCI	
• Recorded	in	audit	trail	

USERENV	Modifiable	
ADributes	

• Key-value	pairs	set	by	designated	PL/SQL	package	
• Each	applicaCon	has	its	own	namespace	

ApplicaCon	
Namespace	
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AuthenCcaCng	the	ApplicaCon	

•  Secure	database-external	locaCon	to	store	applicaCon	
and	user	passwords	
– Leverages	the	Oracle	Wallet	
– Passwords	never	in	the	clear	on	file	system	
– Accessible	from	OCI,	SQL*Plus,	JDBC	

•  Supports	using	different	password	credenCals	for	
different	databases	

Secure	External	Password	Store	

Oracle	Wallet	
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Five	Areas	to	Consider	

SensiCve	Data	

Least	Privilege	

Basic	Access	Control	

ApplicaCon-Specific	ProtecCon	

AudiCng	

1	

2	

3	

4	

5	
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•  Support	ApplicaCon	Users	and	Sessions	
– Schema-less	user,	Security	and	applicaCon	context	in	DB	
	

•  Support	ApplicaCon	Privileges	and	Roles	
– E.g.,	ViewSalary,	RequestLeave,	ApproveLeave	privileges	
– E.g.,	Manager,	HR_Rep,	Approver	roles	

•  Support	fine-grained	data	access	control	on	rows	and	
columns	
– Based	on	user	operaCon	execuCon	context	
– Enforce	security	close	to	data	

Oracle	Real	ApplicaCon	Security	(RAS)	
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ApplicaCons	

AuthorizaCon	
Service	Interface	

RAS	Sessions	

ConnecCon	Pool	
Sessions	

RAS	Architecture	

Auth	

JDBC	

Web	users	

APEX	apps	

SQL*Plus	

IdenCty	
Manager	

DB	Sessions	

RAS	Sessions	

Data	Security	Policy	
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Example:	Access	Control	Requirements	
•  Employees	can	view	public	informaCon		
• An	employee	can	view	own	record,	update	contact	informaCon	
• Manager	can	view	salary	of	his/her	reports	

31	

Name	 Manager	 SSN	 Salary	 Phone	Number	

Adam	 Steven	 515.123.4567	

Neena	 Steven		 515.123.4568	

Nancy	 Neena	 515.124.4569	

Luis		 Nancy	 515.124.4567	

John		 Nancy		 515.124.4269	

Daniel	 Nancy	 515.124.4469	

Nancy Neena 108-51-4569 12030 650.111.3300 
  6900 

  8200 

  9000 
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Real	ApplicaCon	Security	Concepts	

• A	group	of	rows	represenCng	a	business	object	
– All	employees	
– My	own	employee	record	
– All	employees	reporCng	to	me	

• Assign	privileges	to	columns	
– viewSSN		for	SSN	column	
– viewSalary	for	Salary	column	

Data	Realms	

EMPLOYEE	table	

My	own	

My	reports	

viewSSN	 viewSalary	

All	records	
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Access	Control	List	(ACL)	

-Grant	select	to	Manager	

-Grant	viewSalary	to	Manager	 ApplicaIon	Privilege	

-select,viewSalary 

ApplicaIon	Privilege	

-select,viewSalary 

ApplicaIon	Role	

-	Manager 

ApplicaIon	Role	

-	Manager 
Data	Realm	

- Employees 
under my report 

Data	Realm	

- Employees 
under my report 

Real	ApplicaCon	Security	
Data	Security	Policy	Components	

Access	Control	List	(ACL)	

-Grant	select	to	Manager	

-Grant	viewSalary	to	Manager	

Data	Realm	

- Employees 
under my report 

§ Each	Data	Realm	has	an	associated	ACL	with	grants	
§ Data	Security	policy	is	a	collecCon	of	Data	Realms	and	ACLs	
 

ApplicaIon	Role	

-	Manager 

ApplicaIon	Privilege	

-select,viewSalary 
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Manager	
RAS	APEX	HR	ApplicaCon		

Can	view	
salaries	of	my	
reports	
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Oracle	Real	ApplicaCon	Security	
Uniform	AuthorizaIon	on	All	Access	Paths	

Direct	connect	to	
DB	with	SQLPLUS		

Manager	‘Nancy’	
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RAS	AdministraCon	Tool	

1.	All	records	
2.	My	record	
3.	My	reports	

Employees	
Table	

Restricted	
Salary	&	SSN	
Columns	

Privilege	
Grants	
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Data	Security	PaDerns	

• VP	can	view	employee	salaries	of	his	organizaCon	Session	aDribute	based	

• An	Employee	record	and	its	Job	History	line	items	are	protected	as	a	
single	logical	record	Master/Detail	

• Managers	in	each	region,	e.g.,	East	and	West,	access	employee	
records,	striped	based	on	region	Parameterized	Grant	

• HR	representaCve	can	change	job	designaCon,	if	the	employee	is	
assigned	to	him	CondiConally	related	

• A	contract	worker	needs	temporary	access	to	certain	employee	
records	ExcepCons	
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Five	Areas	to	Consider	

SensiCve	Data	

Least	Privilege	

Basic	Access	Control	

ApplicaCon-Specific	ProtecCon	

AudiCng	
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What	Actually	Happened?	
AudiIng	the	ApplicaIon	from	the	Database	

• Monitor	privileged	user	accounts	for	non-compliant	acCvity	
– Audit	non-applicaCon	access	to	sensiCve	data	(credit	card,	financial	data,	personally	
idenCfiable	informaCon,	etc.)	

• Verify	that	no	one	is	trying	to	bypass	the	applicaCon	controls/security		
• Audit	applicaCon	acCvity	selecCvely	

– Perhaps	audit	changes	to	the	most	sensiCve	data	even	from	within	the	applicaCon	
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Catch	Anomalies	with	CondiIonal	AudiIng		
Oracle	Database	AudiCng	

Policy	Based	

CondiConal	

Extensible	Syntax	

User	ExcepCons	

Unified	Audit	
Secure,	Performant	

Set	of	privileges,	objects,	acCons	
audiCng	managed	as	a	group	

MulC-factor	audiCng	to	easily	catch	
anomalies	

Audit	all	access	except	when	
connected	by	….	

Add	context	data:	realms,	labels,	
app	context,	etc.	
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Audit	Policy	Example	

• CREATE	AUDIT	POLICY	hr_app_policy	
			ACTIONS	ALL	ON	HR.EMPLOYEES	
			WHEN	'UPPER(SYS_CONTEXT	(''USERENV'',	''MODULE''))	!=	''HR_APP'')'	
EVALUATE	PER	SESSION;	

• AUDIT	POLICY	hr_app_policy	EXCEPT	hr;	

Audit	Accesses	that	Bypass	ApplicaIon	Code	
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Bringing	it		
all	together…	
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Summary	
•  Think	security	from	the	beginning	
•  IdenCfy	and	catalog	sensiCve	data	
• Minimize	privilege	based	on	user	and	acCon	
• Use	Database	Security	to	control	access	to	data	

– Consistent	enforcement	
– Easy	to	extend	and	adapt	
– Close	to	data	and	not	bypassable	

• Audit	changes	to	applicaCon	and	data	

43	



Copyright	©	2017,	Oracle	and/or	its	affiliates.	All	rights	reserved.			

Visit	Us	in	the	Oracle	Database	Security	Demo	Grounds	
Demo	Booth	Title	 Featured	SoluIons	

AuthenIcaIon	&	AuthorizaIon	 Centrally	Managed	Users,	Database	Vault,	Real	ApplicaIon	Security,	Label	
Security	

EncrypIon	&	Key	Management	 Transparent	Data	EncrypIon,	Key	Vault,	Data	RedacIon	

AudiIng	and	AcIvity	Monitoring	 Database	AudiIng,	Audit	Vault	and	Database	Firewall,	Data	Security	Cloud	
Service	-	AudiIng	

Database	Security	for	ApplicaIon	Developers	 Database	Security	Assessment	Tool,	Data	Masking	and	Subse]ng,	Data	
Discovery	and	Data	Security	Cloud	Service	-	Masking	
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