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* I ZIRHE
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* Impossible ==> I'm possible



WAFTSRAIBE(EFE

filenamefEcontent-type M
.asp{80-90}

NTFS ADS

.asp...

boundaryA—E{
iis6S&klrasp.asp;asp.jpg
apachefi#triRiFlphp.php.ddd
boundaryfllcontent-dispositionH[El{i A\ 21T
hello.php:a.jpg?Afghello.<<<

10, filename=php.php

11, filename="a.txt";filename="a.php”
12, name=\n"file";filename="a.php"
13. content-disposition:\n

14, .htaccess{¥

15, a.jpg.\nphp

X4 24 24

X4

24 24 24

tDOONO’}H-thA

k4

16, ZiEcontent-dispositionfiiform-data=FER
17. php<5.3 BN | SHEEMFTE

18. ffl#=content-disposition: form-data;

19. content-disposition\00:

20, {char}+content-disposition

21. headkflcontent-type: tab

22, headskficontent-type: multipart/form-DATA
23, filename[GEMAKS

24, headkAIContent-Type: multipart/form-data;\n
25, .asp=Hg

26, .asp0x00.jpg#kEh

27. ¥boundary

28, file\nname="php.php"

29. headskcontent-typeZ=tg:

30, form-data=FERSnameFER3SIRA(IE




1EffiYUpload Fuzz

ontent-Type multipart/form-data oundary 5230819724336311641626959077

15230819724336311641626959077
ontent-Disposition form-data name filel filename .asp
ontent-Type application/octet-stream

15230819724336311641626959077--
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WAFIRZRAIB EEFE

1e1{union from}. \nkeyword. {+-""""~1@ () {} }keyword

10N AT B EHE B F 4. Error ReturniftitSifEs ...

Mssql :

0BT REBEHKHIFER. Error Returni& itk ...

Annotation :

- #, -+, l,---,1*,;%00, 120000/

Apache :

RN . HPP. HWEmethod. Wi/ Boundary%s ...

Nginx :

EATRRESE ...

Osx :

test.php{\xFC[\x80-\x83]}

Linux :

host"name

Windows & IIS :

Unicode. E§f%Unicode. ADSifi. NFHTTPEEIES. fEMTAeIE. BlietE. HPP. WijZBoundary. GET / POST#M G, T FAF ] L
REEHFRHE ...

Encoder :

Json. Unicode. Base64. Url Encode. Html. Serialize. &L ...
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Detection
| POST Body
Vo POST
POST/GET

H'/AMethod?‘ZT}ElE%M‘VAMethod

|POSTILSRAIFH ARBIIERIR , URIZTF28I0E. . .
1ERELSLN , FHRHTATREHR. . .

A

| Handle The

Request
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o JBOHR
o HROHR
o FUHNLSS === B
. chzléﬁiﬁﬁﬁlliﬁ{@iﬁ\mﬁﬁilﬁlﬁ\lssue%BﬁE%)S‘Zi%Uﬂ

o A SN RS
o NZJNEFAIBTEWAFEAL RN
N = B2 g0 F/ e
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e FEOR
o BROER

o ML SS === FH3E

o A SN R D
=L GEL

o NZJNEEABE WAF AR RN

SEEgPANE
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« JUOHR
o HROHR
o Mg === B3

o A AE RN B[R
o NZJIVEEARTE TH WAFZEAA R N,
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7 Y:
- FROER
- BBNKE

- BEEERY :

- BE{ETOPHIRRIIRZEEDHE Fo o -

o SREVHIFEE S HEITEIRRSY , SEAHTIRETT

o EFVBHFRIFEIRSEIEARS | §&(Service Unavailable
- REEEHY -

» Buffer overflow

- WAFRNZEEYaFERR , TERERRXFN. . .



Mt WAFNEZEIE

- ¥ =WAF
- K %*EFDemOE’J%MJ

4 F— = WAFBIiE . PayloadlFSE%s | EFEALIE. TRE—
G R + ERT,

map(lambda x:waf target_list.append(x.strip()),open(‘waf_target.txt'))

now_target = .choice(waf_target_list)

- EFENZERE , NMEPRREFuzz , REFEHE. dIFFFEDE , crash 7 &%,



MRt WAFINZES

*© FXI=WAF

o ARER(SDemolIFRT
- ZWEHuLFEHITILRBENFuzz , #INZE/D50+

« ¥XfIPS /IDS

- RAJREeE R B AR E RN
- AEIRSNUEEXP

- EIXIEHUBGIFEA

- WAFF{ERRRT , RuleEIEXIENE
- EFENZERE , NMEPRREFuzz , REFEHE. dIFFFEDE , crash 7 &%,






MRt WAFINZES

« EXI=WAF

o ARER(SDemolIFRT
- ZWEHuLFEHITILRBENFuzz , #INZE/D50+

. £3JIPS / IDS

- RAJREeE R B AR E RN
- AEIRSNUEEXP

°  ETRIEABHIFERY

- WAFF{ERRRT , RuleEIEXIENE
- EFENZERE , NMEPRREFuzz , REFEHE. dIFFFEDE , crash 7 &%,
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B5RIAZAYSQLchop

* X{UCFGLHELFIRNEA.
- BiIREZREIREI TO(N).
- BIARESR A ERRITERE T O
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>>> chop.classify({'urlpath’:'/?id=1 union select from users'}, True)
{'payloads'’: [{'key": ",

'score’: :

'source’: 'urlpath: querystring_decode ',

'value': '1 union select password from users'}],

'result’: '}

>>> chop.classify({'urlpath':'/?id=1 union select from users'}, True)

{'payloads": [{'key" ",
'score’:

password

<type bareword>
'source’: 'urlpath: queryst

value': '1 union select st straight_join

result’: '} <keyword straight_join>
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Keywords Fuzz — fE{fscore{B

o BIEFEPE , AIRARIAR ?
o FlFIXLEkeywordfF{KscorelE
o MRZEFuzz{Fscore(BIESHIM keyword Z[B]—“437”
o HE—RYBTR : PE{Kscore(E , RIEFERE/INMEBETIEE.



Keywords Fuzz — fE{fscore{B

>>> chop.classify({'urlpath':'/?id=1 union select'}, True)

{'payloads’: [{'key": ",
'score’ :

'source’: 'urlpath: querystring_decode ',
'value': '1 union select'}],
'result’: '}




Keywords Fuzz — fE{fscore{B

>>> chop.classify({'urlpath':'/?id=1 union select'}, True)
{'payloads': [{'key": ",

'score’: 0.2014707624912262,

'source’: 'urlpath: querystring_decode ',

'value': "1 union%2d%2d%01%0aselect'},

{key"",

'score’: 0.20900000631809235,

'source’: 'urlpath: url_decode querystring_decode ',
'value': '1 union--\x01\nselect'},

LG
'score’ :
'source’: 'urlpath: url_decode querystring_decode whitespaces '
'value': "1 union-- select'}],
'result’




Keywords Fuzz — Down,

>>> chop.classify({'urlpath":'/?id=1 union
ddd'},True)
{'payloads': [{'key": ",
'score’: 0.2906666696071625,
'source’: 'urlpath: querystring_decode ',
'value': "1 union%2d%2d%01%0aselect password as ddd from ddd'},
{key" ",
'score’; 1.8533333539962769,
'source’: 'urlpath: url_decode querystring_decode ',
'value': "1 union--\x01\nselect password as ddd from ddd'},
{key" ",
'score”: 2.0899999141693115,
'source’: 'urlpath: url_decode querystring_decode whitespaces ',
'value': "1 union-- select password as ddd from ddd'}],
'result’: "}
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