














Chain in Mobile Pwn20wn 2016 Android Category















e What if itself is also JITed?









backing store

backing store






Chain in Pwn20wn 2016 OSX category
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Sandboxed App WindowServer Service
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: IGAccelSurface IGAccelGLContext IGAccelVideoContext
|
|
|

Nvidia Graphics Intel Graphics

Implementation Implementation




https://github.com/sektioneins/sandbox toolkit



https://github.com/sektioneins/sandbox_toolkit
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bool

const

//...

bool true;
IPC_BEGIN_MESSAGE_MAP(RenderWidgetHostViewAndroid, message)
IPC_MESSAGE_HANDLER(ViewHostMsg_StartContentintent, OnStartContentintent)
IPC_MESSAGE_HANDLER(ViewHostMsg_SmartClipDataExtracted,
OnSmartClipDataExtracted)
IPC_MESSAGE_HANDLER(ViewHostMsg_ShowUnhandledTapUIlIfNeeded,
OnShowUnhandledTapUlIfNeeded)
IPC_MESSAGE_UNHANDLED(handled = false)

IPC_END_MESSAGE_MAP()

return



intent = Intent.parseUri(intentUrl, Intent.URI_INTENT_SCHEME);

CVE-2016-5197
Arbitrary intent start in broker

context.startActivity(intent);



* Blindly opens any intent-controlled URL






Privilege escalations












CVE-2015-6637

* CVE-2016-3832



host ctl = mtk _msdc_host[msdc_ctl->host num]; <== Bug here

host->ops->enable(host); <== Code execution



# ps -Z | grep "em_svr"
u:r:em_svr:s@ system 619 1 /system/bin/em_svr

# cat giku_av.txt | grep "ALLOW " | grep ">misc_sd_device" | grep "ioctl"

[AV] 4378: ALLOW factory-->misc_sd_device (chr_file) [ioctl read open]

[AV] 7554: ALLOW em _svr-->misc_sd device (chr_file) [ioctl read open]

[AV] 10552: ALLOW unconfineddomain-->misc_sd device (file) [append create write ...
recovery-->misc_sd_device (chr_file) [append create execute .
>misc_sd device (chr_file) [append create ...
[ioctl read open]

[AV] 12202: ALLOW mmc_ffu-->misc_sd_device (chr_file) [ioctl read open]

[AV] 10556: ALLOW
.. [AV] 10559: ALLOW unconfineddomain--
[AV] 10562: ALLOW vold-->misc_sd device (chr_file)



em_srv

# cat giku_av.txt | grep "ALLOW " | grep "em_svr-->" | grep "execute"

[AV] 4418: ALLOW em svr-->system file (file) [execute_no_trans]

[AV] 5393: ALLOW em _svr-->shell exec (file) [execute read execute_no_trans open] [AV]
6076: ALLOW em_svr-->thermal _manager_exec (file) [execute getattr read ... [AV] 7135:
ALLOW em_svr-->em_svr_exec (file) [execute getattr read entrypoint open]



1.# cat giku_av.txt | grep "ALLOW " | grep ">em_svr" | grep "connect"
[AV] 2244: ALLOW radio-->em_svr (unix_stream_socket) [connectto]
[AV] 8567: ALLOW em svr-->em_svr (unix_stream_socket) [append bind

connect ... [AV] 8571: ALLOW em_svr-->em_svr (unix_dgram_socket)
[append bind connect ...



system_server
radio

— bindBackupAgent
system_app





















