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Fuzz tools

]
Peach

http://www.peachfuzzer.com

https://github.com/fuzzing/MFFA

https://github.com/google/honggfuzz

http://Icamtuf.coredump.cx/afl/

http://bbs.pediy.com/showthread.php?t=176420
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MEFA + Peach
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Z M. skia fuzz

9-patch (also known as NinePatch)
is an Android-specific extension to
the PNG image format that allows
for automatic scaling of images



ZH: skia fuzz



2. skia fuzz (CVE-2015-1532 Reproduce)



2. stagefright fuzz

@ buildthe module

frameworks/av/cmds/'stagefright
mma

@ push themodule
/datall ocal /tmp/

@ run themodule

Jsagefright —a
Jstagefright -s
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Zf|: stagefright fuzz (CVE-2016-0842 Duplicate)



Zf|: stagefright fuzz (CVE-2016-0842 Duplicate)



Zf|: stagefright fuzz (CVE-2016-0842 Duplicate)



Part. 04

BT RS

42



T F Je a4

FAEIN 56 =7 FE IR 22 T s B SCRESE = 07 R
5 &% & 1R 45 FH B SDK A2 75
AFAE 7 SE IR ? |




Q&A




A IEfEFREE

O SUfFEBRUBNZEHIBCHHE)

© Win. e
@)



i g

T H A N K S



