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Descriptive vs. Prescriptive Models
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Descriptive vs. Prescriptive Models

Prescriptive Models Descriptive Models

* Prescriptive models describe what » Descriptive models describe what
you should do. is actually happening.
SAFECode - The BSIMM is a descriptive model
SAMM that can be used to measure any
SDL number of prescriptive SSDLs.

* Touchpoints

» Every firm has a methodology they G
follow (often a hybrid). 8‘%:' BSIMM

(.

* You need an SSDL.

SYNoPSys:
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2008: Building BSIMM

* BIG idea: Build a maturity model from actual data gathered from 9
well-known large-scale software security initiatives.

— Create a software security framework.

— Interview 9 firms in-person.

— Discover 110 activities through observation (1 removed, 4 added later).
— Organize the activities in 3 levels.

—Build a scorecard.

 The model has been validated with data
from 146 firms (109 in BSIMMS).

— 321 distinct measurements over time

— 36 over time (one firm 5 times)

* There is no special snowflake.
© 2017 Synopsys, Inc. 6 S‘/"UPS‘/S®



BSIMM: Software security measurement gl:(.)_‘l

» 146 firms measured (data freshness)
« BSIMMS8 = data from 109 real initiatives

* McGraw, Migues, and West

= BSIMM SYNOPSYS "\_ NETSUITE

O O I I I
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HtZe /A (SSG ) + EEEf/NE ( Satellite ) + Hith

a Satellite ‘ @
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\ Gartner: Security Champion

Satellite

Bug(50) vs Flaw(50)
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it R eHESR SSF (Software Security Framework)

SSDLfit=

BhE

© 2017 Synopsys, Inc. 15

12 3 113

7. FAEBR(AA)
8. {LFIHE(CR)
9. ZTLiMi(ST)

10. E&EMit(PT)
11. EXHIRIE(SE)
12. B EENEZLBREE(CMVM)
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Real-World Data (109 Firms)

Initiative age Satellite size

+ Average: 3.9 + Average: 32.1
+ Newest: 0.1 + Smallest: O

+ Oldest: 19 + Largest: 1,400
+ Median: 2.5 | . Median: 0

+ Average: 11.6 « Average: 2,666
+ Smallest: 1 + Smallest: 20

+ Largest: 130 + Largest: 35,000
+ Median: 5.0 + Median: 800

© 2017 Synopsys, Inc. 18
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Configuration Mgmt. & Vulnerability Mgmt.
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Security Testing ) = Security Features & Design
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Architecture Analysis
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Strategy & Mefrics
30

Configuration Mgmt. & Vulnerability Mgmt. Compliance & Policy

/ -
|
K Software Environment ' l s Training
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Architecture Analysis

C—.— Cloud (16 of 109) ) | (-.- Financial (47 of 109) ) | C* ISV (38 of 109) )
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Strategy & Metrics

B0
Configuration Mgmt. & Vulnerability Mgmt. Compliance & Paolicy
Software Environment = .‘ ‘ Training
vvl‘ \\
Penetration Testing Attack Models
Security Testing ’ Security Features & Design
Code Review Standards & Requirements

Architecture Analysis

C-.- Internet of Things (12 of 109) ) \ C—.— Healthcare (17 of 109) ) | C-.- Insurance (11 of 109) )
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Strategy & Metrics
30
Configuration Mgmt. & Vulnerability Mgmt. Compliance & Policy

Software Environment | > ; Training

Attack Models

N

VS Penetration Testing

Security Testing . Security Features & Design

Code Review Standards & Reguirements

Architecture Analysis

( w=ll= Cloud (16 of 109) ) 1 C* Healthcare (17 of 109) )
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The Maturity Action Plan roadmap

\ L \ i A ;‘:"ﬁﬁﬁ*;
HERES Bk i¥4ARoadmap
22 — (T

5 (O i —>

 BSIMM or Survey Maturity Action Plan
[ Design ] [ Coding ] [ Testing ]
Prevent Fix Find
Interviews Review, Interview and Collaborate Detailed implementation plans
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Capability areas considered in a MAP

o Satellite

People « Training and Awareness

« Attack Intelligence

» Software Development Life Cycle (SDLC) Gates
« Open Source

* Metrics .

* Vendor Management

Penetration Testing
Design Review
Code Review
Quality Assurance

Verification

© 2017 Synopsys, Inc. 34 34 S‘/"[]PS‘/S®



Sample Deliverables — Implementation Roadmap

Timeline

DEVELOPER ENABLEMENT - Security Training Intermial | mmmms e s o ot e ot e s
. . " = = perationalize
Develop and implement application security curriculum EXErNal| moc i s s et o s s o i o o o o e |
Key Activities Key Considerations m

Develop training curriculum = HR: CISO-governance and SSG resources to work together to develop arole-based
* Inventory development languages and frameworks in use across development training program focused on application security

teams. Focusing on the most common development languages and frameworks. = Technical: Learning management system to deliver and report student attendance,

Identify areas within application security and/or compliance that needs immediate progress efc.

attention. ] ] ] = Business: Incentivize on-going training for employees
* Determine the number of developers, architects, QA, business owners and third- L ) . . ) )

party contractors who will be part of curriculum. Update the application security = Operations: New-hire employee and contractor training. Identify security champions

policy to include the training requirement for all SSDLC participants.

Implement training curriculum Key Dependencies Drlvers
* Identify internal resources to build the curriculum. Alternatively, evaluate externally I—I

available courses that are current and updated regularly = Learning management system Govemance
»  Structure the curriculum to build knowledge sequentially. Use a mix of instructor- = Role-based curriculum -

led, computer-based delivery methods to deliver courses for maximum impact. = Common development languages, frameworks and compliance requirements SDLC Touchpoints
Enfor ent Developer Enablement
» SSG works with HR to enforce security training as part of the new-hire on-boarding P

for SDLC participants. Encourage attendance to ongoing training by incentivizing . .

employees during performance reviews. Implementation Risks Expected Improvement
+ Build and enhance security champions group using training data.
= Lack of regular updates to the training material will render it obsolete and will result

in an ineffective training program
= Lack of attendance or enforcement will resultin poor implementation of the program @

Initial Cost Driver Analysis Key Stakeholders
Cost Category Ongoing = SSG to help develop the role-
based training curriculum focused

on application security
= A third-party developed role-based curriculum focused on application security would = CISO-governance to implement

Resources be faster and efficient to implement than using internal resources to do the same. and enforce the training program
= Developers, EA, QA to complete
. - = External cost assumes building a role-based CBT curriculum delivered on an annual their assigned courses
Expenditure F F basis to 500 developers along with some ILT courses delivered to targeted audience
$100K — $300K $100K — $300K
‘ Activity milestone using internal resources Activity Progress

°
R ) ) ) ) ' Ful-time resource
Activity milestone using external providers — mmm s mes wes wem wes wew wes om0 Ongoing Refinement
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Sample Deliverables — 2 Year Roadmap

Year 1 Year 2

Define polides and
standards

Pilot Policies and Standards

GOVERNANCE

Enhance risk
management

Develop application risk ranking ?
approach
Develop business case review
process

SAR pilot planning ™ SAR pilot execution S e

planning

- . 2 = SAST operational B e e
SAST pilot planning g SAST pilot execution S rine iy it o ittt ey tetioringt iy Sttt ey Bty

2
g
2

Design open source
management program ‘€3
e Implement open source management program 1:‘_-_‘:_iii:li:b‘(@éi‘[fggper‘;-jﬁg}_fs_iii:iii‘_it_i]
Develant e ———————————— e
evelo raming : =
i S st v .
curriculum I R e e T o B T e T T T T e T e T T T e e
curriculum

Develop secure coding guidelines Z

Implement secure coding guidelines Enforce guidelines !

Define security

champions —- Pilot security champions

program

DEVELOPER ENABLEMENT

Leverage attack

intelligence

© 2017 Synopsys, Inc. 36
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Synopsys Software Integrity Portfolio
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Thank You!
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