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Elasticsearch在移动病毒侦测领域应⽤用那
些事⼉儿

Mobile Threat Response Team 
李李啸（White Li）
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关于我
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● 李李啸（White Li）. 

● 百度，⼩小⽶米，华为南研（SRE、Developer） 

● 趋势科技（ Senior Developer /Ops ） 

● 移动专家系统开发（android/mac/ios） 

● white_li@trendmicro.com.cn 

● https://github.com/swordsmanli 

● Based in Nanking.
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移动病毒激增
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话题
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• 移动病毒特征与Elasticsearch 
• 病毒⻓长啥样 
• 权限模型简介 
• 危险的权限 
• 病毒特征(提取，存储，查询) 
• Elasticsearch引擎 
• 分集群存储 
• 集群数据

• Predator 
• 烦⼈人的DSL 

• 多表联合查询 
• Threat Inteligence
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⼀一个ransomware病毒
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Android权限模型
权限模型

AndroidManifest.xml
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危险的权限
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病毒特征 – 提取

我们认为病毒⼀一定存在可疑权限的使⽤用特征

提取出来

Malicious.apk

Androidmanifest.xml
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病毒特征 – 存储

⼀一个manifest抽取出来了了， 怎么存储呢？

存mysql？

存Mongodb？ 存Elasticsearch????
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病毒特征 – 检索

Mysql:select sha256 from table1 where permissions in [“p1”, “pn”]

Mongo:db.collection1.find(“uses-permissions”: {“$in”: [‘p1,p2,.., pn’]})

We are not  Attributes  = Query(samples)
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救我，Elasticsearch?

如果我想通过特征检索病毒可以吗？ 
Samples = Query(signatures)

! Easy to scale (Distributed) 
! Everything is one JSON call away (RESTful 
API) 
! Unleashed power of Lucene under the hood 
! Excellent Query DSL 
! Multi-tenancy 
! Support for advanced search features (Full 
Text) 
! Configurable and Extensible 
! Document Oriented 
! Schema free 
! Conflict management 
! Active community 
.
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病毒特征 – Elasticsearch查询
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多维特征

只有权限特征⼀一定会有False Alert？

sample

Permission特征

证书特征

字符串串特征

⽂文件关系特征

域名特征
。。。。。。

function特征
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多维特征 – 存储
字符串串特征

可以考虑 
"_source": { 
  "enabled": true 
},

对于需要query strings.json的情况 
{ 
    “sha256”:”xxxx”, 
    “mfs_url”: “mfs://xxxx.string.json” 
}
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多维特征检索
可以做复杂的关联查询 Template控制复杂mapping



Elasticsearch引擎
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架构优点:

• 性能(病毒测试)

• 硬件资源利利⽤用

• 运维简单

• 扩展性好

• 容错性好
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分库存储

问题:

数据源不不同

频繁更更新

indexing性能

⻛风险控制



集群数据
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• 32+ nodes

• 100TB+ data

• 80 billion+ docs



数据级别
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Predator
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SQL on 
Elasticsearch



烦⼈人的DSL
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SQL statement: 
SELECT elasticsearch 
FROM meetup  
WHERE 
location="nanking"  
AND type='offline'  
AND sponsor  
IN  
('@elastic', 
'TrendMicro')

SQL-Like表达式⽐比较受
Developer的欢迎.
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Predator -- dashboard

⽀支持跨表检索

SQL⽀支持

优先级/缓存

Metrics统计

查询控制
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Predator引擎设计
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情报智能
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更更多

Metrics

Logging

ELK
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Q&A

谢谢
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Backup Slide
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Backup -- Priority Scan
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Backup Metrics
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Backup 我们做什什么？



Backup Pros and Cons -- Partition
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我们来讨论下Pros and Cons

Pros： 
• Code Logical clear. 
• Speed up indexing rate. 
• Avoid frequently update. 
• High available, Scalable which lower down 

interference.
Cons: 
• Not stay in same shard. 
• Drop Posting lists join using bitset (filter in-

memory). 
• Drop Posting lists join using skip-list (random access 

disk). 
• Need high performance cross cluster/type 

supporting tool.


