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Kubernetes Service�Endpoints

Label	Selector

Label:	app=backend
IP:	172.17.10.1
Port:	80

Label:	app=MyApp

ContainerContainer

Label:	app=backend
IP:	172.17.10.2
Port:	80

Label:	app=MyApp

ContainerContainer

Replication	Controller

Label:	app=MyApp
Replicas:	2

Service	<10.0.0.11>:<9376>

Label:	app=MyApp

Endpoints:	track	backend	pod	changes
<172.17.10.1>:<80>
<172.17.10.2>:<80>
...

Cluster	DNS	record:
pod1.clusterdomain
pod2.clusterdomain
...
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IptablesG:��
• �Z�¾O��N�´±¹�Netfilter¥�¢� Xtables �tuRlinux�x¿�=Ç
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IptablesE��º®1�¬¯;¡

• IptablesU"%Plf.�
Ø DNAT=QIPP73oIFX

iptables -t nat -A PREROUTING -d 1.2.3.4/32 --dport 80 -j DNAT --to-destination 10.20.30.40:8080

• IptablesU"%dgR_�
Ø statisticNS�O�2ob]Jk

iptables -t nat -A PREROUTING -d 1.2.3.4 --dport 80 -m statistic --mode random --probability .25 -j 

DNAT --to-destination 10.20.30.40:8080

• IptablesU"%!c>C�
Ø recentNSb]!c>CEm

iptables -t nat –A FOO -m recent --rcheck --seconds 3600 --reap --name BAR -j BAR
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Iptables�¬¯;¡�½Ä

• aBVo,jE@
KUBE-SERVICES»_�Å¼�KUBE-SVC-*»�©½|	service�¤¶/|s»�!

+¹�h¾?rPO(N)
• aBHDE@
Â>ºT

• 0B?o
V��C9Aºiptables¥�»h�>&/ Á¥����kernel lock

Another app is currently holding the xtables lock. Perhaps you want to use the -w option?

• 0Ro
5�E�[F�n'�ª�^h¾lf�¸�I�³`eSÇ



Iptables¥�+¹hQ

&4�0P[��k�service�kube-services461#chain



lfIptables¥��hQ
• E@'QON�
Ø &�%�������)��(�-	�
����(�-���-����$'

Ø ����������!�"
����(�-# �
ü =]<cv� ��� �	���� -�

ü )�0�bAv�

ü )�i��?v� ��� �	��������

ü v�bAGc0)��
�	�	���

• 5K service�40K aB��T*nKiptablesaB�^E11min
• 20K service�160K aB��T*nKiptablesaB�^E5h
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• #RMAtLWriptablesaB

• IPVS



wW�u�iptables¥�
1.2.0.0/16

1.2.1.0/24 1.2.2.0/24

1.2.1.1/32 1.2.1.2/32 1.2.2.1/32 Service	IP

,(Bc.e7%��>rKoe7(m)3Bc.e7O( !" )
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��jIPVS�IP Virtual Server�

• Linux�xE��L4 LB�LVS¬¯;¡�E�

• <�netfilter, hash table

• c^TCP, UDP�SCTP.§�IPV4�IPV6

• c^@�¬¯;¡��

Ø rr, wrr, lc, wlc, sh, dh, lblc…

• c^�ª�^

Ø persistent connection«P�}
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IPVS��®1zT

• c^��LBzT: Direct Routing(DR), Tunneling, NAT

Ø DRzTL�9L2�mX���c^�2iK
Ø TunnelingzT�IP)J£IP)��c^�2iK
Ø DR7TunnelingzT�8�]d���±IPVS Director

Ø NATzTc^�2iK�8�]d�±IPVS Director - �x0��p3�
DNAT���SNAT
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IPVS��º®1

• YVVIP
ü dummy\G
# ip link add dev dummy0 type dummy
# ip addr add 192.168.2.2/32 dev dummy0
ü IPeS`
# ip route add to local 192.168.2.2/32 dev eth0 proto kernel
ü \GCK
# ifconfig eth0:1 192.168.2.2 netmask 255.255.255.255 up

• IPVS Virtual Server
# ipvsadm -A -t 192.168.60.200:80 -s rr -p 600

• IPVS Real Server
# ipvsadm -a -t 192.168.60.200:80 -r 172.17.1.2:80 –m
# ipvsadm -a -t 192.168.60.200:80 -r 172.17.2.3:80 –m
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Kubernetesc^IPVSzT

• [merged] PR #46580 

• 16K LOCs

• 200+ ¦¨

• �,1.8 Alpha�Y, Owner @Huawei��v1.9²beta

• c^ClusterIP�NodePort�External IP�Load Balancer�OnlyLocalNode…

• �iptables�SNAT7©½a"
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Iptables vs. IPVS>&¥�hQ

Service�! 1 5000 20000

Rules�! 8 40000 160000

��1#Iptablesv� 50 us 11 min 5 hours

��1#IPVSv� 30 us 50 us 70 us

X3sI�
ü ���#Iptables)B8�dpv�@o-!“ !”��
ü ���#IPVS)B8�v�,@4��%��



Iptables vs. IPVS ��MG
Ø 
'iperfPa
Ø $�Service"/4�+�1KUBE-SERVICES��4#KUBE-SVC-*2

service! 1 1000 5000 10000 25000 50000
52,iptables,first 66.6 64 50 15 0 0
52,iptables,last 66.6 56 38.6 6 0 0
52,IPVS,first 65.3 61.7 53.5 43 30 24
52,IPVS,last 65.3 55.3 53.8 43.5 28.5 23.8



Iptables vs. IPVS CPU/�C��

Metrics number of
service IPVS Iptables

Memory 
Usage

1000 386 MB 1.1 G

5000 N/A 1.9 G

10000 542 MB 2.3 G

15000 N/A OOM

50000 1272 MB OOM

CPU Usage

1000

0%

N/A

5000 50% - 85%

10000 50%-100%

15000 N/A

50000 N/A



Iptables vs. IPVS

• Iptables
ü �~�%�UA
ü 9prerouting, postrouting, forward, input, output�4À{¸�H)
² b�

• IPVS
ü lB�Y�(hash vs. chain)

ü l@�¬¯;¡�}
- rr, wrr, lc, wlc, ip hash…

ü ³`�^
- IPVS servicelfo¾��^³`�eS

ü Ã�&¯�xz
- nf_conntrack_ipv4, ip_vs, ip_vs_rr, ip_vs_wrr, ipvs_sh

ü # echo 1 > /proc/sys/net/ipv4/vs/conntrack

ü 0��c^port range




