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Threat Modeling

Threat modeling is an approach for analysing the security of an application.
It is a structured approach that enables you to identity, quantify, and
address the security risks associated with an application.
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Lightweight Threat Modeling
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OWASP DependencyCheck
Node Security Platform ...
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Docker Bz Em{ELHk

Host Configuration

L Keep Docker u

L1 Audit Doc
L1 Audit Doc
L1 Audit Doc

ker fi
ker fi

ker fi

D to date

es and directoires - /var/lib/docker
es and directoires - /etc/docker
es and directoires - docker.service

Docker daemon configuration files

Container Images and Build File

Container Runtime
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Docker bench for security
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Authentication verification

L Verify all pages and resources by default require authentication
except those specifically intended to be public
U Verify all authentication controls are enforced on the server side.

L Verify that account passwords are one way hashed with a salt
O

Session management
Access control

Malicious input handling
Output encoding/escaping
Cryptography as rest

Error handling
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