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Goal:

Build
Ship
Run

Any App

Anywhere

Goal of Docker

Build, Ship, and Run Any App, Anywhere.

Compose yourapplication from microservices, without worrying about
inconsistencies between developmentand production environment.

Store and distribute your docker images in registry services.

Deploy scalable services, securely and reliably on a wide variety of
platforms.
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* Memory * CPU

1. --memory 1. --cpu-shares
2. --memory-swap 2. --cpu-period
3. --memory-reservation 3. --cpu-quota

s

--memory-swappiness 4. --cpuset-cpus

5. --cpuset-mems

cpuacct

Cgroups ¥ R4t

SR A o o

10
--blkio-weight
--blkio-weight-device
--device-read-bps
--device-write-bps
--device-read-iops
--device-write-iops
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search, pull, push

$ {hub address}/$ {namespace}/${image/tag}
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*|AAS (Infrastructure as a Service)
*PAAS (Platform as a Service)
*SAAS (Software as a Service)

*CAAS (Container as a Service)

*TAAS (Test as a Service)
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o BRI —, BERITIRKMA,

o RIEIIREEFIR E/AWIEAES, tNdebian. Wik BB BEM
o WDBEBELR, H—PRINGAXNE—Z, 7K ZPRINGLEN—1.
o MIBRImER A ERZEAF . apt—get clean

o BANBALNIESTAERI, BOREE AT 2 BT,

« COPYELADDFEi% HH .

o B IRAN I B IPRAA

o R EAY /M ETR A .

o FEVUFEHABAIRA S, Wubuntu:14. 041 A Zubuntu: latest.
o AEWdockerfile5H e R CHAFTHAE R H = H s
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o FH-—squash flag&IFHilA )=

e F)Hdocker multi-stage build, docker 17.05kRASHTHFM: .
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FROM ubuntu:latest

MAINTAINER Yuan Sun sunyuan3@huawei.com
WORKDIR /root

RUN apt-get update

RUN apt-get install -y gcc

RUN apt-get install -y make
RUN apt-get install -y vim git

RUN git clone https://github.com/sunyuan3/netperf.git && cd netperf && ./configure && make && make install
RUN rm -rf /root/netperf

CMD ["/bin/sh", "-c", "/usr/local/bin/netserver"]
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FROM ubuntu:14.04
MAINTAINER Yuan Sun sunyuan3@huawei.com
WORKDIR /root

RUN apt-get update && apt-get install -y gcc make vim git && apt-get clean

docker build -t ubuntu:14.04env.

FROM ubuntu:14.04env
MAINTAINER Yuan Sun sunyuan3@huawei.com
WORKDIR /root
RUN git clone https://github.com/sunyuan3/netperf.git \
&& cd netperf \
&& ./configure \
&& make && make install \
&& rm —rf /root/netperf
CMD ["/bin/sh", "-c", "/usr/local/bin/netserver"]
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FROM ubuntu:14.04 as builder
MAINTAINER Yuan Sun sunyuan3@huawei.com
WORKDIR /root

RUN apt-get update && apt-get install -y gcc make vim git

RUN git clone https://github.com/sunyuan3/netperf.git && cd netperf && ./configure && make && make install

CMD ["/bin/sh", "-c", "/usr/local/bin/netserver"]

FROM ubuntu:14.04
COPY --from=builder /usr/local/bin/netserver /usr/local/bin/
CMD ["/bin/sh", "-c", "/usr/local/bin/netserver"]
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Docker5 Jenkins

Docker Commons Plugin NHEE dockerfdifFHE ftapi

Docker Plugin A] LU F Docker AL BN A 73 BC 25 78 4E vJenkins 1
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Test Slave
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o usb1 usb3 usb4 Test Slave  Test Slave Test Slave
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docker run -ti --device=/dev/bus/usb/002/001 ubuntu:test /bin/bash
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FFHudevadm info /dev/bus/usb001/011 #7321 dFI1% 44 S'ma jor Al

minor (189, 10) .

A% docker run —ti —device=/dev/bus/usb/001/011 ${test image}

$ {test command}
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Kubernetes Swarm Mesos
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$ docker run ——memory 20m ——cap-add sys admin ——security-opt seccomp=unconfined ——userns-remap
default ubuntu: 14. 04 bash

l namespace | l cgroup | — —

A% R PEER I i3 55
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FIHDockerfili & M #%Bug: CVE-2016-9191

fiiidA: The cgroup offline implementation in the Linux kernel through 4.8.11 mishandles certain drain

operations, which allows local users to cause a denial of service (system hang) by leveraging access
to a container environment for executing a crafted application, as demonstrated by trinity.

M A7 9

# docker run —it caiqian/rhel-tools bash

container> # su — test

container> $ ulimit —c¢ 0

container> $ trinity —D —disable—fds=memfd ——disable—fds=timerfd \
——disable—fds=pipes ——disable—fds=testfile \
——disable—fds=sockets ——disable—fds=perf \
——disable—fds=epoll ——disable—-fds=eventfd \
——disable—fds=drm

After 30-minute, interrupt (Ctrl1-C) all the trinity processes, and then,

container> $ exit

container> # exit

# systemct]l status docker
<hang...>
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/dev/sda /dev/tty /dev/console /dev/ptmx /dev/pty /dev/sdb  Fee | AR DK Z)
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$ docker run —device /dev/sda:/dev/sda ${your image} ${your test script}
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$ docker run —tid —m 3g ——restart=always \
back stress bash \

-¢  “cpu stress/test. sh”
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« Syslog namespace
RENRRH ARMETEEZR X Wt log V1% & T 3~ container.

« Device namespace
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 Why | don't use Docker much anymore?

https://blog.abevoelker.com/why-i-dont-use-docker-much-
anymore/

* Why databases are not for containers?

https://myopsblog.wordpress.com/2017/02/06/why-
databases-is-not-for-containers/
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