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How thoroughly are all possible execution
paths and data values covered by the
analysis?

""" precision GERE) 1 Scalability (AIfRgEtE) 000
How precisely does the analysis correspond ; How large of a code base can be analyzed
to the actual software that is executed? E by the technique or tool?

Automation (HBIMLIEE)

How much manual effort is required?
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»SAT: use propositional logic as »SMT: propositional logic + domain-

the formalization language specific reasoning
* + high degree of efficiency * +improves the expressivity
- expressive (all NP-complete) but * - certain (but acceptable) loss of
involved encodings efficiency
void myfree(int *p ,int a){ int main(){ X
if(af> 0)({) ln: a; it malloc(VIN * sizeof(int) SMT5SATHHLLSMT ml 82 F &
ree(p); Int *p = (Int*)malloc * s1zeof(int)); N = > - ~
lelse if(a == 0){ scaf(&a); ﬁﬁl%jj EE& ) fhjﬂ %/’%‘ W\E =] /—:—%’ﬁﬁ J"':\T\
free(p); myfree(p, a);
} else if(a <0){ return O;
free(p); }
}
} main &8 % B 15 B 5 T F myfree ()
SAT: SMT: BRESAT 7 Hr & fEfEmemory leak iz
QVEVE >0V a==0V/ a<0 s SMTOMHT A 2 AEAE SR

Satisfied => true
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Platform
Name 0s SMT-LIB CVC
Eeaver Linux Windows viz2 MNo
Linux,Mac
CYC4 0S Windows Yes Yes
MathSaT Linux Yes
.. . partial
Hinismt Linux V2.0
Linux,Mac partial
Seenshl oS windows v2.0
Linux,Mac
siTinterpol |qe \windows mdh
SMT-RAT Linux Mac OS5 v2.0 Mo
Linux, OpenBSD, partial
o Windows Mac 0S| v2.0 e
. : partial
veriT Linux,0S X V2.0
. Linux,Mac
e 0S Windows 2l 1T
Linux,Mac
Z3 OS,Windows, Fre v2.0
eBSD

DIMACS
Mo

Yes

Yes

Mo
Mo

Yes

Yes

Features
Built-in theories

bitvectors

rational and integer linear arithmetic, arrays, tuples,
records, inductive data types, bit-vectors, strings, and
equality over uninterpreted function symbaols

enpty theory, linear arithmetic, bitvectors,
arravs

non-linear arithmetic

empty theorv, differences, linear arithmetic,

bitvectors

uninterpreted functions, linear real arithmetic, and linear
integer arithmetic

linear arithmetic, nonlinear arithmetic

bitvectors, arrays

empty theory, raticnal and integer linear
arithmetics, guantifiers, and equality over
uninterpreted function symbols

rational and integer linear arithmetic, bit-vectors, arrays,
and equality over uninterpreted function symbols

empty theory, linear arithmetic, nonlinear arithmetic,
bitvectors, arrays, datatypes quantifiers

API

OCaml
C++

CIC++ Python,
Java

C++

AV

Ct+
C,C++ Python,
OCaml Java

CIC++

C

CI/C++, NET,O
Caml Python, Ja
va

SMT-LIBARHEFISMTH AR, JLFFrE SMT Solver#i XX £ E

HN T REFSMTELZE A+

2010

2011

2012
2015
2011

2010

2014

2011
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1. #include<stdio.h>
2. #include<stdlib.h>

HserviceZFH

urifﬂrealm%ll;s128 uri H

= A ch z.q:,El, EVaN 2

char uri[128];

&
LT J'_'\iﬂ\—rﬁlﬂﬁé’i/ql

FAITeR, Al BE~F X il

H TR BES

char realm[128];

5.
6. char service[]="abc";
y
8

Int 1=0;

3. Int main()
4. {

9. for(i
10. {
11.

12. }

CVEZ®S: CVE-2013-0249

=0;i<128;i++) CF2: curl7.28.1
_TE: + 40

realm[i]="a";

13. strcpy(uri, service);
14. strcat(uri, "/™);
15. strcat(uri, realm);

16. return O;
17.}
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. #include<stdio.h>
. #include<stdlib.h>
. #define MAXNAME 2

. Int main(int argc,char** argv)

static char buff MAXNAME + 1],

char *p=buf;
Int x=100;
while(x-->0)

{

¥
*p="\0";
return O;

p++;
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CVEZ®S: CVE-2002-1337
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|1 A+

L
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BI3: A HEXBRR

1. #include<stdio.h>

2. #include<stdlib.h>

3. chara[3]={a,’b’C’}; ARBEIASHNXESEILT
s BAfM, SHIRR

6. Int 1d=0;

7. inti=0: CVEZRS: CVE-2014-8962
g- {for(i=0;i<4;i++) PEETFE: libflac 1.3.0

10. char x=getchar();

11. printf("'%d\n",id);

12. if(x == a[id]) {//idn] LLEX 23, HX 23] i bl 7
13. 1d++;

14. }

15. }

16. return O;

L, 113
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1. #include <stdio.h>

2. #include <stdlib.h>

3. #define BUFSIZE (1024*1024) +T R -XEE B A Ef

4. int main()

5. {

6. char buf[BUFSIZE]; CVEZEZ . CVE—-2014-2892
7. char head[5]; " ;i"fn' ik 0.6 3
8. char * request; A-Lfx: [l1bmms U. 0.
9. scanf("%s" request); 100 L E%wmS: 107

10. int len=strlen(request);

11. int f=1;

12. if (len > BUFSIZE + sizeof(head))

13. {

14. printf("Request too big!);

15. return O;

16. }

17. read(f, buf, len);

18. return O;

19.}
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void comprexx( char **fileptr);
Int main(int argc,char **argv){

char **filelist, **fileptr; /
filelist = fileptr = (char **)malloc(argc*sizeof(char *)); ﬂﬁ H\—E‘fﬁz H,‘J Egj—& H,‘J %IJ '/‘Z :J:E"%l_ ;é ’%
*filelist = null: SFHE R RR
for (argc--, argv++; argc > 0; argc--, argv++)
{
:f@leptr+_+ = *argv;ll‘]%%f;'e‘]),?ﬂ? CVEZm=: CVE-2001-1413
) fileptr = NULL, H4$ET FE: ncompress 4.2. 4
if (*filelist 1= NULL) 100N LiER=S: I
{

for (fileptr = filelist; *fileptr; fileptr++)//5 44
comprexx(fileptr);

¥

return O;
¥
void comprexx( char **fileptr)
{

char tempname[100];

strcpy (tempname, *fileptr);// 2% # X i
¥
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I 5 CoBOT (EE1H#) Klocwork HEE kB
et iUl R iRl ALY s ARl = FaEr A5 FH #%

BR fLps T it ] e it ] wE S0 R malE RAE

1 4108 20.2 0/4 48.1 0/2 2 2 0 0

2 3715 21.1 2/5 44.4 0/3 3 3 0 0

3 1287 105 0/3 38.2 0/3 3 0 3 0

4 331 10.8 0/0 28.1 0/0 0 0 0 0

5 3641 135 0/0 63.2 0/0 0 0 0 0

6 2744 14.8 0/0 61.3 0/0 0 0 0 0 25\ LS T 2 N
7 785 10.8 0/0 31.3 0/0 0 0 0 0 CoBOT (E Jr“t) &I 167

8 3304 215 0/1 51.4 0/0 0 0 0 0 Kl ocwork7 & IN B E-PE

9 7339 16.1 0/0 21.2 0/0 0 0 0 0 D

10 14480 20.7 0/0 31.6 0/0 0 0 0 0 > IH23: TREHESIH
11 8515 17.2 0/2 42.6 0/0 0 0 0 0 1A

12 2417 20.7 0/6 49.2 0/6 6 6 0 0 ’ -

13 2669 21.9 0/8 45.3 0/8 8 8 0 0 > INE11: KBiFEitE 21
14 3457 32.2 1/9 56.4 0/8 8 8 0 0

15 2173 22.6 0/6 50.3 0/6 6 6 0 0 > 1H8: FiRittiE 11
16 4158 20.5 0/0 45.2 0/0 0 0 0 0 > IE1: 1 2N
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KBNS HEEE: 4uhsA )4

KIGIB 5369w IR, WHEgE R R4 (IS HR2205147) BEAT
TR

> EXEXT % R Testbed Ver7.8.3

TestbedM X3 ZRI26 H - CoBOT Testbed

. _— Testbed Testbed COBOT  COBOT IR | m R | IR | RmIRR
= e RRE OREE OREE RHRE
1.2.4  (ES5MfRE CRAEAAE 100.00%  100. 00% 0.00%  0.00% 1.93% 6.06% | 18.91% | 25.01%
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‘posted user’;
_POST[ ‘posted newsid’ ];

1  $username
2 $newsid =

A |l

if (!preg_match(‘/[\d]+$/’, $newsid )) {

6

7 Handle exception..
' 8 exit;
9

16 $newsid = $DB->query("SELECT * FROM

WHERE newsid=".$newsid);

‘news’

<SQL Statement>
— — ? N Ty T ———
<
Select <Fields> From Ta>bles Where <Conditions>

K K &
<Table .

* < >
Name> Equation

news

= Snewsid

_

BHilEpkiFSE=%newsid
SQLIFEANER=
O~or~1=1:#0

2

<Conditions>

—

<Equation>

newsid _ 0
1 int32 h

<Equation>
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context.registerReceiver(...); =
1st positio BEHA.

SFEES

contextleetAppli

R P ARG

BatteryHelper.level(context); &4,

15* position Replace context with
1 context.getApplicationContext()

BatteryHeli)er.level(601\/. getApplicationContext());

Insert getApplicationContext()
after 1st position
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tionContext()lregisterReceivert...):
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v 387 10) & R uh (Stack Overflow)
v SR MAMEAREZRNBAES LIERK

y % Instead of:

4 I context.registerReceiver({null, new IntentFilter(Intent.ACTION BATTERY CHAMNGED)); I

' LSe:

V I context.getApplicationContext().registerReceiver{null, new IntentFil‘ter‘{Intent.ACTION_EF'.TTEFII

1) | F

This is annoying — registerReceiver() should be smarter than this — but it's the workaround for this
particular case.

share improve this answer answered Jun 2912 at 1957
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Instead of:

context.registerfReceiver(null, new IntentFilter(Intent.ACTION_BATTERY_CHANGED));

Use’

context.getApplicationContext().registerReceiver(null, new IntentFilter(Intent.ACTION BATTER
<

| 3

This is annoying - registerReceiver() should be smarter than this - but it's the workaround for this
particular case.

share improve this answer answered Jun 29 12 at 19:57

o CommonsWare
510k » 60 » 1155 » 1221
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y - Instead of:

4
Y LSse:

context.registerReceiver({null, new IntentFilter(Intent.ACTION BATTERY CHANGED)); |

\"' | context.getApplicationContext().registerReceiver(null, new IntentFiltEP{Intent.AETIGH_EHTTEH|
1| | b

This Is annoying -- registerReceiver() should be smarter than this - but it's the workaround for this
particular case.
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A Instead of.
4 I context.registerReceiver(null, new IntentFilter(Intent.ACTION BATTERY_CHANGED)); I B
l use:

V I context.getApplicationContext().registerReceiver(null, new IntentFilter‘(Intent.ACTION_BATTEFI

This is annoying -- registerReceiver() should be smarter than this -- but it's the workaround for this ‘ ‘ | C
particular case.

share improve this answer answered Jun 2912 at 19:57

| CommonsWare
510k » G0 = 1155 » 1221
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A Instead of.

+ AlB

4 I context.registerReceiver(null, new IntentFilter(Intent.ACTION BATTERY_CHANGED)); I B

l use:

V I context.getApplicationContext().registerReceiver(null, new IntentFilter(Intent .ACTION_BATTEFI

. — C ¢ A|C
This is annoying -- registerReceiver() should be smarter than this -- but it's the workaround for this

particular case.

share improve this answer answered Jun 2912 at 19:57

| CommonsWare
510k » G0 = 1155 » 1221
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