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» IT iz4E55+7 (IT Operation Analytics )
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+ M IT Operation Management (ITOM) Z| I
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T

Analytics (ITOA)
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[TOA RIYIUFhEIE IR

+ H1=82dE ( Machine Data )
- B&
+ BS8dE ( Wire Data )
- WEIME , REDHT
+ IBEUE ( Agent Data)
- £ .NET/Java/Ruby/Python/PHP =B EEENES |, FeiteREpER. HEkE
=5

+ IREHEEE ( Probe Data)
S is1=t73
- FERMEHICMP ping. HTTP GETiER , WRFH{THEN
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50% 47%
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30% -
20% -
10% -
0% - w | | -
machine data ( A& ) wire data ( FZRIME ) agent data ( #EAAS ) probe data ( &GN )
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- BEERRAE
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125

BRI/ IR

- (EFRNARENETAEITEE. TRERR

+ BEEUE (KNS )
. 3Epg
- REHREELE
- (BRI

+ (REEEE (RARE)
- AR
- KBgEAisE
© XJC/C+ +95x&
- HREE. fRE. 4EEAE
+ RETEUE (ftkill)
i
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- REE , FEELHAFEE ( Real User Measurement , RUM )
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[TOA fERL=] B (1)

+ H=sEdE ( A&
* Splunk
« ELK

+ BEEEE (NSITE )
* Netscout
- Bk
- xH
+ KEHEE (BRARED)
« New Relic
« AppDynamics
- DynaTrace (Compuware)
- =nBE

« OneAPM
J L AN P e it et k8 Med 1:7/:1,“' ) Chinallmx ”:‘W




[TOA RT3

+ REHEUE (AR )

« Gomez (Compuware)
- Keynote

- Th= (&3 )
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« HP

« Computer Associate
« BMC
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Hi : BIEFRIa8280E

TR AR BEEUE
IT RFEER
- IRSEE

MILRIZ
- BMERZR
DR
FFER
- RAF1TA
WBER
HERREESESLHUE
o FREREFLinkedInXEUEES ( http://www.csdn.net/article/2014-07-23/2820811/1 )

“The Log: What every software engineer should know about real-time data's unifying abstraction” , Jay Kreps,
LinkedIn engineer
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—2% Apache Access Hi&

« 180.150.189.243 - - [15/Apr/2015:00:27:19 +0800] “POST /report HTTP/1.1" 200 21
"https://rizhiyi.com/search/” “Mozilla/5.0 (Windows NT 6.1; WOW&64; rv:37.0) Gecko/
20100101 Firefox/37.0"  “10.10.33.174" 0.005 0.001

- FER:

Client IP: 180.150.189.243

Timestamp: 15/Apr/2015:00:27:19 +0800
Method: POST

URI: /report

Version: HTTP/1.1

Status: 200

Bytes: 21

Referrer: https://rizhiyi.com/search/

User Agent: Mozilla/5.0 (Windows NT 6.1; WOW®64; rv:37.0) Gecko/20100101 Firefox/37.0
X-Forward: 10.10.33.174

Request_time: 0.005
Upstream_request_time:0.001
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+ u\?ﬁ_ S E_ :Q\EE
- BB —akSEs | FRHAGSHEFRES (grep/
awk/regexp )
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FERYschemaFg Ei&EMN

+ TEREENIEER

15/Apr/2015:00:27:19

+0800

IL,\

HIEEFERE

FR BRI HEEREL

180.150.189.243 “POST /report HTTP/1.1” 200 21 “https://

rizhiyi.com/search/” “Mozilla/5.0
(Windows NT 6.1; WOW64; rv:37.0)
Gecko/20100101 Firefox/37.0”
“10.10.33.174” 0.005 0.001
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4+ Hadoop

- REANER | AEER AT

- EANE

- BUBELISIR | ToA OLAP (On Line Analytic Processing)
+ Storm

- EFPRFERT

+ Spark Streaming
- FOIRAERT

+ Hadoop/Storm/SparkStreaming&fRE— N FAIEZE , AEEKA]
FRRY™= &R

+ NoSQL
« Mongodb
 Redis
¢ Druid
« NUFENRER
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+ Rid
- Google for IT , AR, SHEHIEE
+ Fast Big Data
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- Elasticsearch/Logstash/Kibana
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Schema on Write vs. Schema on Read

+ Schema on Write
- R5|BT ( NEER ) HHENFER , X AEMEEW
- IERIRE IR
- NEIREIE
- HREETSEK
- (BEABRIE , WRFRSTAIE A EHHET

+ Schema on Read
- ORI (NER ) HEEFER |, XHEEEY
- IRREEIE
* NEEEER
- DFEREZE
- RiF , RIIRIEEEHEEFER
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+ SPL (Search Processing Language)

+ AYRFERY
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eval X HEFBREG R AT I ERER, IR BN Bt
bucket R EESERE 2 HBNAZ X R4y FN A, Tt S bl R Sl 7y 4R
fields R LR P T B
join FKiPhsqlifiide s, A LN 45 RO 7B K 45 RO e — it
limit RE NN EER, T RGeS R0
movingavg THRAME 2 HB )P E
rollingstd THE B 2 18] F bR e 22
rename ERER S &
stats RAXF Gt A, I AR B A et
sort L HEHR E 5 BO 45 R BT HE
where il Rk x4 R AT I 08
save PR L RARAT NI B esv A
transaction s Ry e o HEH 5
top Xt B AT R A E o L S i

SAMNIAAs IR RN EBY IR R NIPD A E
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Schema on Read Z4|

+ MNHERIREXHHHEY ip_addr kg
+ * | parse “(?<ip_addr>\d+\\d+\\d+\\d+)"




SPL XEXT =3l

transaction

—->json.url:“/charge/business.action?BMEBusiness=charge.charge&_ cntRecTimeFlag=true” | transaction
apache.dimensions.cookie CURRENT_MENUID startswith=eval(json.action: ”%1 7 &&

timestamp<30m) endswith=json.action:"#2%%"-..
h

_______________ =
Lsemdur | ;—-ggg‘-;,-;;;:;-;-------:;---5 Zm ------ g i Ew e
ORHTE | | s PHEA ieg’g‘éime”“' - SEES i
7€)1 12 = = BN i e ot
& ¥ o s
------------------- L ABGAZODHHELR
B —EEls

______________________________
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SPL REXSHrER RN

L admin

FrE = - JEAIN IME RS AR Eoak S UL RV RIS AL Chatge WY F | FEnaschan ant dimanaintacon<e_Lagn o 5 | BI204 DA 0MT 1230500 ~ B 20A5M0M T 13 30:00.0 .
TR . ==
== -

= &= = BEE < Kz s - s [ TR

timastamp jzon.d menzionz.c... {4
ApIC AT usgl =i “
tag: COMpUWar
Ity pe: 3500

—E Rl S
SE R e

ﬁ};‘%’f’ﬁig% tliznte Tors:
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roadhnssomm wwwrrsdhoss.onm
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ET o~ cpuT me:
Y2ERY = 0 Menscns
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conki=_| o n_Cncks g nBF30000 ah?30005  nS5?P30005 nRPI0005
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Lookup

+ AEFESH ID AE , AAKEX ?

+ BEIFHIBFRES1AY ID1 SR F RS20
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SPLATTE - stats

logtype:apache | stats count(appname) as event_time,sum(apache.resp_len) as
sum_len,max(apache.resp_len) as max_len,min(apache.resp_len) as min_len by apache.clientip |

sort by sum_len | limit 5

logtype:apache | stats count(appname) as event_time,sum(apache.resp_len) as
sum_len,max(apache.resp_len) as max_len,min(apache.resp_len) as min_len by apache.clientip|sort

by sum_len | limit 5 | eval agv_len=if(event_time==0,0,sum_len/event_time)
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SPL kiR

<t

72245 - join (1)

e IRIRIEERIsp , FRITREL , status:400-4998980& K2 (5LE | status:500-59989E K L , 1IBEKIK
FEARF1000898 2 M Gt |, FER—sKkAitiRE
(1) IREBIEERisp , FiiHEE

logtype:"apache” | stats count(logtype) as count_all by apache.geo.isp | sort by count_all | limit 5



SPL S&&53E 3=l - join (2)

e | RREERIsp , Fiit5#) , status:400-499a98E M hEL |, status:500-599F9EE R 5EL |, BRI
BEXT1000098E R HLE | FER—IKGFIHRSE

( 2 ) status:400-4999%5&

logtype:"apache" AND apache.status:[400 TO 499] | stats count(logtype) as count_400 by apache.geo.isp
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72261 - join ( 3)

e IZRIRIEERIsp , RITEEL , status:400-4998988= R ALk |, status:500-599vzE M GEL |, Bk

BEAT 1000898 ER ALY , R —IKGFEIHRER

( 3) status:500-59989%4&
logtype:"apache" AND apache.status:[500 TO 599] | stats count(logtype) as count_500 by apache.geo.isp
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SPL S&&53E 3 tr==fl - join (4 )

e IRIRIZERIsp , #ITREL , status:400-499988= K (5EY | status:500-59989E M Gt | 1Bk
FEARF1000898 &M Gt |, Fer—skFRitiRZE
(4) IBEKRIKEATFT1I0008982

logtype:“apache” AND apache.resp_len:>1000 | stats count(logtype) as len_1000 by apache.geo.isp

S O O S B S B B S B B e e EEe Eae Eae e e e B

CYTS ) o A . , v 2 IT,
duld W ARPBEERNGAS _ JequeMedia_ i#iss. © chinaunx 1Y



SPL S&850EE D

<t

12261 - join (5)

e . RREERIsp , Fiit5#) , status:400-499898E M hEL |, status:500-599F9EE R 5EL |, Bk
BT 10000928 K HLE | FER—IKGFIHRSE

(5)join

logtype:"apache" |stats count(logtype) as count_all by apache.geo.isp|sort by count_all|limit 5|join type=left
apache.geo.isp[[logtype:"apache" AND apache.status:[400 TO 499] |stats count(logtype) as count_400 by
apache.geo.isp]]|join type=left apache.geo.isp [[logtype:"apache" AND apache.status:[500 TO 599] |stats
count(logtype) as count_500 by apache.geo.isp]]|join type=Ileft apache.geo.isp [[logtype:"apache" AND
apache.resp_len:>1000|stats count(logtype) as len_1000 by apache.geo.isp]]
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SPL SE2EE D=4 - join (6)

e RIRIZERIsp , FiTSEY , status:400-4998980E K LY | status:500-5999EE R G |, Bk
EXFL000898= M bt |, FR—3KSeiHiRE
(6) it 4tk , eval

logtype:"apache" |stats count(logtype) as count_all by apache.geo.isp|sort by count_all|limit 5|join type=left

apache.geo.isp[[logtype:"apache" AND apache.status:[400 TO 499] |stats count(logtype) as count_400 by
apache.geo.isp]]|join type=left apache.geo.isp [[logtype:"apache" AND apache.status:[500 TO 599] |stats
count(logtype) as count_500 by apache.geo.isp]]|join type=left apache.geo.isp [[logtype:"apache" AND
apache.resp_len:>1000|stats count(logtype) as len_1000 by apache.geo.isp]]|eval rate_400=if(empty(count_400),
0,count_400/count_all)|eval rate_500=if(empty(count_500),0,count_500/count_all)|eval
rate_len_1000=if(empty(len_1000),0,len_1000/count_all)
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| schemaon Write | Schema on Read _

Splunk
EIL\,\@ V V V
ELK v

SACC Bl %A\ BoBRGERAMAS SeoueMedia @Me. © crnouns PV



|



BT

H}

-

*it



H

S - 4RI

L INE

==






