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Chinals Developmg its Own Digital -
Currency -

Bloomberg News
2017 MO2 24 00:05 GMT+8

— PBOC cryptocurrency could give unprecedented read on consumers

— Payment platforms lilke Alipay, WeChat set to face competition
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New Japan law recognizes bitcoin as
method of payment

BY Jasmine Solana ON March 31, 2017
4GS BITCOIN. JAPAN

Bitcoin's legal position in Japan is slowly—but surely—becoming clear.

After regulating digital currency exchanges in the country last year, the Japanese Diet has signed a landmark bill that

will allow the use of digital currencies like bitcoin as a legal method of payment.

The long-awaited bill, which goes into
effect on April 1, still does not recognize
bitcoin as a currency, but it has accepted
that bitcoin and other cryptocurrencies
have “asset-like values” that can be used
“as payment to indefinite parties for the
cost of purchase or rent of items aor receipt
of services and which can be transferred

by means of electronic data processing

systems,” explained Bitflyer exchange.

“Bitcoin will continue to be treated as an asset unless there are future revisions or directives to Japanese tax law,” the

exchange noted.
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Confirmed Transactions Per Day
The number of daily confirmed Bitcoin transactions.
Source: blockchain.info
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshini@ pmx.com
e hitcoin.org

Abstract. & purcly pocr-to-poer version of cleetrone cash weuald allow eoline
payrments o be sent disectly frean ane party te another withoul going throwgh 2
fiearcial instibution.  Digital stgoatuces provide pan of the soluten, but the main
Benefins ace Jost 17 & teusted thied party is still required 1o prevent double-spending.
W proqose a solution 10 the double-spending problem usiog a pees-1o-peer pelwork.
The petwork vmestamps tamsactens by bashing tem oo an ongoing chain of
Iash-based proof-elwork, feenting a record that cannot be changed withouwt redotng
the procl-alwork, The leagest cham nat only serves as proed ol te sequesse of
events witnessed, but procd thar i came froo the Largest pool of CPLU power. As
long as a majecity of O power is controlled by nodes that are ool copqecatng o
altack the netwoek, they'll geoerate the longest cham and oulpace antackess, The
network iself regquices ounioal structure, Messages are broadeast on a best effory
Lades, and podes can leave and rgjom the network at will, accepting the laagest
pranf-plwark chatn as proof of what kappened while they were gone.

1. Introduction

Commerce on the Intemet has come to rely almost exclusively on finaneial institurions serving as
trusted third partics to process electronic payments.  While the system works well encugh for
mast transactions, it still soffers from the inherent weaknesses of the wust based meodel
Completely non-reversible ransactions are not really possible, since financial institutions cannot
avold mediating disputes.  The cost of mediation increases tramsaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is & broader cost in the loss of ability to make non-reverstble payments for non-
reversible services. With the possibility of reversal, the need for rust spreads. Merchants must
b weary of their customers, hassling them for more information than they would atheradse need.
A certain percentage of fraud is accepred as unavoidable. These costs and payment uncertaintics
can be avoided in person by using physical currency, bur no mechanism exists to make payments
over & communications channel withour a trusted party.

What is needed is an electronic payment system based on erypiographic proof instead of trust.
allowing any two willing parties to transact directly with cach other without the need for a trusted
third party. Transactions that are computationally impractical o reverse would protect sellers
from fraud, and routine cscrow mechanisms could easily be implemented to protect buyers. In
this paper, we propose a solution to the double-spending problem: using a peer-to-peer distribured
timestamp server to generate computational proof of the chronslogical order of transactions. The
system 15 secure as long as honest nodes collectively conmol more CPU power than any
cooperating group of attacker nodes.

2. Transactions

Wi define an clectronic coin as a chain of digital signatures. Each owner transters the coin to the
next by digitally signing a hash of the previous ransaction and the public key of the next owner
and adding these to the end of the coln. A payce can verify the signatures to verify the chain of
ownership.
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The problem of course is the pavee can't verify that one of the owners did not dewble-spend
the coln. A common salution is to inroduce a rusted central authority, or mine, that checks every
transaction for double spending. Afier cach ransaction, the coin must be returned 1o the ming to
issue a new coin, and only coing tssued dircetly from the ming are rusted not o be double-spent.
The problem with this solution is that the fate of the entite money system depends on the
company running the mint, with every transaction having to go through them, just Like a bank.

Wi need a way for the payee o know that the previous owners did not sign any carlier
transactions. For our purposes, the earliest transaction is the one that counts, so we don't care
abour larer artemps to double-spend. The only way e confirm the absence of a rransaction is to
e aware of all ransactions. In the mint based model, the mint was aware of all transactions and
decided which arrived first. To accomplish this without a ousied party, ransactions must be
publicly announced [ 1], and we need a system for participants wo agres on 2 single history of the
arder in which they were received. The payee necds proof thar at the time of cach transaction, the
majority of nodes agreed it was the first received.

3. Timestamp Server

The solution we propose beging with 2 timestamp server. A timestamp server works by raking a
hash of a block of items to be timestamped and widely publishing the hash, such as in a
newspaper of Usenet post [2-3]. The timestamp proves that the data muost have existed an the
time, obviously, in order o gert into the hash. Each timestamp includes the previous timestamp in
its hash, forming a chain, with each additional timestamp reinforcing the ones hefore it
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The Internet-Intranet Comparison

We believe both public and enterprise blockchains have useful applications,
much like the Internet and corporate intranets

PUBLIC BLOCKCHAINS
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What is the blockchain @ BYTOM

A block is created when multiple nodes agree and validate the transactions. "Distributed ledger” comes from the
fact that there is no need for a centralized party to validate a transaction.

Centralized Distributed Decentralized

Most secure distributed ledger consensus mechanism:
PROOF OF WORK (PoW) — An economic measure to deter ledger hacking by requiring work from the service
requester, usually in the form of computer power over a period of time.



How blockchain transactions work az BYTOM

Blockchains solve two major challenges for digital transactions, controlling the information and avoiding

duplication.
jomm P e e

Proof of work Proof of work Proof of work

000000002004 1bx 0000000032567 8s 00000000u9gsd

O r O O

! Hash
Block 51 Block 52 Block 53 * Public Key
Transactions Transactions Transactions Sender Receiver

» ID referred to as a *hash” called “proof of work.” This is a random set of encrypted digits.
» Transactions numbering from one to many thousands are included in each block.

» Public key identifies the sender and receiver



Flow of a transaction on the blockchain ( ) BYTOM

» The transaction is broadcast across

= Counterparty A sends funds to = The transaction is : : ; .
the entire network which validates it

Counterparty B configured into a block

» Counterparty B receives funds from = The block is then added to the chain which records
the entire non-reversible history of transactions in a
public ledger

Counterparty A
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Data is expanded, virtualized,
'1 | transformed, sliced and dispersed
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FHUTXO EEEHFEUTXO0 (BUTXO)
INPUTS ouUTPUTS INPUTS ouUTPUTS
19 BTC 20 BTC 16 BTC 12 BTC
0.82 BTC 1 BTC 5 ETH 2 BTC
I
0.81 BTC [ > 3 ETH 8 ETH
ﬂ,’
0.37 BTC 50 RMB 2 BTC
2 GOLD 50 RMB
TOTAL TOTAL
"""""""""""""""""""""" 1.5 GOLD
21 BTC 21 BTC
------------------------------------------ 0.5 GOLD
TOTAL TOTAL
16 BTC | | 16 BTC
8 ETH | | 8 ETH
50 RMB | 50 RMB
2 GOLD | 2 GOLD
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An illustrative example of distributed ledger system similar to Bitcoin (Blockchain)
Payment from A to B:

Copies of transaction records (ledgers)
are kept in multiple computers in the
network and visible to anyone.

The transaction is settled by a multitude
of individual nodes (miners), providing
computing resources to the network.

Miners solve a cryptographic puzzle as
part of validation process. Miners need to
show proof of doing this work to the
network (called a “proof-of-work”
system), which is costly (computing and
energy resources).

Only the miner who finds the solution
faster than any others receives newly
minted Bitcoins as reward for their
service.

“Trust” is created by making tampering
attempts prohibitively expensive. If a
miner wants to record a false transaction,
she needs to compete against other
miners who are acting honestly (or trying
to fake a different transaction).’
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Program
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WITNESS
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