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HTTP1.1
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HTTP1.1 ---
pipelining

WEB
•  
• CSS Sprites 
• data uri, Inline Images
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HTTPS/HTTP2 HTTP1.1

● HTTPS  

➢ 46% HTTPS 

● HTTP2  

➢ 2015.5  

➢ 2017.05 13.7% 

● + +server push 

➢ HTTP1.1



HTTP vs HTTPS

HTTP1.1
HTTPS
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HTTPS HTTP

●  

➢ 7 RTT 

➢ 500ms  

●  

➢ 50ms  

◆  

➢ 15ms

RTT
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HTTPS = HTTP + SLOW ?



Why Slow

●  

●

- 10000

●  
- Chrome Remote debug
- Linux traffic control 

- performance timing api



Why Slow

●

-  RTT

session

-
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Why Slow

item start_load css_load js_load dom_ready active req_time

tcp_reuse 705 719 1541 858 2120 147

TLSv1.2 966 982 1982 1132 2591 165

tcp_first_use 1422 1430 2856 1618 3594 138

ecdhe-rsa-aes128-
gcm-sha256

975 994 1973 1140 2568 163

android_wifi_spdy_tcp
_first_use

1574 1594 2924 1772 3618 147

android5_tcp_first_use
(http)

999 1046 2048 1217 2461 86

ios8_tcp_reuse(http) 349 382 737 441 893 100

X5 4G HTTP2 TLS1.2
ECDHE tls session



WEB

●  
➢ TCP TLS HTTP2 

●  
➢ CDN  

●  
➢



TCP

● TFO(tcp fast open)
➢ 80 487ms->390ms
➢ iOS9+, kernel v3.7+ 

●  
➢  3 ->10 

➢ BBR

●
➢

TFO
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TLS —session resumption

Session id Session ticket

ClientHello 
Session ID

Session Cache
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iOS Qzone SSL
200ms -> 100ms 50% iOS 



TLS ---False Start

Perfect Forward Secret
ECDHE DHE

False Start

SSL 30%



TLS ---OCSP Stapling

OCSP OCSP Stapling

7



TLS ---dynamic record size

      

•
- record TLS

•
- ssl_buffer_size 4k
- patch

TLS head of line blocking

https://github.com/cloudflare/sslconfig/blob/master/patches/nginx__dynamic_tls_records.patch


TLS1.3 ---0RTT Handshake

● TLS1.3 
● Openssl 1.1.1 Nginx 1.13.0 draft 20

TLS1.3 1RTT 
full handshake

TLS 0RTT
Preshared Key

 
 

 



HTTPS ---HSTS 302

● HTTP Strict Transport 
Security(HSTS)
➢ Strict-Transport-Security: max-

age=0; includeSubDomains

● Preload list
➢ https://

hstspreload.appspot.com
307

HTTP

HTTPS

HSTS

HTTP

https://hstspreload.appspot.com/
https://hstspreload.appspot.com/


HTTPS ---SPDY && HTTP2

•
•

-

•
pipelining



HTTPS —SPDY&&HTTP2

•
- 90%

• Server push
- 

html

css

png



HTTP2
●

✦ TCP

●  
✦ DNS

● IP
✦

● server push inlining

● TLS1.2

● HTTP2



WEB ---

●  400ms
- link 

-

-

●
- stgw_precon.html
- JS



HTTPS HTTP1.1



HTTP2

● TCP +TLS  

● TCP  

● Head of line blocking

●

●

●  

●

● server push
●



QUIC

HTTP2   + TLS1.3  + UDP  + 
packet
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