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e 1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI
e =GNKCDNG 1CtC ;WtUoWTEKPI
e >GCTEh oXGT EPETyRtGF 0NoWF 1CtC



1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e 0NoWF 0oORWtKPI 

e ITGCt HNGxKDKNKty 

e GEoPoOKE UCXKPIU



1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e PWDNKE 0NoWF KP 0hKPC 

e I..>) HCUt ITowKPI 

e (0 ) ENoWF hoUt, ENoWF UtoTCIG



1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e 0NoWF 0WUtoOGTU 

e 0WTTGPt) KPtGTPGt EoORCPKGU 

e GCOG, G-EoOOGTEG, OoDKNG, UoEKCN, GtE 

e :Gxt%;PIoKPI) tTCFKtKoPCN KPFWUtTKGU 

e GoXGTPOGPt, HKPCPEG%DCPM, hGCNth%OGFKECN%hoURKtCN, 
OCPWHCEtWTKPI, tTCPURoTt, GtE.



1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e >GPUKtKXG FCtC oWtUoWTEKPI KP RWDNKE%hyDTKF 0NoWF 

e 1CtC owPGT) IoXGTPOGPt, HKPCPEG%DCPM, hGCNth%OGFKECN%
hoURKtCN, GtE. 

e =GSWKTGOGPt) FCtC owPGTUhKR, TGURoPUKDKNKty 

e 0oPEGTPU) TGNKCDKNKty, CXCKNCDKNKty, UGEWTKty, RTKXCEy, KPtGITKty, GtE.



e 1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e =GNKCDNG 1CtC ;WtUoWTEKPI
e >GCTEh oXGT EPETyRtGF 0NoWF 1CtC



UPTGNKCDKNKty oH 0NoWF >toTCIG
e /yzCPtKPG HCKNWTGU 

e hCTFwCTG GTToTU 

e ENoWF OCKPtGPCPEG RGTUoPPGNbU OKUDGhCXKoTU 

e ExtGTPCN CttCEMU 

e PCtWTCN FKUCUtGTU, NKMG HKTG CPF GCTthSWCMG 

e OCNKEKoWU hCEMKPI,  G.I.,  RoNNWtKoP CttCEM, oT TGRNCy CttCEM



=GNKCDNG 1CtC ;WtUoWTEKPI
e How to GPUWTG FCtC TGNKCDKNKty- 

e .FFKPI FCtC TGFWPFCPEy to OWNtKRNG UGTXGTU



e 1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e =GNKCDNG 1CtC ;WtUoWTEKPI
e =GFWPFCPEy ?GEhPKSWGU
e FoWPtCKP 0oFGU /CUGF =GNKCDNG >toTCIG

e >GCTEh oXGT EPETyRtGF 0NoWF 1CtC



=GFWPFCPEy ?GEhPKSWGU
e =GRNKECtKoP-DCUGF 

e PToU) UKORNG FCtC OCPCIGOGPt 

e 0oPU) hKIh UtoTCIG EoUt 

         Now thToWIhRWt



=GFWPFCPEy ?GEhPKSWGU
e ETCUWTG EoFGU-DCUGF 

e PToU) OWEh NGUU FCtC TGFWPFCPEy 

        hKIh thToWIhRWt 

e 0oPU) NGUU TGRCKT EoOOWPKECtKoP



=GFWPFCPEy ?GEhPKSWGU
e :GtwoTM EoFKPI-DCUGF 

e PGtwoTMKPI tGEhPKSWG  

e KPETGCUG PGtwoTM thToWIhRWt 

      



=GFWPFCPEy ?GEhPKSWGU
e :GtwoTM EoFKPI-DCUGF 

e PToU) NGUU TGRCKT EoOOWPKECtKoP  

e 0oPU) hKIh FGEoFKPI EoUt 

        CXCKNCDKNKty



=GFWPFCPEy ?GEhPKSWGU
e :GtwoTM EoFKPI-DCUGF 

e PToU) NGUU TGRCKT EoOOWPKECtKoP  

e 0oPU) hKIh FGEoFKPI EoUt 

        FGETGCUKPI CXCKNCDKNKty CHtGT TGRCKT



1CtC =GNKCDKNKty
e How to RGTHoTO FCtC TGRCKT CPF FCtC TGtTKGXCN Ct OKPKOCN EoUt KP 
ENoWF- 

e /oth FCtC UtoTCIG CPF tTCPUOKUUKoP CTG EhCTIGF 

e cRCy-CU-yoW-WUGd 

e Now UtoTCIG, EoORWtCtKoP CPF EoOOWPKECtKoP EoUt



e 1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e =GNKCDNG 1CtC ;WtUoWTEKPI
e ExKUtKPI =GFWPFCPEy ?GEhPKSWGU

e FoWPtCKP 0oFGU /CUGF =GNKCDNG >toTCIG

e >GCTEh oXGT EPETyRtGF 0NoWF 1CtC



FoWPtCKP 0oFGU
e L? EoFG (LWDy tTCPUHoTO EoFG) 

e FKNG M KU URNKt KPto O oTKIKPCN RCEMGtU, M1, . . . ,MO 

e GGPGTCtG Pα GPEoFGF RCEMGtU HoNNowKPI L? EoFGU (DKtwKUG B;=) 

e α KU thG PWODGT oH RCEMGtU oWtUoWTEGF to GCEh UtoTCIG UGTXGT 

e α + O%M(1!ε) 

e .Py M UGTXGTU hCXG totCNNy O(1!ε) GPEoFGF RCEMGtU



FoWPtCKP 0oFGU
e L? EoFG (LWDy tTCPUHoTO EoFG) 

e :GCT-oRtKOCN GTCUWTG EoFGU 

e CNN O oTKIKPCN RCEMGtU ECP DG TGEoXGTGF HToO CPy O(1!a) GPEoFGF 
RCEMGtU wKth RToDCDKNKty 1-δ 

e EHHKEKGPt FGEoFKPI ;(O*NPO)) FCUt /GNKGH PToRCICtKoP FGEoFGT 

e 0hCNNGPIGU to WtKNKzG L? EoFG) 1GEoFCDKNKty* EHHKEKGPt FCtC TGRCKT



1CtC 1GEoFCDKNKty
e How to UCtKUHy thG FCtC CXCKNCDKNKty TGSWKTGOGPt KP ENoWF UtoTCIG - 

e GoCN) CNN O oTKIKPCN RCEMGtU ECP DG TGEoXGTGF HToO CPy O(1!a) 
GPEoFGF RCEMGtU wKth RToDCDKNKty 100  (XU. 1-δ) 

e 1KXKFG CNN thG GPEoFGF RCEMGtU GSWCNNy KPto P IToWRU 

e =WP thG /GNKGH PToRCICtKoP FGEoFGT oP GXGTy M-EoODKPCtKoP oH P IToWRU 

e IH FGEoFKPI HCKNU, TGIGPGTCtG GPEoFGF RCEMGtU WPtKN UWEEGUUHWN



1CtC =GRCKT
e ExCEt TGRCKT  

e IGPGTCtG GxCEtNy UCOG RCEMGtU CU thoUG RTGXKoWUNy UtoTGF KP EoTTWRtGF 
UGTXGTU 

e Fo Pot KPtToFWEG NKPGCT FGRGPFGPEG) OCKPtCKP thG FCtC CXCKNCDKNKty 

e FWPEtKoPCN TGRCKT 

e IGPGTCtGU EoTTGEt GPEoFGF RCEMGtU, DWt Pot GxCEtNy UCOG CU thoUG EoTTWRtGF 

e TCPFoO NKPGCT TGEoFKPI ECPPot UCtKUHy thG FGITGG TGSWKTGOGPt KP L? EoFGU



1CtC =GRCKT
e How to Fo GxCEt TGRCKT- 

e . UtTCKIhtHoTwCTF FCtC TGRCKT OGthoF 

e TGEoXGT CNN oTKIKPCN FCtC RCEMGtU KH C UtoTCIG UGTXGT KU EoTTWRtGF 

e Fo thG GPEoFKPI to IGPGTCtG EoFGF RCEMGtU 

e IPtToFWEG OWEh EoUt oH Doth EoORWtCtKoP CPF 
EoOOWPKECtKoP!



1CtC =GRCKT
e ExCEt TGRCKT  

e ;PG TGRCKT UGTXGT >P!1



0oORNGxKty .PCNyUKU
e ?hGoTGtKECN EoORNGxKty CPCNyUKU (KPtToFWEG TGRCKT UGTXGT)



ExRGTKOGPtCN EXCNWCtKoP



ExRGTKOGPtCN EXCNWCtKoP



ExRGTKOGPtCN EXCNWCtKoP



e 1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e =GNKCDNG 1CtC ;WtUoWTEKPI

e >GCTEh oXGT EPETyRtGF 0NoWF 1CtC
e >GCTEhCDNG EPETyRtKoP

e PTGFKECtG EPETyRtKoP



1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e >GPUKtKXG 1CtC hCXG to DG GPETyRtGF DGHoTG oWtUoWTEKPI 

e RTotGEt FCtC RTKXCEy CPF EoODCt WPUoNKEKtGF CEEGUUGU 

e EPETyRtKoP OCMGU FCtC WtKNKzCtKoP C EhCNNGPIKPI tCUM 

e tTCFKtKoPCN RNCKPtGxt UGCTEh -, Po RTKXCEy IWCTCPtGGU 

e FowPNoCFKPI CNN FCtC CPF FGETyRtKPI NoECNNy -, KORTCEtKECN



e 1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e =GNKCDNG 1CtC ;WtUoWTEKPI

e >GCTEh oXGT EPETyRtGF 0NoWF 1CtC
e >GCTEhCDNG EPETyRtKoP

e PTGFKECtG EPETyRtKoP



>GCTEhCDNG EPETyRtKoP
e ?wo 0CtGIoTKGU DCUGF oP thG FCtC EoPtTKDWtKoP

Single Data 
Contributor

Multiple Data 
Contributor



>KPING 1CtC 0oPtTKDWtoT

e 1CtC EoPtTKDWtoT (FCtC owPGT) GPETyRtU CPF oWtUoWTEGU FCtC to UGOK-tTWUtGF UGTXGT* 

e ?TWUtGF CWthoTKty (FCtC owPGT) IKXGU CWthoTKzGF WUGTU thG UGCTEh ECRCDKNKty (G.I. tTCRFooTU)*  

e .WthoTKzGF WUGTU UGPF UGCTEh ECRCDKNKty to UGTXGT who wKNN GxGEWtG UGCTEh oXGT GPETyRtGF FCtC*



>KPING 1CtC 0oPtTKDWtoT
e .RRNKECtKoPU 

e PTKXCtG GOCKN -- GOCKN UGTXGT 

e =GOotG UtoTCIG -- UtoTCIG UGTXGT 

e MGFKECN TGEoTFU -- FCtC UGTXGT 

e PWDNKE hGCNth OoPKtoTKPI 

e >toEM tTCFKPI XKC UGOK-tTWUtGF DToMGTU



MWNtKRNG 1CtC 0oPtTKDWtoTU

e 1CtC EoPtTKDWtoTU GPETyRtU CPF oWtUoWTEGU FCtC to UGOK-tTWUtGF UGTXGT* 

e ?TWUtGF CWthoTKty (FCtC owPGT) IKXGU CWthoTKzGF WUGTU thG UGCTEh ECRCDKNKty (G.I. tTCRFooTU)*  

e .WthoTKzGF WUGTU UGPF UGCTEh ECRCDKNKty to UGTXGT who wKNN GxGEWtG UGCTEh oXGT GPETyRtGF FCtC*



MWNtKRNG 1CtC 0oPtTKDWtoTU
e .RRNKECtKoPU 

e EOCKN UGTXGT, EOCKN ICtGwCy 

e 0TGFKt ECTF RCyOGPt ICtGwCy 

e 1CtCDCUG 

e MGFKECN TGEoTFU 

e .WFKt NoIU -- PGtwoTM, HKPCPEKCN 

e PGtwoTM ICtGwCy%HKPCPEKCN KPUtKtWtKoPU, CWthoTKzGF CWFKtoT



PTKXCEy IUUWGU
Privacy	
in	SE

Data	
Privacy

Index	
Privacy

Search	
Privacy

Keyword	
Privacy

Trapdoor	
Privacy

Search	
Pattern

Access	
Pattern

Traditional	
Data	

Encryption

Encrypted
Searchable

Index

Non-deterministic
Trapdoor

Private	Information	
Retrieval



ExKUtKPI AoTM
e FWPEtKoPCNKty

Searchable	
Encryption

Keyword	
Search

Single	
Keyword

Exactly	Match Ranked	
Search

Top-K

Fuzzy	Search

Multiple	
Keywords

Conjunctive

Ranked	
Search

Disjunctive

Numerical	
Query

Range	Query

Subset	Query



ExKUtKPI AoTM
e I= =CPM ?GEhPKSWG

Similarity	
Rank

Similarity	
Information

Keyword	
Existence

Term	
Frequency

Similarity	
Measure

Inner	
Product

Euclidean	
Distance Cosine	Rule



ExKUtKPI AoTM
e IPFGx EoPUtTWEtKoP

Search	style

Searchable	
Index

Index	per	
document

Index	per	
keyword

No	Index

Linear	
Search



ExKUtKPI AoTM
e 0TyRto ?GEhPKSWG

Searchable	
Encryption

SKC

Basic	Symmetric	
Cipher

Bilinear	
Map IBE Predicative	

Encryption

Keyed	Hash Bloom	
Filter

Secret	
Sharing

PIR

Oder	Preserving	
Encryption

PKC

Basic	Asymmetric	
Cipher

Bilinear	
Map IBE Predicative	

Encryption

PIR

Single	
Contributor

Multiple	
Contributors



e 1CtC ;WtUoWTEKPI KP 0NoWF 0oORWtKPI

e =GNKCDNG 1CtC ;WtUoWTEKPI

e >GCTEh oXGT EPETyRtGF 0NoWF 1CtC
e >GCTEhCDNG EPETyRtKoP

e PTGFKECtG EPETyRtKoP



PTGFKECtG EPETyRtKoP
e ?TCFKtKoPCN GPETyRtKoPU) oPNy owPGT oH UGETGt MGy ECP FGETyRt 

e .ttTKDWtG-DCUGF EPETyRtKoP(./E)) HKPG-ITCKPGF CEEGUU EoPtToN 

e E.I., 0KRhGTtGxt-PoNKEy DCUGF ./E 

e .EEGUU RoNKEy GODGFFGF KP EKRhGTtGxt 

e 7Gy CUUoEKCtGF wKth CttTKDWtGU 

e 0KRhGTtGxt EoWNF DG FGETyRtGF KH MGybU CttTKDWtGU UCtKUHy CEEGUU RoNKEy



PTGFKECtG EPETyRtKoP
e PTGFKECtG EPETyRtKoP)  

e RNCKPtGxt O, CttTKDWtG I -, EKRhGTtGxt 0 

e RTGFKECtG%HWPEtKoP Hy() -, tTCRFooT%toMGP%MGy Fy() 

e EKRhGT tGxt 0 EoWNF DG FGETyRtGF CU O KHH Fy(0) + Hy(I) + 1



PTGFKECtG EPETyRtKoP
e PTGFKECtG-oPNy EPETyRtKoP)  

e CttTKDWtG I -, EKRhGTtGxt 0 

e RTGFKECtG%HWPEtKoP Hy() -, tTCRFooT%toMGP%MGy Fy() 

e Fy(0) +1 KHH Hy(I) + 1



PTGFKECtG EPETyRtKoP
e ExKUtKPI woTMU)  

e IFGPtKty-DCUGF GPETyRtKoP) GSWCNKty tGUtU 

e .ttTKDWtG-DCUGF GPETyRtKoP) EoPLWPEtKoPU, TCPIG SWGTKGU 

e PTGFKECtG GPETyRtKoP) FKULWPEtKoPU, KPPGT RToFWEtU, GtE 

e 0oPU) EoORWtCtKoP EoORNGxKty 

e DKNKPGCT OCR) G)G×GfG?, G(WC, XD) + G(W, X)CD 
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