Ebrahim Hegazy (@Zigoo0)

Over 8 years in information security field that included, WebApps
Pentesting, Client Side Attacks, Linux Systems Administration, Training
& Instructing, Network Security and lately a Systems Security Engineer.

2016 FIT



Agenda

1- About me

2- What are bug Bounty Programs & Why we need it?
3- What are the Bug Bounty Platforms?

4- Bug Hunting Methodology

5- My findings in different bug bounty programs.
6- Questions.






What are bug Bounty Programs & Why we need it?



Who Has a Bug Bounty Program?



Why we need Bug Bounty Programs?



What are the Bug Bounty Platforms?

Hackerone BugCrowed Vulnbox SynAck CrowdCurity



Bug Hunting Methodology

SubList3r



My findings in different bug bounty programs.

Google Twitter!
RCE SSRF UFU
Bug! Bug Bug.



Remote Code/Command Execution



Remote Code/Command Execution - (Demo video)

Demo Time:



Twitter Un-restricted File Upload Vulnerability.

Video Demo



SSRF(Server Side Request Forgery)

Demo



SSRF(Server Side Request Forgery)






Contact Me

www.sec —-down.com

Twitter.com



