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OpenLDAP/Z

« OpenLDAP Software is an open
source implementation of the
Lightweight Directory Access
Protocol.

« How does LDAP work
« X.500

« DB : BerKeley DB
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Client OpenlLDAPZ i

ogm%ﬁéﬁ}i@%ﬂﬁﬁ%mﬁ
 f » AERM ;

passwd/shadow {4 HE1T 46
PAM*% j% UE, ¥ T $OpenLDAPY
A B6AIE «

OpenlLDAP [rism
Server cluster
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« BPRENX 7 AENASBRFIGESTIR | BOAREE
OpenLDAPHEN. , BRIAFTEFFPHIRERE:

e sudo su - root
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ZIAEREE ( CentOS 5.8 )

Server Client
openldap—devel -$VERSION pam_1dap—$VERSION
openldap—$VERSION nss—pam—1dapd—-$VERSION
openldap—servers—$VERSTON openldap—$VERSTON
openldap24—-1ibs—$VERSION openldap—clients—$VERSION

openldap—servers—sql—-$VERSION
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=2 PFEIE (CentOS 5.8 )

e Command: Authconfig—tui
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EPEE ((TEEIN)

« ConfigureFile : /etc/ldap. conf
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EPIREE (EEEN) —

« ConfigureFile : /etc/nsswitch. conf
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EPIREE (EEEN) —

 ConfigureFile : /etc/sysconfig/authconfig
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EPEE ((TEEIN)

e ConfigureFile : /etc/pam. d/system—auth
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admin

Se rVi Ce :Zﬁdg zu —servi
N etWO r k esudo su — Network-command
O bse rve r esudo su —read_only

personal
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o U{AJSCHR : ( UserInformation, GroupInformation )
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«  YN{AISCER : ( SudoersInformation )
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e Master : Slave:
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e Slurpd. replog
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EARIER | ZEER

- BHEIMAR ( OpenLDAPRAARIF )
. BEiTPAMiELR

+ /etc/pam.d/sshd, HERKBURELAZRISIRZ f5 , SZFBF#HT
Locki{E , ATIE]96007)

auth required pam_tally.so onerr=fail deny=5

unlock time=600
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«  FEOpenLDAPIRSHENS TS0

- 1Y nss_initgroups_ignoreusers H&EHRNEN. ;

« # /etc/ldap.conf

« nss_initgroups_ignoreusers
root,Idap,named,avahi,haldaemon,tomcat,lbs,nagios,nginx,yanfa_
ro,zjxl_ops,oracle,sshd
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ERERNEL : AR ETFIRS PR

BRY : MBHERNAEPER

R EIRIRIR
f&ER : ldapns.schema ;
EeE : Host : HostName ;

BCE : pam_check_host_attr #1 pam_filter .

nss_base_<map>
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AR | BHEE

FAFEERBIWEBTIEIFAK
FIMySQLH , PythonScriptiEid
APBRENEIFEK , FERE
OpenLDAP ServerAEB , Fri&GiE
VEEEBRIREILRAPL , FHEALE!
MySQLAA,
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NOTE :

SERVICE : nscd or nslcd

PKG: nss_ldap or nss-pam-ldapd

FILE:  /etc/sudo-ldap.conf or /etc/sudoers
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- 1. WSEES|
. IKSESEE | GFAFID, AFRKS. AFREB. OUKS
(OpenLDAPLIOUSH , K FyEs##E]) . OUIDE ;
- IUREEETE | RERFIUIRERAR , XS MABAIOURIEL

sudoerffRAS , FHHMEAZARIR, MBS NR REEEHERN
B9PRSE 5 FadsudoersE@EfITEN. ;
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» 2. FEFRIEBZH
« JANIEREIARSS BRUmIFA TIRIE ;
« ENEPELI . —EZ MR |, SLZBIDCZENEUERIZ ;
RS S5HER - X SFIRBEIKSHITRISEN |, BRI SHIF,
I, RIIAKOpenLDAPRRSSHIRIES] ;
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- 3. REEHELM
REBENME : ERopenssIIBNEDMIAIEIERHITING | (RIERERE
AR ZE ;
EFRENRE | SHYAFREERNRFHTRE , FTEESFE
BRLLRIHRE | BN EBAMUREPRE , RIRFIZMEIEN ;
RINIEE | AP YIBE N AKSERIRSSR | FHERsudoFBEHITIE
R, FEHTEESEE
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- 4. SUEE
- WEBEEE : BHIREEE , EINTIESEER ;
SaltZ3EE(E | B{IREERE |, IEIN TR ;
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DevOpsDays BIE et E

DevOps Z A Patrick Debois S5#&#84
DevOpsDays Jt&uh 201753 518H

RS NIREIL004 , EMIEE
http://2017-beijing.devopsdayschina.org/
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