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VPN Access

Critical On-Premise
Systems & Apps
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@ Welcome

USER LOGIN w
USER ID JSMITH

No password required
with web applications.

One identity

User selects “confirm”
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Welcome B~

On-prem Welcome
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USER LOGIN

USER ID JSMITH

k)
Single point of access
No need to re-authenticate




MOBILE PUSH FOR VPN ACCESS
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Push natification
o sent to phone Session is authenticated

ﬁ e User
VERIF‘LSIGN— Confl rms

ﬁ etlvenlny PN
CISCO. CLIENT

User logs into VPN

CONFIRM

No more hardware tokens
Better user experience
Easier provisioning




TABLET EXPERIENCE: MOBILE PUSH FOR VPN ACCESS

ﬂ VPN CLIENT

USER LOGIN:

JSMITH

PASSWORD:

sk ko

VERIFY SIGN-IN

CONFIRM

DENY

SECURE EMPLOYEE
PORTAL

EXPENSE CLAIM

PURCHASE REQ’S

VACATION REQ’S

COMPANY NEWS
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VERIFY SIGN-
IN

CONFIRM

DENY

Mobile OTP
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Go!
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SECURITY
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SMS / GRID Token
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WINDOWS £EHEFR - OTP

USER LOGIN

USERNAME

PASSWORD

Log in Windows with
first factor

2FA with grid, token...

OR

VERIFY SIGN-
IN

CONFIRM
e a3
DENY

2FA with mobile push...

Session is authenticated

Same ldentity , same UX
“Offline” mode available
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Traditional Smart Card

-------------------------------------------------------------------------------------------------------------------------------

Mobile Virtual Smart Card

Virtual smart
card reader

) €3 M)

Convenient Secure
“auto-detect” “auto-logout”

High Assurance
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I Smart Credential within the Mobile Desktop (virtual smart card)

I Provides smart card based security with far more convenience
I Certificate/PKI authentication, encryption & signing

ESTABLISH ONE
TRUSTED IDENTITY
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EMBEDDED ON
MOBILE DEVICE

High Assurance
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Quick, Simple, Secure Access To Enterprise Apps
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Client side SSL

EMM integration 1

AUTHENTICATION TRANSPARENT TO USER

Client side SSL

Mobile Browser 1 SSO

PUSH AUTHENTICATION

EMM / Ml # a1k 40 :
Citrix, Blackberry, Mobile Iron, VMware Airwatch
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Authenticators to meet the needs
across use cases, user preferences

Fall back authentication when
primary authenticator fails /
unavailable

— SMS OTP, Email OTP

Mobile Software Dev Kits

— embed trusted identities into mobile
apps
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AUTHENTICATION SUITE

Push Notification

Soft Token

QR code

Transaction
Verification

Google Auth

=4 Mobile Smart
Credential

Certificates / PKI

SMS OTP

Email OTP

@ ® 0=

Hard Token
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& U.S. Bank MNational Association [US]

https://www.usbank.com/index.html
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https://www.trustworthyinternet.org/ssl-pulse/
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p Heartbleed

» Exploit of Heartbeat extension in OpenSSL
1.0.1. (widely used in web servers, O/S’s) -
Anything with OpenSSL is vulnerable
Fix:
» Update your version of OpenSSL
» Replace any keys and certificates on those
machines
» Ask users to change passwords
Remaining vulnerabilities:
* Many certificates replaced without replacing

\ keys!!

f
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» Padding Oracle On Downgraded Legacy
Encryption
+ Attacker can downgrade SSL/TLS session
Fix:
* Stop supporting SSL 3.0 (Browsers already
doing this)
* Patch servers to avoid TLS vulnerabilities
Remaining vulnerabilities:
» Check your server at entrust.ssllabs.com

\_

DROWN

» Decrypting RSA using Obsolete and
Weakened eNcryption

+ Adapts an old SSLv2 vulnerability

» Can be used against any TLS protocol with
same RSA key

* SSL v2 needs to be disabled everywhere,
without exception. But, this has always been
the case, given that we've known about the
various SSL v2 vulnerabilities for more than 20

\_ years now

#R@M FREAK

* Factoring RSA Export (Android) Keys

+ A MITM attack that forces browser to use
weaker encryption key, providing attacker
access to all encrypted info

* Result of US gov't policy preventing stronger
encryption from being exported

* At server, disable support for insecure ciphers

» Check your server at entrust.ssllabs.com

Remaining vulnerabilities:
» 36% of servers still accept “export grade crypto”




SSL §FIEHRATR

ERFEERE zuas ERsEEmEs RN
BAAO
EFHttps RFTPHY o
P XA RIARSS = . BERLA HFELE
(#Nnetworks,

XHHE, F)

B SEER

VPNZ& R



IR
BOREEIBTORGS

‘413 L

O il y \ ’ b
: 2 RN o o
q aphssen \ ]
ey oo flrs ane ‘ Rty

‘ ¥ SEA L |

‘| Fes ke
’ b (1
|

EERES *
X

IR ed s e ) :
I ETLEAEARE ‘



WJJ&&”E R R ERM

/e Entrust 5= E¥

80 =
'K%i&ﬂ&%ﬁE%ZOngf’l‘
« EEXT 1[5l G)
-/}

1. ipEE A E iG] A M,

2. MusEIMER, NEFRIDEBHBERMER
RIER BB {EHITRIE

3. %U"'_%EF_JCA*'UXTIIE%I%%&*& TR

CAME)N %% 28 /i imYes/No 1& g

SEREENIGIE RS

B




ENTRUST SSL #Zi1Mi{&

EIRAEHRIEB RS

JTZIRAE

SSLIEF 2H
2t ov. EV. DViEH

5 & T F&CloudiRFF
& RHZAEB/RE
SN B Bh L & IE

£ ik DiscoveryBR 55
REMLEREREZE
R#EcT GEBIERA) RS




ENTRUST CLOUDIEH 55!

SSL FFH

OV SSL iFH

FRAERR (B4 )
{fUisEhR (Wi 4 )
B AT
2k
FAHEEISSL

EV SSL iiFH

Entrustif &=

ETBEEMEEHINR 28

KRBFZIEH
LERTDES

EVRIBE4
BRIt NEEE

XHERIED
AR
A

£ IRIBE

Entrust/SSL Labs
Wi EEE

Entrust IE P RZMEREE RS

REWHIES

AR
o473

WEFIER

Mobile Device
Certs
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H2BiEHIER (CT/CERTIFICATE TRANSPARENCY) ?

» Google mandate intended to make certificates transparent by enabling anyone to inspect CT
logs

Required for all CA’s on EV certificates in January 2015
Required for all CA’'s on OV/DV certificates in April 2018

If a CA doesn’t support CT for an EV certificate, it loses the special Ul treatment that EV
certificates get in the Google Chrome browser, effectively downgrading the certificate in
Chrome.

Google has imposed full CT on some other CA’'s due to mis-issuance

HOW DOES IT WORK?



CA AUTHORIZATION

“Certification Authority Authorization (CAA) allows a domain owner to specify in their
DNS or DNSSec which Certification Authority (CA) is authorized to issue certificates to
their domain”

» CA/Browser Forum Policy effective Sept 8, 2017

+ DNS/DNSSEC specifies which CA’s are authorized to issue for that specific domain

— Optional for web site owners
— Becoming mandatory for CA’s to check/respect CAA Policy

* Intended to prevent mis-issuance
—pre-issue prevention, vs CT which is post-issue
audit

https://www.entrust.com/new-mandatory-caa-
checking-horizon/



https://www.entrust.com/new-mandatory-caa-checking-horizon/

CA AUTHORIZATION

» CAA supported properties
— Issue: Permits a CA to issue certificates
— Issuewild: Permits a CA to issue Wildcard, but not non-Wildcard
— |IODEF: Provides an email where CA can report violating requests

* Response...
— No CAA record, CA can issue

— CAA record uses that CA’s Issuer Domain Name from CPS, CA can
issue

— CAA record does not contain CA’s Issuer Domain Name from CPS, CA
MUST not issue

* If planning to use CAA, ensure ALL allowed CA’s are in CAA record,
or it will prevent certificate issuance

https://www.entrust.com/new-mandatory-caa-checking-horizon/



https://www.entrust.com/new-mandatory-caa-checking-horizon/
https://www.entrust.com/new-mandatory-caa-checking-horizon/

CERTIFICATE LIFETIMES

* In 2012: 5 year certificates
* In 2015: Reduced to 39 months (EV at 27 months)

* In 2018: SSL Certificate Lifetimes reduced to 27 months (all types)
— Effective March 1, 2018
— 825 days for computational ease
— As determined for CA/Browser Forum, governing body
— Previous ballot (Google) to reduce lifetimes to 13 months failed



ENTRUST DATACARD

o RXALT19694, 1997F1EH[ENE N EREIRSHL

« % 2,000 ZZRAT, 7 150 ZNERFITIHE, BERKZH
i

 RMNEPEHHTAMMUES, HERMFTEEREXIBIIEK
AR & B RAVE =E i

o BASHEA SR ERIL EEEVMAR D#EITRIBIL RS
AL R, EFREFTHERR

X A CE

WESUE, BRELH
FIEERT AR

FRHAEE
B+ %




HIERE—AERN R R EHIREEA




ENTRUST /=angk

Encryption

Authentication

Digital Signatures

Entrust Web access control and single [Ertriss] o )
Bethccess’ sign-on for online transactions Bapthoriry PKI Certification Authority;
digital certificate issuance

Extensible software authentication

I pthtform for mobile, cloud and ml’ .. Secure, encrypted file sharing
physical and logical environments HFECE 504 communication

Transaction monitoring, fraud

muﬂﬁ(&mon, behavior and identity SMART
analytics CREDEMNTIALS

DEVICE
CERTIFICATES

bt B
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« 17 of top 22 Global e-Governments ICBC @ @ @ - 3

7 of top 10 Global Commercial Savings Banks N

) @ Microsoft
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