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Source: Horizon Scan 2016 Survey Report (BCI & BSI)
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ISO/IEC 27017: 2015 ISO/IEC 27018: 2014
SEiam (B ZEIEH (E5%)

ISO/IEC 27036-4

ZEEME (HED)

«Code of practice for inf : Code of practice for protection of eInformation security for supplier
security cgntrols forocrlt;rl]dot:rg;t;l)%r’ging personally identifiable information (PII) relationships -- Part 4: Guidelines for
services based on ISO/IEC 27002 in public clouds acting as PII processors security of Cloud services
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Protection of PII in public clouds & Cloud security
protection

Cloud Computing

ISO/IEC 27017 ISO/IEC 17788 ISO/IEC 17789
Security controls for Cloud computing — Cloud computing -

cloud computing Overview an Reference architecture
services vocabulary

Protecting PII
ISO/IEC 27018

Protection of PIl in Local /International
blic cloud ISO/IEC29100
pblic couds Privacy framework re?:;ﬁ::?nu;ﬁtgry
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Additional guidance based on ISO/IEC 27002

4= Cloud service extended control set

Clau . . #of Control Additional Security Control
ce Security Domain Guidance Clause Requirement
5  Information security policies 1 CLD.6.3.1 Shared roles and
6 Organization of info. security 2 6 responsibilities within a cloud
7 Human resource security 1 computing environment
8 Responsibility for assets 2 3 CLD.8.1.5 Removal of cloud service
9 Access control 7 customer assets
10  Cryptography 2 CLD.9.5.1 Segregation in virtual
11  Physical and environmental security 1 9 E?.rgguélgg\/?r?zlarrgrceﬁ;se
12 Operations security 7 hardening
13 Communications security 1 CLD.12.1.5 Administrator's
14 System acquisition, development & 2 1 operational security

maintenance : CLD.12.4.5 Monitoring of
15 Suppller.relatlonshlpg ' 3 Cloud Services
16 Information security incident 3

management CLD.13.1.4 Alignment of
17  Information security aspects of BCM 0 13 security management for

: virtual and physical networks
18 Compliance 5
37 7
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Collection Transfer Storage Disposal
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Additional guidance based on ISO/IEC 27002 <+ ISO/IEC 29100 extended control set
#of Control #of

Additional controls - Privacy

Clause Security Domain

Guidance — Control
rinciples of ISO/IEC 29100 .
5 Information security policies 1 P P 4 Guidance
6 Organization of info. security 1 A.1 Consent and choice 1
7 Human resource security 1 A.2 Purpose legitimacy and 5
8 Responsibility for assets n/a specification
9 Access control 3 A.3 Collection limitation n/a
10 grr]ypjcoglrapdhy . l 1 A.4 Data minimization 1
11 segjlricta and environmenta 1 A.5 Use, retention and 2
4 . disclosure limitation
12 Operations security 4 :
13 Communications security 1 A.6 Accuracy and quality n/a
System acquisition A.7 Openness, transparency and
14 ' n/a o 1
development & maintenance oLlcs S
15 Supplier relationships n/a A.8 Individual participation and n/a
16 Information security incident 7 access
management A.9 Accountability 3
17 En&‘('z;matlon security aspects of n/a A.10 Information security 13
18 Compliance 1 A.11 Privacy compliance 2
16 25




Type.t
A. P . p l&ﬁﬁ P"ﬂﬂ%ﬂgﬁﬂk mi&\' service
[aaS

PaaS

SaaS

Marketing
purpose

Purpose of use

Public cloud PIl processor

Cloud service customers
(CsQ)

Without
express

consent i

PII processed under a contract should not be used by the public cloud PII processor for the
purposes of marketing and advertising without express consent. Such consent should not be a

condition of receiving the service.

NEFTERZEX (MARKRZPHESEHEN SBRY ) KEEPL, XMEEFNERZRSHIFM.
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Type of Aplly
cloud
)

A.10.4 (RIFSIHEE T RPRIEE

[aaS

PaaS
SaaS

N : .
organization’s premises Backup site

Pll

_ ~ el

PII on media leaving the organization’ s premises should be subject to an authorization
procedure and should not be accessible to anyone other than authorized personnel (e.g. by

encrypting the data concerned).

ng_l:fﬁfﬂ,,\iﬁﬁﬁﬂﬁ MEARIPI , AIBESAIRE | FERIHEAIESIRARIGE (10 EEXEXEEE
7%= )

G



Type of Aplly
cloud
service

A.10.5 fEAKRMNZRYEENT T RIS

[aaS
PaaS
SaaS

encryption

Exception

N Media A
documented Device B

Portable physical media and portable devices that do not permit encryption should not be used
except where it is unavoidable, and any use of such portable media and devices should be

documented.
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Cloud service
Providers (CSP)

l =

Cloud Service
Customers (CSC)
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Privacy law
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ISO/IEC 27001 Control Control Requirement

A.13.2.1 Formal transfer policies, procedures and controls shall be in
Information transfer policies and place to protect the transfer of information through the use of
procedures all types of communication facilitie

ISO/IEC 27002 Implementation Guidance (13.2.1) >

a) procedures designed to protect transferred information from interception, copying, modification,
mis-routing and destruction;

b) procedures for the detection of and protection against malware that may be transmitted through the
use of electronic communications (see 12.2.1);

c) procedures for protecting communicated sensitive electronic information that is in the form of an
attachment;

ISO/IEC 27018 Implementation Guidance

(13.2.1)

Whenever physical media are used for information A.10.6 Encryption of PIl transmitted over
transfer, a system should be put in place to record public data-transmission networks

incoming and outgoing physical media containing PIlI, In some cases, e.g. the exchange of e-mail, the
including the type of physical media, the authorized inherent characteristics of public data-

sender/recipients, the date and time, and the number of transmission network systems might require
physical media. Where possible, cloud service customers that some header or traffic data be exposed
should be asked to put additional measures in place (such  for effective transmission.

as encryption) to ensure that the data can only be

accessed at the point of destination and not en route.
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