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DGA
« Malware
« Example: Dyre
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DGA

e Chrome j:;TEi)I_I\U i 5252 kapdkslpkzb ! chrome: 43208
i 5253 viwdhrny |/ chrome: 43208
« Pattern
i 5324 twiuercuey 360chrome: 40943
JEI,H:H i 5325 yanjiqok 3a0chrome: 40943
i 5324 bgoizocdywgwz 3a0chrome: 40943
« DNS benchmark
Ak 3545 wechromium.org  ffavicon.ico 360chrome: 2260
° patte rn A 3596 wwechromium.org  ffavicon.ico 360chrome: 2260
A 3547 wwwechromium.org  ffavicon.ico 360chrome; 2260
° A 3548 www . wechromium.org  ffavicon.ico 360chrome: 2260
Ot h e rS |Z| 3549 www, chromium.org  ffavicon.ico 360chrome: 2260
M M A 3550 weww,wwwchromium.org  ffavicon.ico 360chrome: 2260
°
O mni b OX p refetc h In g A 3551 wwww, wwwchromium.org  /favicon.ico 3a0chrome: 2260

%I'_‘EC NA M E € ¥ 3552 www.chromium.org  / 36 0chrome: 2260
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DNS SUfﬁX :\Documents and Settings‘zzf>ipconfig all

Jindows IP Configuration

« PC
Host Name . . . e e e e . . i z=f-fB3VE7893%9b
Primary Dns Sufflx e e« = = « - = fortest.com
° /I\A Mode Type . . . . . . . . . . . . = Unknoun

b I/ZH__/\ C:\Documents and Settlng*‘ '*"*f)nslnnkup wuw 368, .cn
Server: 2

. f‘thE%% pddress: 192.168.8.222
7\ Mon—authoritative ansuwer:
% 3 I: ng‘lﬂ Name = v . 36B.cn

Address: 186.128.167.67

Ho. Tine Somrce Destination Protoeol Length Info
192.168.0.222 82 standard query A www. 360.cn. fortest. com
2 0.000049 192.168.0.222 10.0.2.15 DNS 144 standard query response, No such name
30.001003 10.0.2.15 192.168.0.222 DNS 70 standard query A www.360.cn

4 0.001543 192.168.0.222 10.0.2.15 DNS 86 standard guerv response A 106.120.167.67
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« DGA + DNS suffix
« Host + DNS suffix

source: http://img2.iautos.cn/upload/2014/11/3/289080141103115106.jpg
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DGA + DNS suffix
« Chrome + DNS suffix
« DNS suffix == TLD
« DNS suffix == router AP
« DNS suffix == >E)ia#3




DGA + DNS suffix

Malware + DNS suffix
o ZRENT
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yadon.com

1nfﬁ vddﬁn com
sc.info.yadon.com
cc.yadon.com

J.yadon.com

vnuvrsi.net.yadon.com

kqupl net.yadon.com
vddﬁn com

ydon . com

ntvnasv.cc.vddﬁn com
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Host + DNS suffix
« Nested domain
« VS Phishing domain

A

img.wsdl.vivo.com.cn.jsahvec.edu.cn
muf.alipay.com.jsahve
5.m.taobao.com. jsahve
ifs.tanx.com.jsahvc
dorangesource.alicdn.com.jsahvc.edn

1.sinaimg.cn.jsahvc.edu.cn
' .edu.cn
1.Cn
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touzi.sina.com.cn.444nnn444nnn.top
licaishi.sina.com.cn.rgtzp.loan
icaishi.sina.com.cn.wcyyk.loan
e.com.inacr.cn
ina.com.cn.%%ua.top
licaishi.sina.com.cn.ghstm.trade
licaishi.sina.com.cn.nhckf.loan
licaishi.sina.com.cn.hptkt.loan
licaishi.sina.com.cn.wxkch.trade
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« Sinkhole
o XEEIARCUE R TIEERIIPHELE
« 1BZlsinkhole IP iBA{tA4A
- DiTERTA
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« Sinkholepd%1Z%
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NXDomain - fake IP
ISPRYA)ER
chrome FB#1E8
Te B/ZE=DNSIRHE
« OpenDNS, OneDNS
BT
« ccILD
- WS/SY/PH
* DyredraJ*.ws
- ISR
« * cba.pl, *.3322.net
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- 11.1.1/2.2.2.2/8.8.8.8/114.114.114.114...
- REKGEE
- BINRE

- CRERHBUE
- 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16
- 192.0.2.0/24, 198.51.100.0/24 ...

- ICANN
- 127.0.53.53
- URS



"SFHEIP” In OSINT

"ZFEEIP" FEOSINTHHI& IS
* Sinkhole : 48%

NXDOMAIN: 93.3%

Reserved : 3.2%

Root server : 100% [shock]



"ZFEEIP” In OSINT

° \ 'J%i
sinkhole
NXDOMAIN 18 7 2 7 4 3 2 11 27 0 0
Reserved 2 3 1 0 0 0 0 29 28 0 2
fooit 0 0 0 0 0 0 13 0 0 0

server



"ZFEEIP” In OSINT

- BYEIDf

sinkhole
NXDOMAIN 20 65 79 22
Reserved 4 42 65 26

Root server 0 0 13 13
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