Cyber in a World of Cloud

..and the new physics of defense

John Lambert, @JohnlLaTwC
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ThreatBook

Three Interacting Trends

« Militarization of cyber space
« The "5t domain”

» Geopolitics increasingly colors national views
« Data sovereignty

« Supply chain attacks

» Cyber trickle down



ThreatBook

* Miniaturization is shrinking

. computing form factors, all
Th l'@@ ‘ ﬂte ra Ctl ﬂg Tre ﬂd S powered by cloud services
* SMB and Enterprises seeking IT
services through SaaS

S

Adversaries and threats

following them to the
cloud

Customers adapting to

cloud threats



ThreatBook

Three Interacting Trends

« Demand for SaaS driving hyperscale
cloud growth

* Brings economic dividend driving
down prices in compute, storage, and
networking

« Defenders harnessing new capabilities

« Some skillsets finding new life in cyber
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1 billion customers
across enterprise and
consumer segments
200+ cloud services

18+ billion
web-page
scans per month
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Malicious
Software
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700 million
monthly
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Microsoft
System Center
Millions of
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Collecting cybersecurity
data across Microsoft's
Bm Windows
Mpr'e than 250
et

global sensors

More than 35 billion
messages scanned
Daily tracking of
600,000 addresses
sending spam

(35| Exchange




Cyber & Cloud Providers

» Tenants bring their adversaries with them

» Adversaries follow their targets from on-prem to the cloud
« Customers may not be used to threats that they see in the cloud

» Innovate in defense by harnessing economic trends

 Hyperscale cloud investments dropping costs in compute, storage, networking

- Store richer data, from more layers, for longer and process it with richer
algorithms

» We can use the cloud to protect itself

- An attack on one tenant protects all tenants
 Cloud services can protect each other
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Tenants bring their adversaries
with them



70 Targeted adversaries tracked
in total

Tracking Adversaries

Actor Code Name  Industry Name

B APT3
BORON

H e APT17

i
Neutron
CARBON
APTS8, APT18

SCANDIUM
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SEA Attac

Phish for Credentials Reconnaissance

B® Microsoft Your session has been timed

Where's your
badge?

Hopefully not in your laptop.
Windows 8 devices support virtual
smart cards, and we'll enable them

for sign in

Now you can keep your badge an
you, Instead of remembening that it's
in the card reader at home

wiven you're already hatfway to work

M Remember my user name and password.

® 2013 Microsoft
Go to: http://itweb/vsc




Formula
risk(IP) = max(Q.y cowneq LOGONExists(IP,U) - Y.y enonowned LOgonExists(IP, U), 0)
where LogonExists: (IP,U) — {0,1}
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Azure Active Directory Geo-Anomalous Login

Detection

NOISY RESULTS

Company Proxy
Cellphone Networks

Vacations/Travel

A former rules-based
Microsoft system scored

oy of logins as
ZBA suspicious

1 billion logins per day =

280 million

“suspicious” logins

1st party == 3™ party

After applying
Machine Learning

the rate dropped
to less than

0.001%



