aZEETHIRAHIRE

CSALBDS , BRELRE
CISSP CISA CCSK CCSSP

shen@shanghai.chapters.cloudsecurityalliance.org

The global mandate to secure the cloud

o . Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/

IAERENRER

-~ EERRIER NS EE T
MR

MIEF mHliRS R EHE A ({7 )
PIERFEREHMER TR~ mER

< (55—1ib)

M ERHEERELIRRZ ST
% (MEREWRH )

http://www.cac.gov.cn

EE SRR S S IEE
\ BB R3S B AR S ) S TR T ham

Lo Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
g B oot
B SR S

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

ITREREIEE

© RGTAEUEERIL ?
- IREERE OEEE?
- RG] ?

=)

=] F3%
o P ,-,_fi‘_ o Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

Emmﬁﬁ‘* — S ERNE
(FFEEVWM) |, X
IR B
EmeMNBigs Lt BE  BEEPA N/A N/A
gl
EahXiEzE EBLXIS N/A N/A
FIEFFEBS/XE B —NEfERE. BEIRIRERRHEUE |

TBVRE. STRRET0. B
PR EANF 52

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
g B oot
B SR S

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

=EHITHVRAIR) LA ?

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

WSO 27001

ot
| o

Z A HAHYE LD, (£H1ISO27001 B
Z A WAHYE LD, (EAECSATRE

SEEME1TID , EAECSATRA

m PCI DSS AT, il E
m MPLS FE. e
mMTCS T3 FTI0IE. A FrE

e loand
B coouritys
ol e e

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

PR SHT

> et
> i
> iRt
> e

> EH

e Toacd

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

ST BRI

___
=IRE® =IRE® =IRE® KR

G Al =R =R =R KInzR

HItAEE =RSEE =IRSGE RS KR

BHITT/EFER AEAE] NEAT] S1HMESET #HIiTARRS?

KRt E 1ISO 27001 CSA CMM CSA CMM

ETTHER =55 =55 6™ H Dockersz#3#F

Lo Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

“IRSEREATR

=

BRI, SRR

A

= KRR HIFARRZ

Clolnd

a—~ S0 ri H H
s Uity Copyright © 2017 Cloud Security Alliance www.cloudsecurityaliance.org

alliance



http://www.cloudsecurityalliance.org/

1. HEd%
2. IR
3. BEE

e loagaed
g B oot
B SR S

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

RULLLLLELL LR L LTI

S

Certified Public
Accountant

g EE NI NN NN NN NN NN NN NN NN NSNS NN NN NN NN ENNENENEEEEEEEEy,
.

*

. .*
“samssmssEsEEEEEEEEEEEEEEEnt

el st
AEE B ooty
L) ’

Pt LE =R N

*
S
FsssssssEEEsEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEssEasemmenmns®

‘e

eSS E NN NN NN NN RN RN N AN EANE AN RN EERREERRERREEEEA,,
. 3
.

.

NN NN NN NN NN NN EEEEENEEEEEEEEY
.® ",

* AN

-
.
.
-
-
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
-
.
.
u
L
0

g

Q

* 4

o e
S NN NN N NN NN NN NN NN NN EEEEEEEEES

Copyright © 2017 Cloud Security Alliance

NN NN NN NN NN EENEENEEEEEEEEEN,
. 7

- .

ST TN EE RN NN NN EEEEEEEENENEEREEEREREEREEE,,
. 3
-

*
*

= = 40

< ﬁ': loudstack

openstack. -

sy B B

kibana
%' elasticsearch

"rsssEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEsemmenmmns®

AKVM ¢en

. *
. *
" ssssssssssEsEEEEEEEEEEEEEEEnEnmns?®

www.cloudsecurityalliance.org

*

*

e

*


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

CTPV2.0

e loagaed
g B oot
B SR S

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

B37"

Sl
RH
B

" REATHRIC I SIRME S E RS

I, :".\ESD .t'l) | |
"";ﬂﬁ”,-,.fi ':' Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

JOIN US

e loagaed
g B oot
B SR S

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

e loagaed
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

TEANTAZEIIA

el st
E = B =T=T

Wt

Pt LE =R N

Copyright © 2017 Cloud Security Alliance www.cloudsecurityalliance.org


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

