Dockerigtiz 5%

=3

FiHA : oK

al
T

Ox




55
-Dockerigf
-Dockertz/LysiN

-DockerzZE£ 5518

AVITA

-Dockeridbi®




"( et o

EAIHNESD,

AR GLOBLE CLOUD COMPUTNG DPER SOURCE SUMMT

[T 2




Docker{g

T4 2 Docker

Docker 2— MFRIIE |, ft4ETF 2013 &) , £F Google AEJHEHAY Go
15 =50,

Docker TNE R BinE Lz B RAURERFREIMLIRRTIZE,

EHIE Linux 588 (LXC ) &R, 1 LXC B9ER E Docker #177H—%
HUES%E , FF#2(E Docker RIS SEHMEIRF— MRUERERAIIEUN—HERE
H,

TENE R T Docker FMEFREUMMLATRIRRZAL




€ | mzamy

‘-( ?-LIHH‘;'@?"“?““I
| EASHNESD. MRSURTe
AR GLOBLE CLOLD COMPUTING OPEN SOLRCE S.M

B TRFRGER LSRN | ERERRMENRIRERS
&g A VN EERE A EE S,




XSG GRS

Fritk

JE 3]
EELREIE
(i)
RGP E

B

N

— /v MB
il )R A

BN R ETFAN R




DockerfaN\-MAmE

—& 16 1% 32G BFRIENL , FEE 500+ MAFRINA , 1 NMFAERY
RERTLUAARR— 1 Muh |, BRI EIERER !

1. ZFRE  LCARFINARAREERE , ERRINERES.
2[EiE# | B AR TR FERENR.

HeAl IARTREE—EW188 _EFF 500 PN , SRR LIESRIRE 5 EfH
HURETF |, (BXMEIMAS T RAVFFHFEATE.

m Docker REFAINE THE , BB NMENSIFRREREN , XNERIK
HIREIME T EH.




. EASHNESD. MRSURTe £
AR GLOBLE CLOUD COMPUTNG DPER SOURCE SUMMT

Dockeriz/U AN

——Control Groups

——~Another Union FS (AUFS)




£

DockeriZit % AR-Kernel namespace €z
NamespacesiZ2it T REEBNIRIERS :
HEEAEBSEURBEENFERTRL
Linux Rzt 7 FE6FNameSpace:
Namespace AR RRESE fREAR
UTS CLONE_NEWUTS FNRSEE
IPC CLONE_NEWIPC =5E. HEIFNH=
NEF
PID CLONE_NEWPID HIERE
Network CLONE_ NEWNET  [WRiRE. MK, w0
Mount CLONE_NEWNS FHR (MRS )
User CLONE_NEWUSER FFfRAFA
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struct task_struct {

/* open file information */
struct files_struct *files;

/* namespaces */
struct nsproxy *nsproxys,

%

[ZEERIHRE— 1 nsproxyBkREE T 51 namespacesiYtgEt :

struct nsproxy {
atomic_t count;
struct uts_namespace *uts _ns;
struct ipc_namespace *ipc_ns;
struct mnt_namespace *mnt_ns;
struct pid namespace *pid_ns_for _children;
struct net *net_ns;

Eif AR | a
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ELinux® , FsREIZ— M EhIEiERZERRclone() , [RELNT ¢

long clone(unsigned long flags, void *child stack, void *ptid, void *ctid,
struct pt_regs *regs);

Hrh2#flagsa] LIARIBERSERITIZAEL , LR FIHIEFECIZERL
Namespace,

B TRMNFIER D Hrclone RFEHAR EHE S Namespace Bl HRAY.
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Eif AR

clone() set_cred_user_ns(new, ns)

create_user_ns(new)
do_fork()
/new = . \
= prepare_creds();
dup_task_struct()
if (clone_flags &
copy_process() CLONE_NEWUSER)
{
Copy_cred S() create_user_ns(new);
W )
copy_namespaces() s
new_nsp = create_nsproxy();

user_namespace *user_ns = task_cred_xxx(tsk, user_ns);

new_nsp->mnt_ns = copy_mnt_ns(user_ns);

new_nsp->uts_ns = copy_utsname(user_ns);
new_nsp->ipc_ns = copy_ipcs(user_ns);
new_nsp->pid_ns_for_children = copy_pid_ns(user_ns);

create_new_namespaces|()

new_nsp->net_ns = copy_net_ns(user_ns);
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static void set_cred user ns(struct cred *cred, struct user namespace
*user_ns)
{
cred->securebits = SECUREBITS DEFAULT;
cred->cap _inheritable = CAP EMPTY SET;
cred->cap permitted = CAP FULL SET;
cred->cap_effective = CAP_FULL_SET;
cred->cap _bset = CAP_FULL SET;

#ifdef CONFIG_KEYS
key put(cred->request key auth);
cred->request_key auth = NULL;
#endif

cred->user_ns = user_ns;
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LAUTS NamespacezNNa8f4l+ , RKEERZEWILIRIREER,

struct uts_namespace {
struct kref kref;
struct new_utsname name;
struct user namespace *user _ns;
unsigned int proc_inum;

%

struct new_utsname {
char sysname[ NEW UTS LEN + 1];
char nodename[ NEW UTS LEN + 1];
char release[ NEW UTS LEN + 1];
char version[ NEW UTS LEN + 1];
char machine[  NEW UTS LEN + 1];
char domainname[  NEW UTS LEN + 1];




Dockertz/L i AN-RiRIRERISCI

SYSCALL DEFINE2(sethostname, char _user *, name, int, len)
{

int errno;
char tmp[ NEW _UTS LEN]J;

/M EARHERREBNRIZNhostname
if (Ins_capable(current->nsproxy->uts ns->user_ns, CAP_SYS ADMIN))
return -EPERM;

if len <0 |[len > NEW UTS _LEN)
return -EINVAL;

//BEBF&hostnameE N EI 9%
if (lcopy_from_user(tmp, name, len)) {
struct new_utsname *u = &current->nsproxy->uts ns->name;

memcpy(u->nodename, tmp, len);

memset(u->nodename + len, 0, sizeof(u->nodename) - len);
errno = 0;

uts_proc_notify(UTS_ PROC_ HOSTNAME);
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SYSCALL DEFINE2(gethostname, char _user *, name, int, len)

{

int i, errno;
struct new _utsname *u;

if (len < 0)
return -EINVAL;

u = &current->nsproxy->uts_ns->name;
i =1 + strlen(u->nodename);
if (i > len)
i = len;
errno = 0;

//# I hostnameZ|HF=S(E]
if (copy_to_user(name, u->nodename, i))

errno = -EFAULT;

return errno;
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LN sethostname A5l , ABARNIE K HEIHIEEFTIEKAYUser namespacedHEH
CAP_SYS ADMIN#R :

if (Ins_capable(current->nsproxy->uts ns->user_ns, CAP_SYS ADMIN))
return -EPERM;

bool ns capable(struct user namespace *ns, int cap)
{
if (unlikely(cap_valid(cap))) {
pr_crit("capable() called with invalid cap=%u\n", cap);
BUG();

}

if (security _capable(current cred(), ns, cap) == 0) {
current->flags |[= PF_SUPERPRIV;
return true;

}

return false;
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int cap_capable(const struct cred *cred, struct user namespace *targ_ns,
int cap, int audit)
{

struct user namespace *ns = targ_ns;

for (;;) {
if (ns == cred->user _ns)
return cap_raised(cred->cap_effective, cap) ? 0 : -EPERM,;

if (ns == &init_user ns)
return -EPERM;

/B LEIHER user ns2EEEHMuser nsAJZnamespace
= cred->user_ns) && uid_eq(ns->owner, cred->euid))

if ((ns->parent =
return O;

ns = ns->parent;

}

/* We never get here */
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Dockertz/UiR-NSHEX R G

tllEZNamespacefI R FeAAEEclone(), unshare(), setns()

——int unshare(int flags);

ERunshare(NEE(ERMENEI— RN LIERIIRERIMER |
*E%ﬂzﬁﬂtﬂj)?%ﬂ’ﬂna mespace{TIRIE, X , (FRALMERHIEH T —LEFE RSN
#R{E.

——int setns(int fd, int nstype);

Bigsetns)IIA— 1N ELEFERInamespace

SEFIRTEATEINNARINamespace ST AR,
BEf—MEM/proc/[pid]l/ns BRAVSHEIAFRT |

oJLUBd B iz BR PRI ESE T I — M8 Tz B R RSG5 E,
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M3 BIRARIRZFTEE . AP ERILATE/proc/[pid]l/ns3{F FEEERA R namespaceSRINH |
BRI A7~ , F2a0[4026531835]B09namespaces,

vsec@vsec-virtual-machine:~$ Il /proc/$$/ns

total 0

dr-x--x--x 2 vsecvsec 0 8H 12 13:44 ./
dr-xr-xr-x 9 vsecvsec 0 883 12 13:44 ./

lrwxrwxrwx 1 vsec vsec 0 8H
lrwxrwxrwx 1 vsec vsec 0 8H
lrwxrwxrwx 1 vsec vsec 0 8H
l[rwxrwxrwx 1 vsec vsec 0 8H
lrwxrwxrwx 1 vsec vsec 0 8H
l[rwxrwxrwx 1 vsec vsec 0 8H
lrwxrwxrwx 1 vsec vsec 0 8H

12 13:44 cgroup -> cgroup:[4026531835]
12 13:44 ipc -> ipc:[4026531839]

12 13:44 mnt -> mnt:[4026531840]

12 13:44 net -> net:[4026531957]

12 13:44 pid -> pid:[4026531836]

12 13:44 user -> user:[4026531837]

12 13:44 uts -> uts:[4026531838]

WNERFNHFEIERIBINnamespacefmES18HE , BRI JER—""namespaceT ,

BURNFEARRnamespaceEMH
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CGroups Linux PiiI— et , TERSIHEREHTIRE. REl. B,

REEHDEREISENRR  TERRISS I ERRNETHNNARZRN=SF |,
R T SRR RERTEENRASERENRS

Eﬂéﬂﬁﬂiﬁﬂ%ﬂa Google BIFERFR 2006 FiEgtg |, Linux HiZE 2.6.24 Fia
~Jo

IFERT LIRSS EEMRTE. CPU. W2 10 &5 RRYPRSIFIEIHETH,
CGroups BYfERAEEEER |, IRHBUSUFAEO | £ /sys/fs/cgroup BR FrE—

NIRRIATFE— cgroup , R HSkpFiZEtask™ |, FREpidBENIZH |
RIRT SEI AR R R R
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CGroupsHJLABRFITORFEFRNRIR , LI FEENFEFAIFHMIAA !
1. blkio XM FEFIRERFIENHRIZFAEM N L izHl, Ha0:weE | SER2UAMNUsbE

¥,

2. cpu XN FRERFRREERER S cgroup{ESiRtcpulyiaia.,

3. cpuacct FEaEcgroupESHIcpuRRIRE.

4. cpuset NREZZOHIcpu , XNFREFS A cgroupiES o ECEIEAYcpuflRTZ,
5. devices FiFEIEXECgroup{ESXREYIE,

6. freezer HEFIME cgroupfEss.

7. memory IZE&F M cgrouplIRFREHILANR =4 NEFRIFERS.

8. net_cls #FCEBNMMKE , 7ifFlinux traffic controller IRBIMAFECgroup K HRYE.
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NIERERE

cgroup — g—2BtaskFl—ZHsubsystemRYECESEKEL , cgroupERiRD HAVER/NE
3L,

subsystem - F&%t , HSLMERIREER , LENAE.

hierarchy — B2k , BILAIEfZ /9cgroupMsubsystemESHIEER. BLARITIREVIAE
B subsystemIE BiEE I— 1 ER BEILUG S P subsystemizE A— 1=K ¢

mount -t cgroup -o cpu,cpuset,memory cpu_and mem
/sys/fs/cgroup/cpu_and mem
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— P BBRThierarchy BRI :

/sys/fs/cgroup/
—cpu SE— hierarchy/root cgroup
— cgroup.clone children <mmmmmm subsystem £%§

|

| cgroup.procs

| cpuacct.stat

I — cpuacct.usage
|

|

|

— cpuacct.usage_percpu
— vsec SE— cgroup
| |— cpu.cfs quota_us <-mme- subsystem £

| F— cpu.cfs_period us

| | L— tasks D task list
| F— notify on release

| |— release agent
| L— tasks




Dockeriz/ 5z78-Control Groups

#cgroupsEIBHIECpUFR

BUTTFHIA :
x=0
while [ True ];do
x=$x+1
done;

AtopA LIBRIX MR 5T 100%HICPU
PID USER PR NI VIRT RES SHRS %CPU %9MEM TIME+ COMMAND
6814 tyrande+ 20 0 6936 3364 1432 R 100.0 0.1 0:10.82 cpu.sh

TNEAcgroupEHliZiAERT S FBCPURIR
root@ubuntu:/sys/fs/cgroup/cpu/cg1# echo 50000 > cpu.cfs quota us
root@ubuntu:/sys/fs/cgroup/cpu/cg1# echo 6814 > tasks

X FtopEALREERE | ABICPU A= 50%
PID USER PR NI VIRT RES SHR S %CPU%MEM TIME+ CQMM
6814 tyrande+ 20 O 12888 8008 1432R 49.8 0.2 2:07.11 cp

0 7 W
B LL(F 7 o
o i ..-_, -:’. ".“-‘ ‘..' ; - - e - L
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EREXIHERSE (UnionFS ) B—MoE. BERFESESENNHERS , B335
N4 R GRS EA—IRIRS R —EERIZE N

ERENIHER SR Docker s3HERRIEM, REFILIBT o ERBITHE , ETEAMER
& (IRBERES) , AL ESFEIRRIN R E.

root@vsec-virtual-machine:/home/vsec# docker commit -m "test" -a
"docker newbee" 62b9554a9fae test/test:v2
sha256:9e77ccb63f56d5397790ac220736d108603cfbec7ed83075985b1c¢5f0
1445a80

Docker #{&EFHRY AUFS ( Another Union FS ) Fi2—HMEAS SR %, AUFS ¢
FAB— I RRBFRIREREE (readonly ) | 5 ( readwrite ) 15

( whiteout-able ) 1R, EES AUFS BE—1MNSUS BERIEES, X RIENRAVSSZ
o] LUBEE i TIE S TS (R e RiEER 5 8Y).
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SHRIFR, ﬂfl

bootfs (boot file system)
FEH S bootloader ] kernel, bootloaderFEE5 | & in#kernel, ZbootsiIhjg kernel

WINEEIRNFFfG bootfsHi#umount .

rootfs (root file system)

BEFEEE Linux EFHRY /dev, /proc, /bin, /etc FixEB RIS

HARIERILINUXIZI TEEFHNFS: bootfs + rootfs:

BELNUXERNG , 855 rootfs IRE N readonly, HIT—&RHIGE, REE E’sﬂiﬁe%
"readwrite" £t {ER '\



Dockerfzi Mg A-AUFS (‘G l ’T”ﬂlr

f£Docker containerfJ#g{tAttE 21 rootfs Lireadonly STUINEFHFIGE |, 2AMTE FEFE
union mount I TE—1 readwrite SR FIEFE readonly Brootfsz £ , HERITFH
RIS TER FS(file system) i&5E Areadonly FHEE &N, iX#—2HreadonlyFI—4
writeableRY45HaM B — > containerfUEfTHIZ, R FE:

XEERTFA Z?Z_ a5, M containerd] LAt EreadonlyfIFSE. FrlADockeri&readonlyfgFSE
FRE "image" - X¥FcontainerfiS 2 rootfs&BEread-writely , BESC EFTERYMENEBBE AN
& LERIwriteableE, imageMREE %F‘Hm , RETER. SEMSHEF
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JAIGY

BTN OEEE Docker Daemon, Docker fREZHVIZE{TEBIFEE root
R , RIbEZ e+ <8

Docker s8iFRFEhostfIcontainer[B =343 |, ERNAEERHI 280915814
IR, XSS =2 RIRRS. #a0 , AP EoiasstIr =G ENAEE
1%@9&5?@]@%%5’9 /host BRF , BFAREIC LT LAXYhostBISHUG R FHITIER
5

2016 FE5B{pE tAYDocker SwarmERFEIRE S0 |, FiEEDocker Daemon&
BN E , SEURIAETLUERDocker APIZEEIA\Docker,
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Docker&&3

JAIGY

ExecStart=/usr/bin/docker daemon -H tcp://0.0.0.0:2375 -H unix:///var/run/docker.sock
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BPRAELZLinuxRZAIB — a4 | AT LURMHER ERIIBRIAa)EH,
EbanE t™webM BBEEHTE1024L  TFRO , REERG CAP_NET BIND_SERVICER]
a] , MAEELroottNRE5.

BOABIRT . DockerfE[Sa1E=mI0 S A—BBD IR , TEIEDockerffRAIERER

s.Process.Capabilities = []string{
"CAP_CHOWN",
“CAP_DAC_OVERRIDE“,
"CAP_FSETID",
"CAP_FOWNER",
"CAP_MKNOD",

"CAP_NET RAW",
"CAP_SETGID",
"CAP_SETUID",
"CAP_SETFCAP",
"CAP_SETPCAP",
"CAP_NET BIND_SERVICE",
"CAP_SYS CHROOT",
“CAP KILL
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//IRE— MRIREIRREE , FHATERRAYINItREY,

int init_ module(void *module image, unsigned long /en, const char *param values);

/ZANERGEAE R TR e E

static int may _init module(void)

{
if (Icapable(CAP SYS MODULE) || modules_disabled)

return -EPERM;

return O;

//f&BEEInit user nsiX/ user namespaced , EHEHECAP SYS MODULER R
bool capable(int cap)

{
}

return ns_capable(&init_user ns, cap);
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\cmo_rrv [==4 &’}u(_ ST

int cap_capable(const struct cred *cred, struct user namespace *targ ns,
int cap, int audit)

{
struct user namespace *ns = targ_ns;
for (;;) {
if (ns == cred->user ns)
return cap raised(cred->cap_effective, cap) ? 0 : -EPERM,;
if (ns == &init_user ns)
return -EPERM;
if ((ns->parent == cred->user_ns) && uid_eq(ns->owner, cred->euid))
return O;
ns = ns->parent;
}

/* We never get here */
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ﬁ'aﬂ‘lﬁﬂ “ﬂ#ﬁﬁl &
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ SMMT

KEBER T , Docker containerdFiJrootiifRHAZEIERIrootiNR ,
HEEEEIJEIQEE%?‘ BNEEFEVE T root BIR , bR ““3'%%2|Kﬂﬂimﬁ’]¢xm$ﬂlﬁ
BEIHITAVIA T ER,

(EFPRALEIXTI05E Docker BEsILEBRZIFL. BE , RS LESE
IT—HEESTNRENHTE | BF5F ssh. cron, syslogd, EEGEETEIRLR
(BlaNtREiER ) . NREETESEE, FeRXUEHERARN , BHAJLFE
FrERSFRUA TR R R B S LM R S T B 1R

——ssh iG[E# L EsshiRBKETE ;

——cron BEMZEFFAPHERT | NRRGFERCIRSBAIN SR IE ;
——HEZESATH Docker EJ?.%ET:THE =18

—EEHEBRLREE , FEFUHMEERNIT udevd AR EUIRS ;
—MEERHEEFILIRE | [RIESHREK , Bl m X MEHITHCE,
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Secure computing #&Linux %1 73— M, Docker ) B HARF M PR i) 25 2%
AR FFE T AT A

Seccomp & E NI, ENZ9IFER %= 245 2 CONFIG_SECCOMP,
Al LU R IR 8 2 R B WA A& 5 1 5 Seccomp

$ cat /boot/config-"uname -r' | grep CONFIG_SECCOMP=
CONFIG_SECCOMP=y
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DockerBRINZERH44 N R, TREMIERH M RS LR &R
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DOCkerﬁéﬁglﬂ%-Seccomp '-( e X Mhaklg

DockerBkiAgYseccomp profileHSL2— N HBE |, 18E F MERFRAAERIT
Y.

{

"defaultAction": "SCMP_ACT ERRNO",

"architectures”: [
"SCMP_ARCH X86 64",
"SCMP_ARCH X86",
"SCMP_ARCH _X32"

1,
"syscalls": [
{
"name": "accept”,
"action": "SCMP_ACT ALLOW",
"args": []
2
{
"name": "accept4”,
"action": "SCMP_ACT ALLOW",
"args”: []
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Docker&&sklig-Seccomp L

SeccompfE N %75 LABerkeley Packet Filter(BPF)E 2 S2H, F EIJE) &
H PSR 2R WA S L RGIHHSE .. H SRR PLE A
prctl()>k % & seccomp:

prctl(PR_SET SECCOMP, SECCOMP_MODE_FILTER, prog):
KTseccompH) i B, HAZHEHL250 5 T
1.SECCOMP_MODE_STRICT
12306 T PR i) 1B R A B8 48 H read (), write(), _exit() LA fesigreturn(), HE H
SR = S ENZ R EEFRAL 1 SIGKILLYE 5 R R LR

2. SECCOMP_MODE_FILTER
HFE BN, dIERFG AR
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Docke r?@ﬁ%lﬂ%-seccomp '( e

EAIHNESD,
AR GLOBLE CLOUD COMPUTNG DPER SOURCE SUMMT

static const int mode1_syscalls[] = {
__NR _seccomp_read, NR _seccomp_write, NR seccomp exit, NR_seccomp_sigreturn,

%

static void __secure_computing_strict(int this_syscall)

{

const int *syscall whitelist = mode1_syscalls;

do {
if (*syscall_whitelist == this_syscall)
return;
} while (*++syscall_whitelist);

#ifdef SECCOMP_DEBUG
dump_stack();
#endif

audit_seccomp(this_syscall, SIGKILL, SECCOMP_RET KILL);
do_exit(SIGKILL);
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