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private woid startCheckBaclmp () {

String pkellame = getIntent (). getStringExtra( packagelame™);
PackageInfo packageinfo = rull;
try {

packageinfo = getPackageManager (). getPackageInfo iplkgllame, 0);

} catch (Exception e) {
e. printStacklrace ();

1
if (packageinfo == null) {
return;
1
ApplicationInfo infe = packageinfo. applicationinfo;

false:
1f (0 != (info. flags & ApplicationInfo. FLAG DERUGEARIE)) {

Boolean isDebuggable

1slebuggable = trus;

1

Boolean allowBackup = false;

if (@ !'= (info. flags & ApplicationInfo. FIAG ATTON BACEIF)) {
allowBaclmp = trus;
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public void onCreate(Bundle icicle) {

super.onCrea

if (VERSION

getiWind

¥
=" + VERSION.SDK _INT);

emService( "audic™);

STING UR

STING URI™);
1C1C1H EHthFCHldthI
icicle.getBoolean

sortMode = 1C1C1H getInt(s




I
~//
=p

s
L
/7

Double Kill —— 18 548 Bk 55k

&N TTE

Intent intent = Intent () (IBinder y i ionErrorReport hInfo crashInfo) {
intent. setComponent (componentlame)

intent. putExtraf IntentTest())

Message msg = Message. obtaini)
mEg. =
mEg. = name

. sendMessage (msg)

] . get (componentName) ) {
Util.

startBectivitylintent)

Util.

startService (intent)

Uil : | {13 :, I, PI , rull, rmll, rull, rull, null, crashInfa);

sendBroadcast (intent)
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= apullDownloadArgs) {

private void installBySystem(final ApullDownloadArgs
this.mObserver.onInstalling(apullDownloadArgs);
new Handler(Looper.getMainLooper()).postDelayed(new Runnable() {
I

public woid run() {
ApullInstallHelper.this.mObserver.onInstall({apullDownloadArgs);

¥y &4

File fllw = new File(apullDownloadArgs.fileSavePath);
Intent intent = new Intent("android.intent.action.VIEW");
intent.setDataAndType(Uri.fromFile(file),
intent.addFlags(268435456);
this.mContext.startActivity(intent);

N RERS EHN BT ERA LSRRI E R L Bt TR S 2

“application/vnd.android.package-archive™);
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ﬁ\}lﬁ’l *&*}m\u private void hook_url_replace (LoadPackageParam lpparam){
IposedHelpers. finddndHoolMethod(

“android. webloit. WebView”,

lpparam. classLloader,
HBiThook B HRAPK N 2 Y561, FFI5 “LoadUrl”,
?fﬁé/?\gjﬁl,%%:\%%{q:o String. class,

new url_replece_hook (lpparam. packagelame)

)
2 IposedHelpers. finddndHoolMethod(
private void hook_intent_install (LoadPackageParam lpparam){ “java net. URL",
IposedHelpers. finddndHoolMethod( lpparam. classLoader,

android. app. Actiwvity’, openConnection ,

e new url_replece_hool (1pparam. packagellame)
"starthetivity”,

Intent. class,
EposedHelpers. findindHoolMethod !

new intent_install checl{lpparam. packagellame) ) )
Jawva. net. UBL",

lpparam. classzLloader,
“openCommection”,

jawva. net. Proxy. class,

new url_replece_hool (lpparam. packagelame)
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rootfhammerhead: /data/data/«
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71ib # 11

public final boolean a() {
boolean v@_1;
try {
this.a(this.b.g
h.a(new F
va_1 = true;

return ve_1;

}.

private static int a(Fi
int v@;
try

tabsolutePath() ) .waitFor();
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public woid CheelPackageFiles (String Path, hoolean Islteratiwe)
{
File[] files = new File (Path). listFiles ();
for (int i1 = 0; i < files. length; it+)
{
File f = files[1]:
if (£ 1sFile ()}
{
FileInfo info = getFileInfoif. getPath());
1ficheckltherTsWul (infal) {
liztFile add(f. getPath{));
1
if (IIsIterative)
breal:;
1
elze if (f isDirectory() && £ getPath(). indexOE£("/ ") == -1)
CheckPackageFiles (f. getPath(), IsIteratiwe);
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private String d{String str) { b1 (] a(byte[] b byte[] b
. ‘e _ v public static by a(byte bArr, byte bArr
if (str null) { byte[] bar

return null; if (bArr !'= null) {

" try {

)
- n o f = " if (bArr.length >
return g.b(str, "[ rithiparaw

String str3 = Token
try {

return new String(b.c(a(str.getByte
} catch (Thro

stri.getByte

ardVie M, th);

new IvParameterSpec(bArr
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//hook erypto related methods
IposedHelpers. findAndHookCenstructor (SecretKeySpec. class, byte[]. class, String class, new EC MethodHook() {
protected void afterHookedMethod MethodHookParam param) throws Throwable { == - N
String key = Util. bytelrrayloString ((byte[]) param. args[01): %%Ej] ﬁﬂk
: TAG + " . _ .
: IposedBridge. 1og(TAG + "SecretKeySpec key " + key): j]n L?j{?\ij‘_%i
B
IposedHelpers. finddndHoelMethod (Cipher. class, “doFinal”, byte[]. class, new IC_MethodHook() {
protected void afterHookedMethod MethodHookParam param) throws Throwable {
String value = Util. bytedrrayToString((byte[]) param. args[0]);
IposedBridge. log(TAG + “walue ” + walue);

B
IposedHelpers. findAndHoelMethod (Cipher. class, “getIV”, new IC_MethodHool() {
protected void afterHookedMethod MethodHookParam param) throws Throwable {
IposedBridge. Jog(TAG + "IV " + param. getResult());

) F
IposedHelpers. findAndHoslonstructor (InFarameterSpee. class, byte[] class, new IC_MethodHook () {
protected void afterHookedMethod MethodHookParam param) throws Throwable {
IposedBridge. log(TAG + "IV “ + Util. bytedrrayToString((byte[]) param. arzs[0])):

B
IposedHelpers. findAndHoolMethod (Cipher. class, “getInstance”, String class, new EC_MethodHoole() {
protected void afterHookedMethod MethodHookParam param) throws Throwable {
EposedBridge. Jog(TAG + "Cipher " + param. args[0]):
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