AT EeAERFRIFHIZ

Kang Li

kangli.ctf@gmail.com

| |
| ; 4
JZ-, A



mailto:kangli.ctf@gmail.com

HBNA

TRia WK F 8%

Disekt. SecDawgs CTF ZB\Eis A

XCTF 153516 4 B\ e 5% S

2016 4 DARPA Cyber Grand Challenge A F%5k 323

disekt

CTF Team



ANIFEE

M

TR E

JA

- FH I 2 3 FIRFE 2 T 3Rl

- HE R R AR S



PR AR SR NN TH

SSONCILE P

Ay



Al & CGC






2 A



LT



PN - 3: 15 7ac o b 1: )

<y

Ples =] & iz i T
TR
B ST A28 432

P S A DN AN H B A SE

Bl >IN D i 224k
KA SRS A R A

L-V



PR “CRENL” BlassE > B SEB)

Esorics 2013 APK JEZ i Blackhat EU 2016
VLS ] R Es IR 22 P 4% 47 2R 58
-30 ZFFtE -1000 % FikrikE
- 1.5 JEEIFEAR - #B3E 1,500 FFELIEEA
SR PERD TR B AR LR M VR (BENLARA) - BRI AR MRS

- i Weka - f#iF] PaddlePaddle



REFFE CGC HHHIME

i IR 22 2] ) CGC

j‘

L-V

AR EC: O

N AARWE? RATHEEZD

BT HENS € SRy IR 7]

BAFEENSESE (HTEID



“Z: MIEGEER] Will Humans or Bots Rule Cybersecurity? The Answer Is Yes
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https://www.wired.com/2016/08/will-humans-bots-rule-cybersecurity-answer-yes/
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AFL f8

5k E dwarfdump/print_abbrevs.c

328 if (abbrev_code > 0)

{329 [check abbrev_num_sequence(..., BB1

330 )

331 while (abbrev_code >= abbrev_array_size) {

ggg Dwarf_Unsigned old_size = abbrev_array_size; BB2
size_t addl_size bytes = old_size *

i T 64KB HENTEX I (afl_area_ptr[]) EE S5 R



AFL f8

5K E dwarfdump/print_abbrevs.c

328 if (abbrev_code > 0) afl_area ptr [cur_loc ”~ prev_loc]++;
{329 | check_abbrev_num_sequence(...,

330 L)

331 while (abbrev_code >= abbrev_array_size) {

332 Dwarf_Unsigned old_size = abbrev_array_size;

333 size_t addl_size bytes =old_size *

B 64KB JLE N AEIX I (afl_area_ptr []) INEE 5 B
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Bind. PUuTTY. tcpdump. ffmpeg. GnuTLS. libtiff. libpng......
= BiSEE AFL Wi (http:/lcamtuf.coredump.cx/afl/)
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if (input == OXDEADBEEF) | = Y T N RAR A AR 1

| crash(): O3 LR AR AR !
else
good();
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http://blog.regehr.org/archives/1238
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http://blog.regehr.org/archives/1238

m=) What afl-fuzz Is Bad At
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AFL 5 A T BEm 6t w

ival = func(input);

if (ival == OxDEADBEEF)

crash();
else

good();

F PR ival T A A
{ERINETIAN

1) 0x12345678
2) Ox0000BEEF

afl-fuzz 3RAGAHF K78 55
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AFL 5 N TG 8 5 ok

ival = func(input); FREPIF ] ival T FFIPA

ERDEZTIPAN
if (ival == OXDEADBEEF) 1) 0x12345678
h(); 2) 0xO000BEEF
i afl-fuzz FRA54H 7] 178 5
else
good(); Hi2, N&BEAM?
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...... p = (char *)&ival;
if (p[0] == OXEF) if
if (ival == OXDEADBEEF) oy (p[1] == OXBE)
crash(); if (p[2] == OXAD)
if (p[3] == OXDE)
crash();
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https://lafintel.wordpress.com/2016/08/15/circumventing-fuzzing-roadblocks-with-compiler-
transformations/
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---- 0x4006e0

movi_i64 tmp0,$0x4006e5
goto_tb $0x0

movi_i64 tmp3,$0x400530
st_i64 tmp3,env,$0x80
exit_tb $0x7f72cad71eal
set_label $LO

exit_tb $0x7f72cad71ea3

---- 0x400530

movi_i64 tmp2,$0x601020
gemu_|d_i64 tmp0,tmp2,le, 0x0
st_i64 tmp0,env,$0x80

exit_tb $0x0

set_label $LO

exit_tb $0x7f72cad71f13

PRl LR

afl_area_ptr [position]++;
—

afl_area_ptr [position]++;
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tcg_gen_brcond i32()
tcg_gen_brcond _i64()
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cur_location = (block iéjdress >> 4) ™ (block_address << 8);
afl_area_ptr[cur _loc #prev loc]++;
prev_loc = cur_loc >> 1;
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void helper_idivg_EAX() {
/I if the divisor is close to zero
afl_area_ptr[addr*matching_factor]++;

}
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american fuzzy lop Z2.35b (rock)

— process timng e — varall results ——
run time @ @ days, @ hrs 3 SEeC cycles done : 317

last new path : @ / total paths : 4 I
last umq crash : @ J hrs, O uniq crashes : I
Iust unig hang @ none seen yet uniq hangs : @ I
= cycle progress — T map coverage +——m—
| now processing @ 1 (25,0 | map density : 0.28% / 0.29% I
| paths timed out : 0 (0.C | count coveroge @ 1.00 bits/tuple I
- stage progress 4|— findings in depth ——————
| now trying : ( | favored paths : 4

| total execs : | total crashes :
| exec speed : 1922/sec | total hangs @ @ (@ unique)
= fuzzing strategy e — el 8 uen.Inetr y —

I
| stage execs : 1. 0 (44.53%) | new edges on @ 4 (100,00%) I
I
I

bit flips : 0/116 I levels : Z I
byte flips : 8/16 : | pending : @ I
arithmetics : f , @/ | pend fav : ¢ I
known ints : @/78, @/3 7o | own finds : 3 |
dictionary : . | imported : I

havoc 1k | stability @ 100.00% I
trim : 47 ). Q0% e —
[cpudd2: G6%]




AFL + SymEXC
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