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什么是逆向⼯程?
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逆向⼯程的⽬标
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APP 插件





DEMO



DEMO: NON-FRAGILE LAYOUT



X86_64 调⽤约定

▸ arg1: $rdi 

▸ arg2: $rsi 

▸ arg3: $rdx 

▸ arg4: $rcx 

▸ arg5: $r8 

▸ arg6: $r9 

▸ ret1: $rax 

▸ ret2: $rdx 

▸ indirect: $rax (== $rdi)



OBJECTIVE-C 调⽤约定

▸ arg1: $rdi -> self 

▸ arg2: $rsi -> _cmd 

▸ arg3: $rdx 

▸ arg4: $rcx 

▸ arg5: $r8 

▸ arg6: $r9 

▸ ret: $rax



SWIFT REPL



DEMO: STRUCT
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SWIFT-DEMANGLE

$ xcrun swift-demangle 
_TFV9DictSwift11QueryRecordg4termSS 

_TFV9DictSwift11QueryRecordg4termSS ---> 
DictSwift.QueryRecord.term.getter : Swift.String



DEMO



SWIFT NATIVE 调⽤约定

▸ arg1: $rdi 

▸ arg2: $rsi 

▸ arg3: $rdx 

▸ arg4: $rcx 

▸ arg5: $r8 

▸ arg6: $r9 

▸ ret1: $rax 

▸ ret2: $rdx 

▸ ret3: $rcx 

▸ indirect: $rax (== $rdi)
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逆向⼯程理论基础

▸ C / C++ / Objective-C / Swift 

▸ Assembly (x86, x86_64, arm / thumb, arm64) 

▸  ABI /  ABI 

▸  

▸



逆向⼯程⽅法和⼯具

▸  

▸ Hopper Disassembler 

▸ IDA Pro 

▸ otool 

▸ class-dump 

▸  

▸ lldb / gdb 

▸ F-Script 

▸ cycript



参考资料

▸ Wikipedia 

▸ System V Application Binary Interface (AMD64) 

▸ Procedure Call Standard for the ARM 64-bit Architecture 

▸ iOS ABI Function Call Guide 

▸ The Swift ABI 

▸ The Swift Calling Convention 

▸ Friday Q&A



相关资源

▸ https://github.com/apple/swift 

▸ https://github.com/hankbao/DictObjc 

▸ https://github.com/hankbao/DictSwift

https://github.com/apple/swift
https://github.com/hankbao/DictObjc
https://github.com/hankbao/DictSwift
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