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Figure 40, Time span of evants by percent of breaches
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Presentation Notes
99% of breaches led to compromise within “days” or less with 85% leading to data exfiltration in the same time
85% of breaches took “weeks” or more to discover
84% of data records were stolen as a result of stolen login credential
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Presentation Notes
签名、特征、异常等传统检测手段已经不能满足需要
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e vs. BEAR

o MBI ® HlERHYXIHL
o FAARIERE ® FAIREEAITIAE
® LIASZOBIBGIFRER o LUBIRAFERAIBHIFIAE

Intelligence
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« ~17B flows/day

« 300+ sensors

« 100+ organizations
« ~39MIP addresses

monitored

« ~9M observed/day
« ~45M IP addresses

observed/day

« ~3BIP addresses

observed all-time
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The National Cybersecurity Protection System (NCPS)
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METLEBIHZFEZ/CISA 2015
Cybersecurity Information Sharing
Act 2015
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Information Sharing and Analysis
Centers
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Presentation Notes
根据1998年2月发布的PDD-63总统令，建立收集、分析、脱敏及传递来自私营部门的信息，并向行业和政府传递的中心。也可以从政府发布信息给私营部门。
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Cyber Information Sharing and Collaboration Program (CISCP)
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Enhanced Cybersecurity Services (ECS)

2013£28/9136368 84S
« DNS Sinkholing
« E-mall Filtering
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Automated Indicator Sharing (AlIS)

20155 128HICISAIEZE
« Cyber Threat Indicator
o Defensive Measure

Protected Critical Infrastructure Information Program (PCI|)
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Ecosystem
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DHS Secure and Resilient Cyber Ecosystem Example Architecture
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模仿游戏，图灵
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EimaER I http://stixproject.github.io/supporters/
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RSA 2015 vs. RSA 2016

2015 2016
Pnlass
DATA CYBER RISK CLOUD
THREAT INTELLIGENCE MOBILE MANAGEMENT

LEARN PRIVACY NEW _
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成员目前160多人
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