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# openssl benchmarks

S > openssl speed aes rsa2048

# webserver benchmark
Full Handshake S >ab(-k), 1:30
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SessionTicket:
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Sssl_protocol Sssl_cipher
Abbreviated handshake Sssl_session _id
Sssl_session_reused
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keepalive timeout=75
keepalive requests=100

El:l:llk 73 -
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Sconnection_requests > 1

Keepalive

e TLS full handshake % =

( ! keepalive + ! session_reused) / total _conn * 100%
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SPDY3.1 & HTTP2

o ZIRE HRFIETLSIETF . EEI. TCPEY
e HTTP/2 and SPDY indicator: http://lwurl.to/3SSC2
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e O 1ESPDY3.0ER R
o REKFTIFEHTTP/2, B P XHESPDY/HTTP2EEER : 70%/
20%

SPDY-enabled(spdy/3.1)
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DNS-Prefetch
Preconnect

o FRANER Prefetch
Flush HTML Early

PreRender
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www.taobao.com www.taobao.com *taobado.com  *taobao.com
www.tmall.com * tmall.com
www. | 688.com *1688.com

EZMEBRINZ R E & —
MNP AR 5 2RI Let’s Encrypt


http://www.taobao.com
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https://wiki.mozilla.org/Security/Server Side TLS



https://wiki.mozilla.org/Security/Server_Side_TLS

ﬂ/AIibaba Group
T MEeEm

SHA1EF i HA

1. 2016FEFFIECATNEB M A SHAL ,
2017F T a6 i 28 N SCFFSHAL
uE$H

2. WindowsXP SP2/Android<2.37~ X ¥F
SHA2561F P




Q/Alibaba Group
T MREEmH

1. SHALE B 1 BART 8| S B FE TS
2. ZIEP T HF




ﬂAlibaba Group
MEEE®s

» HSTSHATLARE LESSL Strip
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* Preloadlist - https://
hstspreload.appspot.com/
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« SNI (Server Name Indication)
AIAETLSIRF I iR & 1R
FeaBEIR O AR, XHF
—MMPA43F AT IARR B % e

o (BEIE6~IES/XPAZEFSNITIN

RAR: iz AIEFH (WildCard SAN Certificate)




Alibaba Group
- l',:(lllwkl)

%7 i A B A A%
ﬁ%zﬁg_ﬁ&m%.

s ZNIHBERE—IIEBEmFF
BiEBAE™Y

o HAFEMEIF—IP

o {EFHSPDY3.1 or HTTP/2




ﬂAlibaba Group
MEEE®s

(AERSC




gZ/Alibaba Group
RO

http:/l => I

TR
1. TTE B RS/ /fE

TS
2. BEREHART

F




aAlibaba Group
- NREemH

. B /. POST
JERZ: JavaScript~ FZ>
. FE. iFrame-
Flash< fR30

F] BWebkit 9% B 57
& MURLEEHTTPS A
4F

' Alibaba Group 8



Alibaba Group
l"':lll“fl)

05

F: BR=ZEEHRxRTA
e 3 : FlashB—=

e ENME: SE

o FESMIBE: ?

o RefererE5K: <meta name="referrer” content="origin”>3{ &

window.name
* SEO[D] 7R :
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e Google: http://lwurl.to/35Q3)J
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1. SSLLabs: http://lwurl.to/3SROK
2. Ivan Risti¢ : «Bulletproof SSL and TLS» «
<OpenSSL Cookbook?
3. llya Grigorik: https://istlsfastyet.com/-
Yesterday’s perf best-practices are today's

HTTP/2 anti-patterns® < <High-Performance

-

Browser Networking»

4. BEhttps3EE: http://lwurl.to/3SROL
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