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Jjava --------—----> _class ---------- > .dex
javac dx

Jjava <--------—-—--  class <-------—--—- .dex

JD-GUI dex2jar
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Example Java source: Foo.java
class Foo {

public static void main(String[] args) {
System.out.printin("Hello, world");

}

publicint method(intil, inti2) {
inti3 =11 *i2;
return i3 * 2;



, APMzLHl-Bytecode

$ javac Foo.java
$ javap -v Foo

publicint method(int, int);

flags: ACC_PUBLIC

Code:

stack=2, locals=4, args_size=3
0:iload 1

iload 2
imul
istore_3
iload 3

iconst 2
el Stack

7: ireturn Before
LineNumberTable: valuel

line7: 4

ouhwnE

After
result

Gimulfs 4 5K O

APMC



, APMzLHl-Bytecode APMC

$ dx --dex --output=Foo.dex Foo.class
$ dexdump -d Foo.dex

Virtual methods -

#0 : (in LFoo;)
name : 'method’
type :(Inr
access : 0x0001 (PUBLIC)
code -
registers :4
ins :3
outs :0
insns size :5 16-bit code units
00018c: |[00018c] Foo.method:(II)I
00019c: 9200 0203 |0000: mul-int v0, v2, v3
0001a0: da00 0002 |0002: mul-int/lit8 v0, vO, #int 2 // #02
0001a4: 0f00 |0004: return vO
catches : (none)
positions
0x0000 line=6
0x0002 line=7 9200 0203 )
locals . 92: mul-int
0x0000 - 0x0005 reg=1 this LFoo; blnop vAA, vBB, vCC

00: vO (destination register)
02: v2 (first resource register)
03: v3 (second ...)
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Static analysis

Disassemble Reassemble
(baksmali) (smali)

— .smali —
o

Code injection
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—+ native inline hook
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Caller —». Callee

T

Hook function is called,which in turn calls original function
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if ((instruction & 0xFO00000) == OXA000000) {
/*is B instruction*/
address = PC + (SignExtend_30(signed_immed_24) << 2)
/*get absolutely address*/
}

Y6 FEHN SRR &
LDR PC, [PC, #-4]
0x..... //Absolutely address
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e When an inline hook is implemented it will overwrite the first

two instructions in order to redirect code flow;

ARM instruction:
LDR PC, [PC, #-4]
addr

e Fixinstruction whichis PC-related;
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