


Strategies on Securing you banks & enterprises.
(From someone who robs banks & enterprises)




WeChat: JaysonStreet



INTRO

Humans are terrible at risk management!
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INTRO

Who do you really think poses the most danger to your enterprise?

Nation Sates? .... Not really unless you're building a nuclear centrifuge,
building communication gear sold world wide, the Pope, etc... ;-)




INTRO

Who do you really think poses the most danger to your enterprise?

L337 H4xOrs like Anonymous? .... Really, burning their O-Day & tools (like LOIC) to
take you down for the sake of justice and all that is righteous in the world!?!




INTRO

Who do you really think poses the most danger to your enterprise?

Criminals? ..... Who though may not know everything about the tools they're
using but know enough to make a lot of money by going after quantity not
quality!




INTRO

Literally don’t become a Target of Cyber-Crime
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Literally don’t become a Target of Cyber-Crime




Sharing Time!
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The Road Map of an Attack
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The Road Map of an Attack




Be One With The Attacker

So what can we do?




Attacker Recon
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Attacker Recon

https://www.mikecarthy.com/offensive-security/shodan-worlds-dangerous-search-engine
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If All Else Fails!




Create A Submarine Not A Wall

..... NOT THIS!



Create A Submarine Not A Wall

..... NOT THIS!



A Mubix Moment

WPAD

Make a null route (to 127.0.0.1 IPV4 ::1 IPV6) DNS entry for WPAD
Make a null route (to ::1 IPV6) DNS entry for WPADWPADWPAD

Disable NetBios resolution domain wide.




A Mubix Moment
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A Mubix Moment

Share Pemissions
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Evil Canary

Make a public share called
“Password Audit 2015” inside create
a EXLS file about 4 MB but Sericions for Guadts

“Everyone: Deny” permission. Full Cortrol
Change
Read




A Mubix Moment

Rob Fuller

Twitter @mubix

Blog - http://www.room362.com
Wiki - http://pwnwiki.io

Full video located here....
https://www.youtube.com/watch?v=VqcDjPUXPIw


http://pwnwiki.io/

A Few Last Tricks & Traps

1. Code names on your who is contact information.
2. 1X1 pixel gif going to a link that alerts you.

3. User agent strings should also alert you.

4. Control the countries that can see you if you can.
5. Add triggers/false leads on your job listings.

6. Web Developers should be building good code!!!
(Which it makes it more secure)



Social Media Devices




A Few Last Tricks & Traps

LAST but NOT Least!!!!

Create teachable moments for your employees
before a real attacker does!!!
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Remember your employees are your asset

not a liability!!




Discussion and Questions???9

Or several minutes of uncomfortable silence it’ s your choice.

This concludes my presentation Thank You



http://pwnieexpress. com/ jaysonstreet

WeChat jaysonstreet

Twitter @jaysonstreet



Company Info

Security Assessment for Remote Sites & Wireless

* Closes huge gap in security infrastructure

* Founded 2010

* Boston HQ & Vermont Research Lab

* Financing: $5.1 million Series A (July 2013)

e Over 1000 accounts globally, 600 Enterprises, & Partner Channel
* Recognition and Awards
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