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Apache Eagle - Introduction

Apache® Eagle™ analyzes data activities, yarn applications, JMX metrics, and daemon
logs etc., provides state-of-the-art alert engine to i1dentify security breach, performance
issues and shows insights.
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issues and shows insights.
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Big Data in eBay

Eagle was initialized by end of 2013 for hadoop ecosystem monitoring as any existing
tool like zabbix, ganglia can not handle the huge volume of metrics/logs generated by
hadoop system in eBay.
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Apache Eagle - Typical Use Cases

Service Health Check
Service and process aliveness, JMX status as well as JVM GC

Bad Node Detection
Detect soft failure issues, Linux filesystem ACL, disk full

Security Monitoring
Instantly identify sensitive data access and malicious operations

Job Performance Monitoring
Hadoop, Spark job profiling and performance analysis




Apache Eagle - Overview
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Apache Eagle - Components

JMX/System Hardware

Metric MR Job Monitoring Hadoop Audit/Security
Service/Process/Topology Spark Job Monitorin HBase Audit/Securit
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App Framework
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Apache Eagle - Case Onboarding

1. Register a new Monitored Site

2. Choose and Install Application
3. Configure Application
4. Administrate Application

5. Define Alert Policies and Explore
Alerts

6. Analyze with Dashboards and
Insights



Apache Eagle - Architecture




Apache Eagle - Application Framework

An “Application” is case-oriented solution package

Installation: Application user guide, configuration, management

Ingestion: Provide data ingestion/collection approaches to integrate any kinds of monitor data sources

Process: Analyze data source based on Storm Topology or Spark Streaming App

Alerting:
Stream: Structured stream exported for alerting with eagle alerting engine or persistence in eagle storage
Model: Complex built-in policies or policy templates defined in SQL/Java code/ML model, etc.

Insight: Monitoring Analytics UI or Dashboard



Apache Eagle - Application Execution
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Apache Eagle - Distributed Alert Engine

e Real-time Streaming: Apache Storm
(Execution Engine) + Kafka (Messaging)

e Declarative Policy: CEP and Extensible
Alert Model in streaming way

e Dynamical Onboarding & Correlation:

-
v

from MetricStreanf(nane ==
'Repl Lag') and (val ue > 1000)]

Connect to new stream and change

Stream Grouping in Runtime

select * insert into
e Hot Deploy & No Downtime: Metadata- outputStream v
driven and lightweight alert logic @ STORM

assignment Alert Engine




Apache Eagle - Distributed Alert Engine

Example 1: Alert if hadoop namenode capacity usage exceed 90 percentages

from hadoopJnmxMet ri cEvent St r eam
[metric == "hadoop. nanenode. f snanesyst enst at e. capaci t yused" and val ue > 0.9] sel ect
metric, host, value, tinestanp, conmponent, site insert into alertStream

Example 2: Alert if hadoop namenode HA switches

fromevery

a = hadoopJnxMetri cEvent Streanf netri c=="hadoop. nanenode. f snanesyst em hast at e" ]

->

b = hadoopJmxMetri cEvent Streani metric==a.nmetric and b. host == a. host and a.value !=
val ue) ]

within 10 mn

sel ect a.host, a.value as oldHaState, b.value as newHaState, b.tinestanp as tinestanp,
b.metric as nmetric, b.conponent as conponent, b.site as site insert into alertStream



Apache Eagle - Distributed Alert Engine

User Interface: Register Data Source -> Design Stream Model -> Define Alert Policy
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Apache Eagle - Distributed Alert Engine
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Source: kafka topic
Schema:
SystemMetricStream

define stream SystemMetricStream (
metric string,
host string,
device string
value double);

Window: 5min
Margin: 1min

Partition:
Group by host, device

from |SystemMetricStream

[name = "disk.usage.metric" Publish:
#window.time(30 min) SystemAlertStream
group by host, device

Insert into[SystemAlertStream Process:

CEP Execution Plan




Apache Eagle - Distributed Alert Engine

1 Define new Policy

2 Trigger Schedule
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Apache Eagle - TSDB Storage Engine

* Light-weight ORM Framework for HBase/RDMBS
* Full-function SQL-Like REST Query

* Optimized Rowkey design for time-series data

* Native HBase Coprocessor

* Secondary Index Support

@abl e("al ertdef")
@ol umFam ly("f")
@refix("alertdef")
@per vi ce( Al ert Const ants. ALERT_DEFI NI TI ON_SERVI CE_ENDPCOI NT_NAVE)
@sonl gnor eProperties(ignoreUnknown = true)
@i meSeries(fal se)
@ags({"site", "dataSource", "alertExecutorld", "policyld", "policyType"})
@ ndexes({
@ ndex(nane="1ndex_1_al ert Executorld", colums = { "al ertExecutorlD" },
uni que = true),
9]
public class AlertDefinitionAPlEntity extends TaggedLogAPl Enti ty{
@Col um("a")
private String desc;
@ol um("b")
private String policyDef;
@ol um("c")
private String dedupeDef;

Query=Al ertDefinitionService[ @at aSource="hi veQueryLog"]{ @ol i cyDef}
s



Apache Eagle - What's Next

Eagle Alert Engine on Apache Beam

* Unified streaming on Spark/Flink

Eagle Integration with Ambari/Cloudera Manager

* Seamless connect monitoring data source

Eagle on Cloud

e Support deployment and monitor service on AWS

Unified Monitoring Applications

* Montitor real-time/online platform like Storm/Kafka/Database, etc.



Apache Eagle - Learn more

Community

Website: http://eagle.apache.org

o Github: http://eithub.com/apache/eagle

* Mailing list: dev(@eagle.incubator.apache.org

Publications

» FEAGLE: USER PROFILE-BASED ANOMALY DETECTION IN HADOOP CLUSTER (IEEE)

» FAGLE: DISTRIBUTED REAL-TIME MONITORING FRAMEWORK FOR HADOOP CLUSTER



Apache Eagle - Community
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Thanks and We are Hiring!

http://eagle.apache.org

B dev(@eagle.incubator.apache.org
® apache/incubator-eagle

9" @TheApacheEagle
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