Container Evolution
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Interest over time

Container is not a new technology
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FreeBSD ~ 2000

Solaris Zones ~ 2005



Linux Container

Control group
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Borg at Google ~ 2005

Mesos ~ 2011



Heroku ~ 2008

dotCloud ~ 2010
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Microservices

nterest over time
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Dev and Ops









Container ~ 1950

Container ~ 2010
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Container Spec

Open Container Specifications

- A container spec
- config.json
- runtime.json
- rootfs



Container Spec

App Container Specifications

- Animage spec
- compressed
- encrypted
- signed



Container Spec



Container Management



Discovery System

Dynamic Linking
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Discovery System
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Discovery System
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Discovery System
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Discovery System
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Discovery System

Real problems

- Load balancing across multiple instances
- Autoremoval dead instances
- Rolling upgrades



Cluster Management



Scheduler

- Schedule pods to run on nodes
- Global state
- Multiple schedulers
- Pluggable



Scheduler

User: run 3 copy of Pod X A
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Scheduler
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Scheduler

User: what is the status of X Pod?
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Replication Controller

- Manage a replicated set of pods
- ensure the desired number
- resizing



Replication Controller

Node failure
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Service

- A dynamic collection of pods
- select by label query

A
A



Service

- A dynamic collection of pods
- select by label query

White && Square



Service

- Native support for service discovery
- Local proxy on each node
- Virtual IP per service
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Reverse Proxy

L.



Distributed Trusted Computing



Distributed Trusted Computing

TPM
- Store and generate RSA keys
- Records measurements
- Provide Attestation



Distributed Trusted Computing

Cluster Kubernetes

Only attested machines are allowed to join

Containers rkt

Verify images with trusted keys

Verify configuration state
i & Tamper-proof

0S CoreOS Linux Audit log

Verify integrity of the OS release
Hardware Bl EIC Rl <—|

Customer key embedded in firmware
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Cloud Native Apps
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Thanks

We are hiring!
San fransicico, New York, Berlin and Beijing

xiang.li@coreos.com



