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网络空间（Cyberspace） 

•  通过互联网和计算机进行通信、控制和信
息共享的虚拟空间	  

•  网络空间里没有明确的、固定的边界，也
没有集中的控制权威 

-‐-‐《网络空间安全一级学科
论证报告》，2015年5月 



信任（Trust） 

•  相信某人（组织）或某物：	  
– 真实（Truth）	  
– 可靠（Reliability）	  
– 有能力（Ability）或	  
有强度（Strength）	  

Firm belief in the reliability, 
truth, ability, or strength of 
someone or something-- 
oxford dictionary 

Trust	  Fall 



信任举例：网上购物 

软件／硬件 购物网站、支付平台 

告诉我服务在哪里？ 

证明这真的是淘宝 



信任根（Trust	  Anchors） 

•  域名服务系统（DNS）	  
–  IP地址：你在哪里？	  
– 真实：不能给出假的、错误的地址	  
– 可靠：运营者必须诚实，不能故意造假	  
– 强壮：在受攻击的情况下仍可以工作　	  

•  公钥证书权威（CerAficate	  Authority,	  CA）	  
– 身份认证：怎么证明你的身份？	  
– 互联网保密、完整性通信的前提条件	  
– 对CA的真实、可靠、强壮要求更高	  



DNS和CA的信任模型 

DNS	  :	  树形结构 CA：森林结构 

你的浏览器信任多少个	  CA?	   
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DNS工作过程	  
客户端：递归/缓存	  

–  Cache,	  Recursive	  
权威服务器
（AuthoritaAve），Root,	  
TLD,	  …	  	  	  

Stub	  
resolver	  

Recursive	  
(Cache)	   CN	   NET	  

edu.cn	  	  

.	  

cernet.net	  	  

tsinghua.du.cn	  	  

www.tsinghua.du.cn	  	  
hNp://www.tsinghua.edu.cn	  

gTLD	  
ccTLD	  

UDP 

www.tsin
ghua.edu

.cn	  



DNS信任的攻击面（aNack	  surface）	  

Stub	  
resolver	  

Recursive	  
(Cache)	  

cn	  

edu.cn	  

.	  

gTLD	  

Root	  

不可信的	  
管理者 

不可信的
管理者 

攻击者 

3.	  劫持链路 

1.	  入侵/DoS 2.	  入侵/污染 

5.	  控制解
析服务器 

4.	  控制／劫持
权威服务器 



DNS信任体系的攻击面之一： 

控制/劫持/权威服务器（Server）,	  
比如Root	  

	  
 



控制/劫持权威服务器，如Root 
•  US	  GOV	  -‐>	  NSF	  -‐>	  Network	  SoluAons	  Inc.(NSI)	  	  

– 从政府补贴、到收费、到被告	  

•  ccTLD	  =>	  Jon	  Postel,	  RFC	  1591(1994)	  
–  	  先来先得的政策	  
–  IAB	  Review	  CommiNee	  没有成立	  
–  .IQ（伊拉克）被授予美国的恐怖分子	  	  

•  Hijacking	  of	  Root	  by	  Jon	  Postel,	  1998	  
– 邮件通知8个root管理员同步IANA而非NSI	  
– 政府命令Jon	  停止，同时坚强了对Root控制权	  	  

段海新，伊拉克域名IQ被美国删除的背后以及早期的根域名管理	  	  
hNp://netsec.ccert.edu.cn/duanhx/archives/1850 



Root	  Servers	  (anycast	  instances) 



14	  

山寨一个Root	  ，自己控制	  

ISP1	  

ISP3	  

ISP2	  

Stub	  
resolver	  

Stub	  
resolver	  

a.root-‐servers.net.	  
(198.41.0.4)	  

a.root-‐servers.net.	  
(198.41.0.4)	  

AS	  

AS	  

a.root-‐servers.net.	  
(198.41.0.4)	  

AnyCast 



到Root的延迟：	  CERNET	  &	  Europe,	  2012	  

•  Root	  DNS	  delay	  in	  
CERNET	  

•  Root	  Delay	  in	  Europe	  	  

欧洲大多数根的延迟
100-‐200ms 

除M(300ms)以外，Root延	  <	  30ms 

J.	  Liang,	  J.	  Jiang,	  H.	  Duan,	  K.	  Li,	  and	  J.	  Wu,	  “Measuring	  query	  latency	  of	  top	  level	  DNS	  
servers,”	  presented	  at	  the	  PAM'13:	  Proceedings	  of	  the	  14th	  internaAonal	  conference	  on	  
Passive	  and	  AcAve	  Measurement,	  2013. 



DNS信任体系的攻击面之二： 

控制解析服务器	  
 



如果你可以控制解析服务器… 
From:Paul	  A	  Vixie[SMTP:paul@vix.com]	  
Sent:Thursday,	  October	  31,	  1996	  12:56	  PM	  
To:newdom@vrx.net	  
Subject:requirements	  for	  parAcipaAon	  
	  
I	  have	  told	  the	  IANA	  and	  I	  have	  told	  InterNIC	  -‐-‐	  
now	  I'll	  tell	  you	  kind	  folks.	  
	  
If	  IANA's	  proposal	  stagnates	  past	  January	  15,	  
1997,	  without	  obvious	  progressand	  actual	  
registries	  being	  licensed	  or	  in	  the	  process	  of	  being	  
licensed,	  I	  will	  declare	  the	  cause	  lost.	  	  At	  that	  
point	  it	  will	  be	  up	  to	  a	  consorAum	  of	  Internet	  
providers,	  probably	  through	  CIX	  if	  I	  can	  
convince	  them	  to	  take	  up	  this	  cause,	  to	  tell	  
me	  what	  I	  ought	  to	  put	  into	  the	  "root.cache"	  
file	  that	  I	  ship	  with	  BIND.	  

ORSN	  (2002-‐2008,	  2013-‐)	  
(Open	  Root	  Server	  Network) 

Paul	  Vixie	  
Author	  of	  BIND	  
Chair	  of	  SAC	  of	  
ICANN	  

As	  a	  long	  Ame	  supporter	  of	  the	  
universal	  namespace	  operated	  by	  
IANA,	  it	  may	  come	  as	  a	  surprise	  that	  I	  
have	  joined	  the	  Open	  Root	  Server	  
Network	  project	  (ORSN).	  I'll	  try	  to	  
explain	  what's	  going	  on	  and	  what	  it	  all	  
means. 

hNps://www.iet.org/mail-‐archive/text/iet/
1996-‐11 



香港某酒店，DNS查询都被重定向	  



有些ISP利用解析服务NXDOMAIN赚钱 

N.	  Weaver,	  V.	  Paxson,	  and	  C.	  Kreibich,	  “RedirecAng	  DNS	  for	  Ads	  and	  Profit,”	  presented	  at	  the	  
Proceedings	  of	  the	  20th	  USENIX	  Security	  Symposium“s	  Workshop	  on	  Free	  and	  Open	  
CommunicaAons	  on	  the	  Internet	  (FOCI	  ”11),	  2011. 



DNS信任体系的攻击面之三： 

控制解析路径／链路	  
 



[dns-‐operaAons]	  Odd	  behaviour	  on	  one	  node	  in	  
I	  root-‐server 	  (facebook,	  youtube	  &	  twiNer) 

DNS-Operations Report (24 March 2010)

Hi there! A local ISP has told us that there's some strange behavior with at 

least one node in i.root-servers.net (traceroute shows mostly China) It seems 

that when you ask A records for facebook, youtube or twitter, you get an IP 

and not the referral for .com

It doesn't happen every time, but we have confirmed this on 4 different 

connectivity places (3 in Chile, one in California)

This problem has been reported to Autonomica/Netnod but I don't know if 

anyone else is seeing this issue.

This is an example of what are we seeing: 

$ dig @i.root-servers.net  www.facebook.com  A ; 

….

ANSWER SECTION: www.facebook.com. 86400 IN A 8.7.198.45 

Mauricio Vergara Ereche 

Santiago CHILE

hNps://lists.dns-‐oarc.net/pipermail/dns-‐operaAons/2010-‐March/005260.html 



智利用户访问facebook.com的域名解析
可能经过中国	  



Root	  Servers	  in	  China	  

2013:	  	  4(BJ)	  +	  5(HK)	  +	  3(TW)	  =	  12	  	  	  	  	  	  	  	  	  	  	  	   2013:	  	  4(BJ)	  +	  5(HK)	  +	  3(TW)	  =	  12	  	  	  	  	  	  	  	  	  	  	  	  



has a type, a time-to-live (TTL) value and some type-specific
data. DNS has defined many RR types. Specifically, A and
AAAA records associate a name with IPv4 and IPv6 addresses;
NS record delegates a sub-zone to one or more name servers.
Resolving a name (typically its A record) involves a client

(stub resolver) sending a DNS query to a recursive resolver
(resolver for short), which then iteratively goes through the
DNS hierarchy. Assuming an empty cache, the resolver starts
from the root, then follows the name’s delegation chain to
find its zone and the corresponding authoritative servers, from
which the resolver finally gets answer.

An important detail is that DNS delegation is designed by
name, which means the delegation record (i.e. , NS record)
in a delegating zone (i.e. , the parent zone) only gives names
rather than addresses of authoritative servers of the delegated
zone (i.e. , the child zone). While in some cases, the resolver
could start another round of iteration to resolve an NS name;
if the NS name is under the child zone, this is infeasible
because of self-loop. For example, if zone example.com

has NS name ns.example.com, since the name is under the
zone, then resolving example.com requests the address of
ns.example.com which is circularly dependent on resolv-
ing example.com. In this case the parent zone must provide
additional address information for ns.example.com; this is
called glue record.

Specifically, an NS name could be in four categories [8]:
in-zone delegation that is directly under the child zone; grand-
child delegation which belongs to a grandchild zone; sibling
delegation which is under the parent zone but outside the child
zone; unrelated delegation which is out of authority of the
parent zone. The four categories of NS names have different
needs for glue records. In the first two cases, a corresponding
glue record is expected. Glue record for a sibling delegation is
legitimate yet not necessary. An unrelated delegation cannot
have glue records in the parent zone because it is out of the
authority of the parent [9]. This restriction, called the bailiwick
rule in DNS community, is dedicated to counter a specific
DNS cache poisoning attack [10].

B. The Zone Dependency Problem

The reverse side of the top-down delegation is bottom-up
dependency: resolution of a DNS zone essentially depends on
its ancestors. However, the dependencies could further extend
to other zones if the zone has some out-of-zone NS names
that fall into the categories of grandchild delegation, sibling
delegation and unrelated delegation. For example, in Figure 1,
resolution of cernet.net depends on edu.cn because it
has a NS name dns.edu.cn.

Clearly the zone dependency is transitive, therefore a zone’s
dependency set might grow unawarely and become very large.
In Figure 1, the dependency set of cernet.net eventually
grows to 21 zones. From security and reliability perspective,
this is undesirable. It could have some negative effects such
as long initial lookup latency, reduced server redundancy,
increased risk of temporary failure and outage, and increased
risk of zone hijacking.

cerne t . ne t .

edu .cn .

ne t . edu .cn .

n e t .

hk .

.

hkirc.net .hk.de .

nic.de. de .ne t .

cuhk.hk.

cuhk.edu.hk .dfn.de.

win-ip.dfn.de.

tu-berlin.de.

cn.

dns.cn.

gt ld-servers .net .

pch .ne t . hkdnr.hk.

denic.de. hkdnr .ne t .hk .

Fig. 1. Dependency graphs of cernet.net. Gessential includes the
source node, bold nodes and edges; Gcritical includes Gessential plus solid
nodes and edges; Gexplicit includes Gcritical plus dashed nodes and edges;
Ggeneral includes all nodes and edges.

This problem has been recognized by research community.
However previous work either limited on evaluating certain
effects [4] [1] [5] [6] or sketched the surface to raise aware-
ness [7] (see Section VI for detailed review). Our goal in this
work is to develop a comprehensive analysis of this problem
and have a big-picture view of its current state in DNS.

III. ANALYSIS

We analyze the zone dependency problem with a graph-
based model: we view dependency as a binary relation between
two zones with transitive property; then we construct a directed
dependency graph based on the relation to fully describe how
many zones are included in the dependency set of a given zone
and how the dependencies are introduced. While the concept
of dependency graph has been adopted by previous work, our
approach clarifies four increasingly fine-grained dependency
relations: general dependency, explicit dependency, critical
dependency and essential dependency.

A. Dependency Relations in DNS

General Dependency. Following the description in sec-
tion II-B, we define general dependency: let a and b be two
different DNS zones, we say a depends on b if i) b is the
parent zone of a, or ii) one or more NS names of a belong to
b, denoted as Dgeneral (a, b).
Since the dependency is transitive, we further define the

transitive rule: if a, b and c are three different DNS zones and
have Dgeneral (a, b) and Dgeneral (b, c), we then say a is tran-
sitively dependent on c through b, denoted asDgeneral (a, b, c).

$	  dig	  ns	  	  cernet.net	  @a.gtld-‐servers.net	  
;;	  AUTHORITY	  SECTION:	  
cernet.net. 	  NS 	  ns2.net.edu.cn.	  
cernet.net. 	  NS 	  dns.edu.cn. 

$	  dig	  ns	  	  edu.cn	  
;;	  ANSWER	  SECTION:	  
edu.cn. 	  NS 	  S6.edu.cn.	  
edu.cn. 	  NS 	  NS2.CUHK.EDU.HK.	  
…..	  
edu.cn. 	  NS 	  DENEB.DFN.DE. 

域名解析可能经过哪些链路？ 

J.	  Jiang,	  	  L.	  Jinjin,	  	  D.,	  Haixin,	  	  Analysis	  and	  Measurement	  of	  Zone	  Dependency	  in	  the	  
Domain	  Name	  System,	  	  2013	  



$	  dig	  	  	  ns	  	  	  ac.cn	  
	  
	  
;;	  QUESTION	  SECTION:	  
;ac.cn. 	   	   	   	  IN 	  NS	  
	  
;;	  ANSWER	  SECTION:	  
ac.cn. 	   	   	  86400 	  IN 	  NS 	  d.dns.cn.	  
ac.cn. 	   	   	  86400 	  IN 	  NS 	  cns.cernet.net.	  
ac.cn. 	   	   	  86400 	  IN 	  NS 	  a.dns.cn.	  
ac.cn. 	   	   	  86400 	  IN 	  NS 	  e.dns.cn.	  
ac.cn. 	   	   	  86400 	  IN 	  NS 	  b.dns.cn.	  
ac.cn. 	   	   	  86400 	  IN 	  NS 	  c.dns.cn.	  
	  

.CN	  的域名解析会如何？ 



域名空间中，国家的边界在哪里？ 
第 �章 '16多重依赖问题
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图 ��� 复杂（]RLQN�LW�）依赖关系示例。由于依赖关系的传递，]RLQN�LW�共依赖于 ���个
'16域。

第五节围绕多重依赖问题对运行管理的影响及其系统设计层面上的原因进行一般

性的讨论；最后回顾和比较相关工作并小结。

��� 问题描述

'16域之间存在依赖关系即表明其解析过程存在关联。从定义 ���出发，将

'16视为数据分区集合 Z 以及缓存副本集合 R构成的二元组 (Z, R)。和授权关系

类似，可以将 '16域之间的依赖关系描述为：

定义 ��� �'16数据分区（域）之间的依赖关系�： '16 数据分区（域）之间的

依赖关系为数据分区集合 Z 上的二元关系 Dependency = (Z, Z, Gdependency)。

∀zi,z j ∈ Z, i ! j，对于资源记录 (name, type) ∈ zi，如果在任意缓存副本 r 上执

行 read(r, (name, type))可能触发 r 向 z j 的数据同步操作，则称 zi 依赖于 z j，即

Dependency(zi, z j)。

定义 ���中已说明“数据分区”和“域”，以及“缓存副本”和“递归解析器”是

等价的，为便于理解，本章后续的描述中采用对于依赖关系来说更为直观的后

者。

显然这种依赖关系是传递的，为区分 '16域之间的直接依赖关系和由于传

递导致的间接依赖关系，定义依赖关系的传递性如下：

定义 ��� �'16域依赖关系的传递性�： ∀zi,z j,zk ∈ Z, i ! j ! k， 如 果 有

Dependency(zi, z j) 且 Dependency(z j, zk)， 则 zi 通 过 z j 依 赖 于 zk， 即

��

解析一个域名，可能需要解
析其他117个所依赖的域名 
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ICANN:	  DNS新的Trust	  Anchor	  
 

美国政府控制着ICANN吗？ 



hNp://www.gao.gov/new.items/og00033r.pdf 

Department	  of	  Commerce:	  
RelaAonship	  with	  ICANN,	  2000 



XXX域名美Gov反对，ICANN最后批准 

•  2000,	  ICANN	  启动新TLD的POC	  
•  2000,	  美国公司ICM	  Registry	  申请	  .kids	  	  和	  .xxx	  
•  2003,	  ICM	  根据ICANN意见修订，申请sTLD	  
•  2005,	  ICANN考虑多方的反对，拒绝了XXX	  
•  …	  
•  2010,	  ICANN	  批准了ICM的XXX申请	  

[0]	  .xxx域名在icann讨论被美国一票否决的case:	  hNp://netsec.ccert.edu.cn/duanhx/
archives/1881	  
[1]	  DelegaAon	  of	  the	  .XXX	  top-‐level	  domain	  ， hNp://www.iana.org/reports/2011/xxx-‐
report-‐20110407.pdf	  
[2]	  Accountability	  and	  Transparency	  at	  ICANN	  An	  Independent	  Review.	  Appendix	  D:	  
The	  .xxx	  Domain	  Case	  and	  ICANN	  Decision-‐Making	  Processes	  hNp://cyber.law.harvard.edu/
pubrelease/icann/pdfs/AppendixD_xxx.pdf 



ICANN与GAC（政府咨询委员会） 

•  ICANN目前是Root	  DNS的Trust	  Anchor	  
•  政府咨询委员会（GAC）的角色	  

– GAC只能提意见，它可以派人参加ICANN理事会
的会议、参与讨论或辩论，但是没有投票权。	  

– 理事会对于可能影响公共政策的决策，必须听
取GAC的意见，但可以不按GAC的意见做决定，
但必须给出解释	  

ICANN的章程：	  hNps://www.icann.org/resources/pages/
bylaws-‐2012-‐02-‐25-‐zh#XI 



	  
DNSSEC	  :	  DNS	  安全就安全了  

事实是这样的吗？ 



DNSSEC：防止链路劫持、缓存污染	  

•  Clients(resolvers)	  
validate	  the	  signature	  
with	  their	  public	  keys	  

•  Servers	  sign	  all	  the	  DNS	  
records	  with	  their	  
private	  Keys	  

Stub	  resolver	  

Recursive	  
Cache	  

DNSSEC	  enabled	  

NET	  

examle.net	  	  

.	  

example.net	  NS	  a.iana-‐servers.net.	  

example.net	  RRSIG	  bFhV….0Y3NI	  

User	  Trust	  Root	  servers,	  the	  only	  trust	  anchor	  	  



Paul Vixie, June 1995:
This sounds simple but it has deep
reaching consequences in both the
protocol and the implementation—
which is why it’s taken more than a
year to choose a security model and
design a solution. We expect it to
be another year before DNSSEC is in
wide use on the leading edge, and at
least a year after that before its use
is commonplace on the Internet.

BIND 8.2 blurb, March 1999:
[Top feature:] Preliminary DNSSEC.

BIND 9 blurb, September 2000:
[Top feature:] DNSSEC.

Paul Vixie, November 2002:
We are still doing basic research on
what kind of data model will work
for DNS security. After three or
four times of saying “NOW we’ve
got it, THIS TIME for sure” there’s
finally some humility in the picture

“Wonder if THIS’ll work?”

It’s impossible to know how many
more flag days we’ll have before it’s
safe to burn ROMs It sure isn’t
plain old SIG+KEY, and it sure isn’t
DS as currently specified. When will
it be? We don’t know.

2535 is already dead and buried.
There is no installed base. We’re
starting from scratch.



DNSSEC	  	  
Trusted	  Community	  RepresentaAves 

Recovery	  Key	  Share	  Holders	  
	  
•  Bevil	  Wooding,	  TT	  
•  Dan	  Kaminsky,	  US	  
•  Jiankang	  Yao,	  CN	  
•  Moussa	  Guebre,	  BF	  
•  Norm	  Ritchie,	  CA	  
•  Ondřej	  Surý,	  CZ	  
•  Paul	  Kane,	  UK 

Crypto	  Officers	  for	  the	  US	  East	  Coast	  Facility	  
•  Alain	  Aina,	  BJ	  
•  Anne-‐Marie	  Eklund	  Löwinder,	  SE	  
•  Frederico	  Neves,	  BR	  
•  Gaurab	  Upadhaya,	  NP	  
•  Olaf	  Kolkman,	  NL	  
•  Robert	  Seastrom,	  US	  
•  Vinton	  Cerf,	  US	  
	  
Crypto	  Officers	  for	  the	  US	  West	  Coast	  Facility	  
•  Andy	  Linton,	  NZ	  
•  Carlos	  MarAnez,	  UY	  
•  Dmitry	  Burkov,	  RU	  
•  Edward	  Lewis,	  US	  
•  João	  Luis	  Silva	  Damas,	  PT	  
•  Masato	  Minda,	  JP	  
•  Subramanian	  Moonesamy,	  MU hNp://www.root-‐dnssec.org/index.html 





hNp://stats.labs.apnic.net/dnssec 

DNSSEC	  ValidaAon	  Rate	  by	  country	  (%) 



DNSSEC部署现状意味着什么？ 

•  尽管权威服务器.CN已经签名，但是绝大多
数中国的解析服务器仍然不做验证	  

•  防止假冒的权威服务器、防止链路上的劫
持、缓存污染攻击，还有漫长的路	  



总结 

•  互联网源于一个相互信任的群体，脆弱的
DNS支撑着今天的互联网快速发展	  

•  在充满冲突、相互不信任的环境中，如何
管理DNS这种公共资源？	  

•  政策、技术的开放、透明，融入现有互联
网治理体制	  

•  对信任权威的不信任，是防止权威被滥用、
保证权威可以被信任的重要手段	  



Do	  you	  trust	  what	  you	  think	  you	  
can	  trust	  ?	  

你信任你以为你可以信任的吗？	  
 

duanhx@tsinghua.edu.cn 


