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Ref: http://www.saikoa

1A

* ProGuard
 DexGuard

.com/comparison-proguard-and-dexguard
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- BIKEF « Unicode
00000000000000... * java \u0237
- « CIKEFF

e

000000000000000000  * MELURIEFFF

. _$5_9955_55_ .
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ntint = 5. 2800-28FF
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* Proguard
BEFE—NX

-dontshrink
-dontoptimize
-dontusemixedcaseclassnames

-keepattributes *Annotation*

# JLRAH

-keep public class * extends Activity/Application/...

... #H fthkeep, X BB E
-dontwarn **

-printmapping mappingO.txt

-injars obad-dex2jar.jar
-outjars aaa.jar
-libraryjars android.jar
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-dontshrink
-dontoptimize

-injars aaa.jar
ProguardBt& | -libraryjars android.jar

-keep class *
-printmapping mapping1.txt

Mapping 344

com.android.system.admin.x -> com.android.system.admin.x:
java.lang.String a -> a
java.lang.String d -> d
inte->e
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2. fE&kmapping X4, E#iz{TProguard

com.android.system.admin.x -> ...ObadSQLiteOpenHelper:
_ android.database.sqlite.SQLiteDatabase f -> database
Mapping byte[] g -> encoded data_array

java.lang.String a(int,int,int) -> decrypt

-dontshrink
-dontoptimize

-injars aaa.jar
-outjars bbb.jar
-libraryjars android.jar

-applymapping mapping1.txt

Proguard&t &




ProguardZE iy B 45 R




H RRiE j(IJ\E(%?-VXE)

. 4
4
\ 4

a—Clz_a
b—fld b
c—mtd c

d — Clz_d_List

Source

Enum

ACC BRIDGE
Getter/setter
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* DexGuard
 String a(int, int, int)

» Other
 String a(String)
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Class.forName(a(130, 1, -10))
.getMethod(a(53, 19, -21),
Class.forName(a(79, 1, -11)))
invoke(j, instance);
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System.out.printin(“hello world!”);

: ' getstatic System.out

T ! | sipush 130
' getstatic System.out ; ! s:gﬂsh 1

. LDC “hello world!” i ) i sipush -10
" invokevirtual printin(String) i !

: invokestatic a(int,int,int)
. invokevirtual printin(String)
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' void fa(){

| fb(“1.0%);

'}

+ void fb(String version) {
L if(version == “1.0"){
print(“yes!”);

ZERRIL, $TENyes

JEFE ER'equals' B

' void fa(){

+ fb(new String(...));

'}

» void fb(String version) {

. if(version == new String(...)){
print(“yes!”);
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private static String decrypt(int n, int n2, int n3) {

—m\/—\/o

String a = decrypt(-20, 842, -576);
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_____________________________________________________________________________

_____________________________________________________________________________

———————————————————————————————————————————————————————————————————————————————————————

. String ¢ = (String)Class.forName("java.lang.String")
! .getMethod("substring", int.class, int.class)
.invoke("abc", 2, 3)

_______________________________________________________________________________________
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- String ¢ =
- "abc".substring(2,3);

__________________________________________________________

Local Stack Opcode
Idc "abc"
“abc” sipush 2
“abc”, 2 sipush 3
“abc’, 2, 3 invokevirtual substring(ll)

1.4 StackBy # 1 R FElLocal

2.f 8

3. E

2ClassXy &
EMethod X &

4. FE#inE Local 1 gy {E ElStack
5.18 FinvokeBr £
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Local Stack Opcode
“abc”, 2,3 astore 1, istore 2, istore 3
“abc’, 2, 3 ldc “java.lang.String”
invokestatic Class.forName
“abc”, 2, 3 String.class ldc “substring”,
.. IS E Y
invokevirtual Class.getMethod
“abc”, 2, 3 substring aload 1, iload 2, iload 3,
“abc”, 2, 3 substring, “abc”, [2, 3] | invokevirtual Method.invoke()

=

String a="abc”; int b=2; int c=3;
— . String ¢ = (String)Class.forName("java.lang.String")

.getMethod("substring", int.class, int.class)
.invoke(a, b, c)
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1. & BT B HIClass.forNamelk & Ficlassx &

——————————————————————————————————————————————————————————————————————————————————————————

' String ¢ = (String)Class.forName("java.lang.String")
.getMethod("substring", int.class, int.class)
.invoke("abc", 2, 3)

' String ¢ = (String)String.class
.getMethod("substring", int.class, int.class)
.invoke("abc", 2, 3)
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» 2. Y% getMethod ¥k & Rl % Rz 3T &

_________________________________________________________________________________________________________________

- String ¢ = (String)String.class
| .getMethod("substring", int.class, int.class)
.invoke("abc", 2, 3)

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

String ¢ = (String)
[String.substring(I1)]
invoke("abc", 2, 3)

________________________________________________________________________________________________________________
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_________________________________________________________________________________________________________________

String ¢ = (String)
[String.substring(l1)]
invoke("abc", 2, 3)

_________________________________________________________________________________________________________________

Strlng c = (String)
| "abc”.substring(2,3)
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- SRR -assumenosideeffects class android.util.Log {
public static *** d(...);

public static *** w(...);

public static *** v(...);

public static *** i(...);

}

Ref: http://stackoverflow.com/questions/5553146/disable-logcat-output-completely-in-release-android-app/5553290#5553290
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___________________________________________________________________________________

R A

“version is” + version S #{ LK
new StringBuilder(“version is ”).append(version).toString().
mmProguard 2 A 5T MR Log. AR ek #L VA A, 7% A MiBR StringBuilder 85K H{X. A5

Ref: http://stackoverflow.com/questions/22713166/removing-log-calls-with-proguard-leaves-behind-stringbuilders
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InputStream is = this.getAssets().open();
. Cipher cipher = Cipher.getinstance("AES/CFB/NoPadding");

#
=

cipher.init(DECRYPT_MODE, /* key */);
' return new CipherlnputStream(is, cipher).available();
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AndroidManifestrh G £ 2 Resourceldflnamespace/namefs &.
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 fR#EResourceldPx  namesapce/name
» Apktool 24 X #F15%EX
« axmIZE WAL
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