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Select.*from|from\\W+information_schema|/\\char\\(\\d*\\) | chr\\(\\d*\\)......
A

sqlmap|Acunetix......

o FEUGHIA
script>.*</script......

o BUBCCIRE D
A\ NN\ %2f | etc/passwd ...
* WEBSHELL
phpshell\\.php |webshell\\.php......

Stucts
s|%20)+\\{.*\\|getRuntime | redirectAction......
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String[] pre_sqlinj= {“select”,“information_schema”,”char”,”chr”};

sqlinj = Pattern.compile("Select.*from |from\\W+information_schema|/\
\char\\(\\d*\\) | chr\\(\\d*\\)",Pattern.CASE_INSENSITIVE);
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PARTITION BY RANGE (weekday)

(PARTITION Sun VALUES LESS THAN (1) ENGINE = InnoDB,

PARTITION Mon VALUES LESS THAN (2) ENGINE = InnoDB,

PARTITION Tue VALUES LESS THAN (3) ENGINE = InnoDB,

PARTITION Wed VALUES LESS THAN (4) ENGINE = InnoDB,

PARTITION Thu VALUES LESS THAN (5) ENGINE = InnoDB,

PARTITION Fri VALUES LESS THAN (6) ENGINE = InnoDB,

PARTITION Sat VALUES LESS THAN (7) ENGINE = InnoDB,

PARTITION error_day VALUES LESS THAN MAXVALUE ENGINE = InnoDB)
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MySQLfiLik: #HEESA

« it &E4LTdE A\ (Batch Insertion)
INSERT INTO yourtable VALUES (1,2);
INSERT INTO yourtable VALUES (5,5);

mysql_table_name mysqgl_command batch_no

Wap_login Insert into Wap_login values(‘1’,2°),(‘3",’4’); 2

www_table Insert into www_table 3
values(‘4’,2’),(3",/4’), (3’,'8');
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S‘ql,::‘iflsirt into table ("a’,’b’) values  ArrayList<String> mysql table name
(*17,°2%); =new ArrayList <String>();
Statement statement ArrayList<String> mysql command
=conn.createStatement(); =new ArrayList <String>();

ArrayList<Integer> batch no

statement.executeUpdate(sql); —new ArrayList <Integer>();

statement.close();

statement = null; mysql_table name.clear();

mysql command.clear();
batch no.clear();
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